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Abstract
A method for determining (diagnosing) the opera-
tional mode of a hybrid dynamical network using
model based diagnosis is presented. This method-
ology unifies discrete diagnosis capabilities with
the continuous time dynamics of hybrid dynam-
ical networks. This method is novel in that the
diagnosis is not performed on the output trajec-
tory of the network but rather on the fundamen-
tal governing dynamics of the network. This nov-
elty allows for the diagnosis of arbitrary switching
events in the network. The chosen methodology
can be partially decentralised and provides opti-
mal diagnoses even when only a portion of the net-
work can be observed. This offers performance and
implementation benefits for large distributed net-
works. Computational results are presented for the
case where the mode changes are purely structural.
That is, where only the interconnection structure of
the network is changing. The results indicate that
this methodology has some benefits for the fault-
tolerant control of hybrid dynamical networks.

1 Introduction
Effectively controlling dynamical networks (systems where
there are very many constituent components physically linked
together) poses many challenges. These challenges are some-
what more significant in the presence of faults within the
network. Faults drastically alter the fundamental governing
dynamics (how the constituent systems or components are
linked together and affect each other) of the network ren-
dering the original, fault-free control methodology severely
degraded or useless.

We thus require that an effective network controller be able
to detect that a fault has occurred and change control strat-
egy accordingly. Choosing an appropriate control strategy
for a given configuration is achievable and has been the fo-
cus of extensive work in the field of control theory [Khalil,
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2002]. Additionally these control strategies can usually be
computed off-line. What is lacking is a systematic on-line
methodology to automate the process of detecting the occur-
rence of a fault(s) and choosing the most appropriate control
strategy. Additionally we wish to minimise the fault moni-
toring required to still achieve the global performance objec-
tives. Allowing the fault detection and recovery strategy to
run in a distributed manner would be an additional benefit.

The discrete diagnosis community has undertaken consid-
erable work in the area of fault diagnosis and we propose to
apply these diagnosis methods to detect and recover, in real
time, from faults experienced in hybrid dynamical networks.
The unification of the discrete diagnosis capability and con-
tinuous time operation of dynamical networks is discussed in
depth in Section 3.

Much of the previous work focuses on detecting faults by
measuring deviations of a dynamical system (a subset of a
hybrid dynamical network) from the ideal or nominal trajec-
tory. In [Blanke, 2006] a residual generating transfer func-
tion is created that forces the residual to become non-zero in
the presence of a fault. In [Narasimhan et al., 2000] a sim-
ilar approach is used. Both works categorise faults through
analysis of the system output, requiring that faults be man-
ifest in the residual error between the system output and a
nominal trajectory. In dynamical networks, where there are
many interconnected systems, it is theoretically and practi-
cally challenging to determine a nominal trajectory for each
system and the network as a whole. Our diagnosis methodol-
ogy rather focuses on operational mode changes that can be
determined by changes in the fundamental governing dynam-
ics of the network.

In [McIlraith et al., 2000] the authors approach diagnosis
as a model selection problem. An initial set of qualitative
candidate diagnoses are conjectured and then refined using
parameter estimation and model fitting techniques. The as-
sumptions that controller actions are responsible for all events
and the inability to deal with multiple sequential faults lim-
its the applicability of this work to dynamic networks where
these assumptions are not always valid.

Other work has focussed on the prediction and selection
of the dynamical mode that generates the trajectory that best
describes the output of the dynamical system. In [Hofbaur
and Williams, 2002] the modeling framework proposed is
a probabilistic hybrid automata (PHA). These merge hidden



Markov models (HMM) with continuous dynamical system
models to achieve diagnosis. In [Lerner et al., 2002] sys-
tems are modelled as dynamic Bayesian networks (DBN).
This representation is, in principle, able to deal with multi-
ple simultaneous failures and is robust to parameter drift. In
both approaches tracking a number of trajectories becomes
intractable and they are required to use heuristics to reduce
the computational burden.

Model-based diagnosis is concerned with determining the
sequence of operational modes of a discrete system, where it
is assumed that the occurrence of a fault could cause changes
in the operational mode of the system. Model-based diagno-
sis assumes that the modes and events can be deterministi-
cally related via a model (e.g. an automata). Thus, by using
observations of the system in question it is possible to make a
diagnosis (determine the operational mode) that is consistent
with the observations. Where multiple systems have common
faults, it is possible to synchronise the diagnoses to achieve
a global diagnosis. In a dynamic networks where there are
many systems, often with interacting faults this synchronisa-
tion can be become computationally intractable. Recent work
by [Kan John and Grastien, 2008] allows this challenge to be
overcome by providing distributed methods that achieve glob-
ally consistent diagnoses using only local diagnosis compu-
tations.

In this paper, we propose a diagnosis approach for dynam-
ical hybrid networks with partial observations based on the
detection of changes in the fundamental dynamics of the net-
work. Our approach is both distributed and model-based, re-
quiring only local diagnosis calculations to ensure global con-
sistency.

2 Preliminaries
2.1 Graphs and Networks
Networks have emerged as a way of describing and analysing
large numbers of individual elements or agents that interact.
Understanding the interaction of these elements is of consid-
erable interest in order to better understand the collective op-
eration of the whole. We begin with a preliminary definition
given in [Diestel, 2005].
Definition 2.1 (Directed Graph). A directed graph G =
(V,E) is a pair (V,E) of disjoint sets and two maps,
init(E) : E → V and ter(E) : E → V , that assign to
each edge an initial and terminal vertex respectively, where
E ⊆ V × V . In this way a given edge is said to be directed
from init(E) to ter(E). To avoid ambiguities we assume
that V ∩E = ∅. We thus have that the elements of V are ver-
tices and the elements of E are edges that represent a directed
relationship between two vertices.

From these basic definitions we are now able to define a
network.
Definition 2.2 (Network). A network is the directed graph
formed by the interconnection of a set of nodes (N ) through
the set of links (L) by the maps init(L) : L → N and
ter(L) : L → N , that assign to each edge an initial and ter-
minal vertex respectively and will be written as Gnetwork =
(N,L).

Dynamical Networks
Having defined networks generally we now focus specifically
on dynamical networks. In order to properly define a dynam-
ical network we need a few preliminary definitions which we
present now.
Definition 2.3 (Dynamical Node). A dynamical node (Ndyn)
is a system whose operation, in isolation, is governed by a set
of dynamical equations that describe implicitly how the state
of the system changes with time. Dynamical nodes are given
by the general form:

ẋk(t) = fk(xk(t)) + gk(xk(t),uk(t))
yk(t) = hk(xk(t))

(1)

where ẋ is the time derivative of the node state vector x ∈ Rn

that contains the quantities needed to describe the operating
condition of the node. u ∈ Rm is the local control vector
that gives the values of the local control inputs used to con-
trol the operation of the dynamical node. y ∈ Rp is the local
output that gives the values of the measurable output of the
dynamical node. f(x) : Rn → Rn, g(x) : Rn × Rm → Rn

and h(x) : Rn → Rp are the internal, control and output
functions respectively that determine how the local states and
control inputs cause the internal and output states of the dy-
namical node to evolve.
Definition 2.4 (Interconnection). An interconnection (Lkj) is
a directed physical or information theoretic link between two
dynamical nodes (Nk) and (Nj), where init(Lkj) : Lkj →
Nk and ter(Lkj) : Lkj → Nj . We define the value of an
interconnection between two dynamical nodes (Nk) and (Nj)
as (lkj(xk,yj) : Rnk × Rpj → Rnk )

With this framework we are now able to define a dynamical
network.
Definition 2.5 (Dynamical Network). A dynamical network
Gnetdyn

= (Ndyn, L) is a network where the set of nodes
(N ) and the set of interconnections (L) are as given pre-
viously (cf. Def 2.3 and Def 2.4 respectively). We write
Gnet = (N,L) to represent the dynamical network Gnetdyn

where we have dropped the dynamical subscript. Mathemat-
ically a dynamical network consists of nodes (Nk) with a
set of internal states (xk ∈ Rnk ), a set of local control in-
puts (uk ∈ Rmk ), and a set of measurable outputs given by
(yk ∈ Rpk ). We also have an associated set of internal dy-
namics (fk(xk) : Rnk → Rnk ), an associated set of control
dynamics (gk(xk,uk) : Rnk×Rmk → Rnk ) and output func-
tion given by (hk(xk) : Rnk → Rpk ). Furthermore each dy-
namic node is connected to other dynamic nodes through non-
linear interconnections (lkj(xk,yj) : Rnk × Rpj → Rnk ).
This gives the dynamical model of the k-th dynamical system
in a dynamical network as:

ẋk = fk(xk) + gk(xk,uk) +
∑

j

lkj(xk,yj)

yk = hk(xk)
(2)

Hybrid Dynamical Networks
Hybrid dynamical networks allow the continuous time opera-
tion of a single node or link to be broken into discrete operat-
ing modes. An operating mode of a hybrid system is a distinct



type of behaviour which is governed by a set of dynamics that
is different from other modes of the system. In this way we
are able to partition the operation of the dynamical nodes into
discrete modes. This provides an elegant way of abstracting
the continuous time dynamics of the network into a form that
allows faults and other changes in the network dynamics to
be accurately modelled. We proceed using definitions similar
to those in [Zhao and Hill, 2008].

Definition 2.6 (Hybrid Dynamical Network). A hybrid dy-
namical network is a dynamical network where the dynamical
nodes (N ) and interconnections (L) have a hybrid character-
istic which can be represented in the form:

ẋk = fkσk
(xk) + gkσk

(xk,ukσk
) +

∑
j

lkjσk
(xk,yj)

yk = hkσk
(xk)

(3)

for k ∈ 1, 2, · · · ,K where σk is the switching signal taking
values in:

Mk = {1, 2, · · · ,mk}
Mk is the set of operating modes of the system. Additionally,
xk ∈ Rnk is the state vector of the system, ukσk

∈ Rmkσk

is the input control vector to the system and yk ∈ Rpk is the
output vector of the system. fkσk

, gkσk
and hkσk

are continu-
ous.

The switching signal (σk : R+ → Mk) for the k-th hybrid
system can be characterised by the switching sequence:

Σk = {(ik0 , tk0), (ik1 , tk1), · · · , (ikz , tkz )|ikz ∈ Mk, z ∈ Z}

where xk0 , tk0 are the initial system state and time respec-
tively of the k-th system and Zk is the set of nonnegative inte-
gers. We note that t1 = t2 = · · · = tK = t, that is all systems
have the same time. When tk ∈ [tkz

, tkz+1), σk = ikz
, we say

the ikz
-th subsystem of system k is active and the trajectory

of the switched system (xk(t)) is defined as the trajectory of
the system (xkik

(t)) with switching signal ik ∈ Mk.

When there is only a single system in the network we re-
cover the usual definition for a single hybrid dynamical sys-
tem. We assume that the state of the system is continuous
and thus does not exhibit abrupt changes at the instant of
switching. The entire internal, control and network dynam-
ics of the network at time t can be characterised by a K-tuple
([σ1(t), σ2(t), · · · , σK(t)] ∈ {M1 ×M2 × · · · ×MK}).

Hybrid Dynamical Modes
We present here some definitions and concepts relevant to the
representation of hybrid dynamical nodes as graphs in order
to more clearly define what we mean by the modes of a hybrid
dynamical network.

Definition 2.7 (Set of States). The set of states (X) of a
dynamical node is a discrete set composed of the functions
(xi : R+ → R) that for each t ≥ 0 returns the value of the
node state defined by the function xi.

Definition 2.8 (Set of Outputs). The set of outputs (Y ) of a
dynamical node is a discrete set composed of the functions
(yi : R+ → R) that for each t ≥ 0 returns the value of the
node output defined by the function yi.

Definition 2.9 (Set of Controls). The set of controls (U ) of
a dynamical node is a discrete set composed of the functions
(ui : R+ → R) that for each t ≥ 0 returns the value of the
node controls defined by the function ui.

We now define our dynamical node as a graph progressing
in a similar but slightly more general way than was presented
in [Boukhobza et al., 2007].
Definition 2.10 (Dynamical Node Graph). A dynamical node
graph is a directed graph representing the internal intercon-
nection of the set of states, controls and network inputs and
outputs of a dynamical node (N = X ∪ U ∪ Y ) through the
set of links (L = LXX ∪ LUX ∪ LY X ∪ LXY ) by the maps
init(L) : L → N and ter(L) : L → N , that assign to each
edge an initial and terminal vertex respectively.

The set of links defined above is formally defined as:
Definition 2.11 (Set of Links). The internal interconnec-
tion links between states for the k-th dynamical node is
given by LXXk

= {(xki
, xkj

)|∂xkj

∂xki
6= 0}, ki, kj ∈

1, · · · , nk. The internal interconnection links between con-
trol inputs and states for the k-th dynamical node is given by
LUXk

= {(uki , xkj )|
∂xkj

∂uki
6= 0}, ki ∈ 1, · · · ,mk, kj ∈

1, · · · , nk. The internal interconnection links between states
and outputs for the k-th dynamical node is given by: LXYk

=
{(xki

, ykj
)|∂ykj

∂xki
6= 0}, ki ∈ 1, · · · , nk, kj ∈ 1, · · · , pk

and the interconnection links between all the network out-
puts and internal states for the k-th dynamical node is
given by LY Xk

= {(ykK
, xkj

)| ∂xkj

∂ykK
6= 0}, kK ∈

1, · · · ,
∑

k mk, kj ∈ 1, · · · , nk where (v1, v2) denotes a
directed edge from node v1 ∈ N to node v2 ∈ N .

We also define the capacity of a structural dynamic graph
as a measure of the magnitude of each of the non-zero links
defined in the link sets above.
Definition 2.12 (Capacity of a Dynamical Node Graph). The
capacity of a structural dynamic graph is a set CL that as-
signs to each link Li ∈ L a measure of the capacity of that
link. For the link sets defined in Def. 2.11 we have the fol-
lowing capacity sets for the k-th dynamical node: CLXXk

=

{∂xkj

∂xki
|(xki , xkj ) ∈ LXXk

}, CLUXk
= { ∂xki

∂ukj
|(ukj , xki) ∈

LUXk
}, CLXYk

= { ∂yki

∂xkj
|(xkj , yki) ∈ LXYk

} and CLY Xk
=

{∂xki

∂ykj
|(ykj

, xki
) ∈ LY Xk

}

From these definitions we are able to very precisely define
the concept of a change in mode and this is the topic of the
next section.

Mode Changes
A change in mode is a change of the fundamental governing
dynamics and we can see this as follows. For the switching
sequence of the k-th node in a hybrid dynamical network,
Σk = {(ik0 , tk0), (ik1 , tk1), · · · , (ikz

, tkz
)|ikz

∈ Mk, z ∈
Z} we take Likz

= LXXikz
∪ LUXikz

∪ LY Xikz
∪ LXYikz

to be the total link set in the time interval [tkz , tkz+1) and
CLikz

= CLXXikz

∪ CLUXikz

∪ CLY Xikz

∪ CLXYikz

to be



the equivalent total capacity set in the same interval. A mode
change implies that for any z ∈ Z, Likz

6= Likz+1
and/or

CLikz
6= CLikz+1

. That is the change in mode forces the
link and/or capacity sets to change, meaning a fundamental
change in the fundamental governing dynamics. It should be
noted that determining the link and capacity sets is possible
using a variety of parameter and system identification meth-
ods, however, these methods are beyond the scope of this pa-
per. With these concepts fully defined we are now able to
understand how we can unify hybrid dynamical networks and
discrete diagnosis.

2.2 Model Based Diagnosis
Diagnosis is the problem of determining what possibly hap-
pened on a system given some observations of its behaviour.
In model-based diagnosis, we assume that we have a model
that describes the discrete transitions between modes in the
system (i.e. given an operational mode the model describes
the possible transitions that will result in a new operational
mode). The model is an abstraction of the system transitions
and is often represented by an automaton.

2.3 Diagnosis of Discrete Event Systems
We outline the diagnosis of discrete event systems in order to
apply this approach to the diagnosis of hybrid dynamical net-
works. Essentially, we perform an abstraction on the discrete
part of a hybrid system to obtain a model on which we can
perform diagnosis. More details are given in section 3.2.

We consider the discrete evolution of a system. The set
of all possible behaviours of the system is a language de-
noted Mod over the set of events Σ that could possibly oc-
cur on the system. In our work, we assume that observa-
tions we make are on the modes of a given system (in contrast
to more commonly used event-based observations [Largouet
and Cordier, 2000]). We denote these observations (a set of
possible modes) on the system by a language Obs. The diag-
nosis of the system can be computed as

∆ = Mod⊗Obs. (4)

where ⊗ is the projection of the model onto the observa-
tions. The diagnosis ∆ essentially determines the current op-
erational mode consistent with the observations. In this way,
we are able to refine the original mode estimates in Obs. The
strict definition of languages in this context and operations on
them are presented in [Kan John and Grastien, 2008].

2.4 Distributed Diagnosis
It is possible to use diagnosis techniques to overcome the
problem of diagnosing large and complex systems which is
of considerable interest. We make use of distributed diagno-
sis algorithms on which one of the authors is working [Kan
John and Grastien, 2008] to minimise the computational com-
plexity in large diagnosis problems.

In a distributed diagnosis approach [Pencolé and Cordier,
2005], [Cordier and Grastien, 2007], [Su and Wonham,
2005], [Kan John and Grastien, 2008] we only consider lo-
cal computations. Rather than considering the diagnosis on
the whole network, we only compute diagnoses locally (on

each node). The problem is then to make sure that the local
sets of diagnoses are globally consistent.

Global Consistency
We consider a network S of interconnected nodes S =
{S1, S2, . . . , Sk}. The diagnosis of Si is given by

∆i = Modi ⊗Obsi. (5)

The diagnosis ∆ of S is said to be globally consistent if the
overall diagnosis agrees with the diagnosis at each node. A
strict definition of global consistency is presented in [Kan
John and Grastien, 2008].

Local (pairwise) consistency does not normally ensure
global consistency. However, we can transform the topolog-
ical graph of the whole network into a form (in our case a
junction tree) which will ensure that local consistency leads
to global consistency [Kan John and Grastien, 2008]. We
then have groups of nodes as clusters of the tree. Diagno-
sis is performed locally on each cluster and local consistency
is applied until a fixpoint is reached.

3 Unifying Discrete Diagnosis and Hybrid
Dynamical Networks

We explain in this section the method by which hybrid dy-
namical networks and discrete diagnosis may be unified. We
first discuss some of the assumptions that we are making dur-
ing this analysis.

3.1 Analysis Assumptions and Discussion
The assumptions used in this analysis are ideally kept to a
minimum to maximise the real-world applications of this ap-
proach. Importantly these assumptions do not restrict the
method by which a mode changes. It is reasonable to as-
sume that an event may be due to a fault, a change in environ-
mental conditions, the effects of a control choice in a given
mode or a variety of other reasons. By looking at the out-
come of the event rather than the source of the event we are
better placed to use this methodology for dealing with many
of the challenges faced in modern dynamical networks. Our
assumptions also allow faults to occur in succession provided
they do not occur instantaneously. This is also advantageous
as it allows us to deal with cascading type faults which are
of significant concern in modern hybrid dynamical networks.
The following assumptions are made during the analysis.

Mutual Exclusivity of Modes
We assume that the modes (Mk) of a system are mutually
exclusive. That is a system (Sk) in the dynamic network can
only be in one mode at any time. That is if σk = mi ∈ Mk

for tk ∈ [tki
, tki+1) and σk = mj ∈ Mk for tk ∈ [tki

, tki+1)
then mi = mj . This is a natural assumption that ensures any
events cause the system to move into one of a discrete set
of modes and that one and only one mode is responsible for
describing the dynamic evolution of a system in the network
at a given time.

Timing of Events
We assume that between two observations only one event can
occur. This further implies that for any finite T > t0, there



exists a positive integer KT , which may depend on T , such
that during the time interval [t0, T ] each dynamical node (Eq.
1) switches no more than KT times. This ensures that it is
practically possible to diagnose a system as the sequence of
observations will have information about all the faults that
occur in the system.

Controller Laws
We are assuming that for a given operational mode it is pos-
sible to compute an appropriate controller off-line [Khalil,
2002]. The methods for achieving this are too many and var-
ied to enumerate and cover the span of classical and modern
control for a period of almost a century. For this reason we fo-
cus purely on the method of choosing an appropriate control
strategy when the fault occurs. A simple justification of this
can be seen in that if the operating mode of each dynamical
node can be chosen independently there are:∏

k

mk (6)

K-tuples that characterise the operating condition of the hy-
brid dynamical network. In networks with large numbers of
systems and internal modes this rapidly becomes computa-
tionally intractable.

In the majority of dynamical networks a single event or
fault will effect a number of systems in the network and thus
using diagnosis methodologies allows this number to be dras-
tically reduced so that the off-line computation of controllers
is actually feasible. Furthermore if we consider networks
where only a subset of the systems are directly observed then
without the relationships stored in the diagnosis algorithm it
would be impossible to diagnose and control for the effects
of those unobserved systems.

Mode Determination
Again, the ability to determine the modes is beyond the scope
of this paper and covers methodologies in system and param-
eter identification [Ljung, 1999] [Blackhall and Rotkowitz,
2008] over the last half century or so. The authors believe
strongly that it is a more than valid assumption that modes
can be determined with high accuracy in the majority of sce-
narios.

3.2 Diagnosis of Hybrid Dynamical Networks
In diagnosis terms we consider a hybrid dynamical network
S of interconnected dynamical nodes S = {S1, S2, . . . , Sk}.
This means that each node has a defined operating mode and
each transition causes a change in mode that redefines the
continuous behaviour of the system.

We can think of each system in S as having a
continuous behaviour captured by a tuple Skcont =
〈xk, ukσk

,yk, fkσk
, gkσk

, lk1σk
, · · · , lkKσk

〉 where the ele-
ments of the tuple have been defined previously.

We also make an abstraction on the discrete behaviour of
each dynamical node using an automaton. Thus the automa-
ton representing the discrete behaviour of a system can be
given by the tuple Skdisc

= 〈Mk,Ωk, Tk, σk0〉.
• Mk is the finite set of system modes

(m1,m2, · · · ,mK).

• Ωk is the set of events (ω1, ω2, · · · , ωl) which determine
switching between modes.

• Tk is the transition function that maps an event and mode
into a new mode, T : Ωk ×Mk →Mk.

• σk0 is the initial mode of each system.

Using the diagnosis methods defined previously in sections
2.3 and 2.4 it is possible to compute a diagnosis of the dis-
crete behaviour of each dynamical node. As each discrete be-
haviour has a corresponding continuous behaviour we have
thus shown that it is possible to perform diagnosis of a con-
tinuous hybrid dynamical network using the discrete model
based diagnosis methodology.

3.3 Algorithmic Considerations
We outline two methods in which distributed diagnosis can
be used in maintaining a fault tolerant network. Algorithm
1 presents a global optimal approach. Algorithm 2 utilises
the power of the junction tree technique to address the time
criticality issue that often arises in large hybrid dynamical
networks to try and avoid cascading failures.

We consider a hybrid dynamical network S =
{S1, . . . , SK} each of which has an automaton model. We
thus have a set of models Mod1, . . . ,ModK available. We
have a set C = {C1, . . . , Cr} of controllers that can be used
on the system. At a given time t, we have observations
Obs1, . . . , ObsK on the system where each Obsk is a set of
estimates of the mode of a given component Sk at t obtained
from parameter estimation and system identification. In Al-

Algorithm 1 Global Optimal Algorithm for diagnosis and
control of a hybrid dynamical network

1: At time tobs

2: input {Mod1, . . . ,ModK}, {Obs1, . . . , ObsK}, C
3: for all tobs ∈ t0, · · · , tfinal do
4: do ∆tobs

:= Modtobs
⊗Obstobs

5: end for
6: Run consistency algorithm (returns globally consistent

network)
7: for all tobs ∈ t0, · · · , tfinal do
8: pick a control strategy C from C
9: end for

gorithm 1, we pick the best control strategy over a globally
consistent network. Provided that the diagnosis and global
consistency can be performed fast enough, this provides the
global optimal solution. However, in a large network, time
is often a critical factor in the occurrence of cascading type
faults. If we can choose a locally optimal controller after per-
forming local consistency, this could help prevent other dy-
namical nodes in the system from failing as a potential fault
is captured and dealt with as soon as possible. This approach
is outlined in Algorithm 2.

3.4 Diagnosis under partial observations
The problem with large networks is that it is not always possi-
ble or practical to obtain observations on all dynamical nodes.
However, because components share common events, it is



Algorithm 2 Optimal Time Critical Algorithm for diagnosis
and control of a hybrid dynamical network

1: At time t
2: input {Mod1, . . . ,ModK}, {Obs1, . . . , ObsK}, C
3: for all tobs ∈ t0, · · · , tfinal do
4: do ∆i := Modi ⊗Obsi

5: end for
6: while not globally consistent do
7: Perform local consistency with neighbours
8: pick a control strategy C from C
9: end while

still possible to diagnose unobserved nodes by using the di-
agnosis of the observed ones. For an unobserved component,
we take Obs to be the set of all possible modes. We then
refine the diagnosis when performing local consistency with
other components.

4 Numerical Example
We will use the fault diagnosis methodology developed to di-
agnose and recover from failures on a four node complex net-
work (Fig. 1). Complex networks (described for example in
[Li et al., 2004]) have emerged out of the biological and social
sciences and are an attempt to explain the behaviour of large
interconnected groups. From a dynamical and systems the-
oretic perspective complex networks consist of independent
dynamical nodes connected together. We use the following
representation:

ẋi = f(xi) + c
∑

j

aijΓ(xj − xi) + εi(s(t)− xi) (7)

where it is clear that this complex network is in the dynami-
cal network form presented in Eq. 2. We have x ∈ Rn is the
state vector, f(x) : Rn → Rn is the unique internal dynam-
ics, aij determines the interconnections in the network and
is symmetric. As such aij = aji = 1 if node i and node j
are connected together and zero otherwise. Γ is the feedback
connectivity matrix that determines how the difference vec-
tor (xj − xi) effects the internal state and c is the scalar gain
that determines the magnitude of this effect. We also have the
control input εi(s(t)− xi) where s(t) is the desired equilib-
rium state of the dynamical node and the network as a whole
and εi ∈ {0, ε}. That is only some nodes have a local feed-
back control applied with control gain ε. This is referred to
in the literature as pinning control [Li et al., 2004]. In com-
plex networks the control problem becomes ensuring that the
network will synchronise, where synchrony is defined as:

x1 = x2 = · · · = xn → s(t)

such that ẋ(s(t)) = f(s(t)) is the solution of the isolated
nodes.

It is well known in the complex networks community that
the ability of the network to synchronise is dependent on the
value of c chosen as well as the location and magnitude of
the pinning control that is applied to the network. Whilst an
arbitrarily large c and pinning control gain (ε) can always be

Figure 1: The four node, six link complex network analysed
in this example.

chosen this is often physically impossible as well as being in-
efficient as much more control authority is being commanded
than is necessary to achieve the desired synchrony.

In our example we choose f(xi) = −x2
i + 5xi, Γ = I ,

the four dimensional identity matrix and the network is glob-
ally connected. With c = 1.5 we can see the resultant state
trajectory in Fig. 2, where synchrony is rapidly achieved.

We consider faults that effect the structure of the network
(similar to [Kim and Hill, 2008]). That is we consider a net-
work where the value of aij = aji changes when a fault
occurs, thus representing the hybrid component of the dy-
namical network presented in Eq. 7. This further implies
that only the link sets change when a fault occurs (Likz

6=
Likz+1

). That is the fault causes a fundamental change in
the network dynamical structure. The capacity sets do not
change(CLikz

∩ CLikz+1
⊆ CLikz+1

) and thus networks of
this type are said to be capacity invariant. Even in this sim-
ple network the possible structural dynamical fault modes are
substantial. We consider ten possible events, four due to node
removal and six due to link removal. In the case of node re-
moval we assume that all the links between the removed node
and the network are also removed simultaneously. These fault
modes correspond to the typical faults found in complex net-
work operation. We consider two possible fault scenarios in
this example:
• The network link L5 becomes disconnected.
• The network system N4 becomes disconnected.
We assume that we only have partial observations on the

network and thus we are only able to monitor the modes of
systems N1 and N2. The two faults outlined are important
because it is only when we use the diagnosis algorithm, and
the observations from both nodes N1 and N2, that we are able
to exactly determine the fault that occurred and implement an
appropriate control strategy.

While we can always assume that we can increase the con-
trol effect on the nodes in the case of a fault, this is an in-
appropriate action as it is known that when network link L5

becomes disconnected no additional control action is required
to ensure network synchrony. Conversely, when network sys-



Figure 2: The state trajectories of each system in the network
when the network is globally connected.

tem N4 becomes disconnected we must apply local control
to system N1 to ensure the network achieves the desired syn-
chrony. In the latter case we apply the local controller de-
scribed previously using a controller gain of ε1 = 2.5 about
the equilibrium point x1 = x2 = x3 = x4 = 0.

The dynamics are simulated in MATLAB and the sys-
tem is started each time at the states ([x1, x2, x3, x4] =
[−6.5,−3,−4.95, 6]) and the fault occurs at t = 0.1s. We
make observations of the system every ∆tobservations =
0.4s. We assume that the internal dynamics of the system
are well characterised and thus we are able to measure the
network dynamics in isolation. We assume that any inaccu-
racies in our measurement of the network dynamics can be
modelled as zero mean, i.i.d. gaussian noise (η). On this ba-
sis our measurement model is:

yiobservation
= c

∑
j

aijΓ(xi − xj) + η (8)

To determine the dynamical structure of the system we
are interested in determining all the values of aij . This is
a special case of regression known as sparse regression, more
details of which can be found in [Blackhall and Rotkowitz,
2008]. We use the algorithm from [Blackhall and Rotkowitz,
2008] to determine the values of all the aij , thus allowing us
to determine the link set and thus the modes of the dynamical
nodes N1 and N2. We re-initialise the algorithm after every
observation to ensure we can determine when the dynamical
structure of a node changes, thus allowing rapid determina-
tion of fault occurrence in the hybrid dynamical network.

We always assume the initial mode to be fault free and
when we induce the first of our faults and the network link
L5 becomes disconnected the diagnosis algorithm is capable
of determining that this is the fault that has occurred by syn-
chronising the observations of system N1 and system N2. We
observe in the resultant state trajectories (Fig. 3) that the sys-
tems take longer to achieve synchrony but are still able to do
so. Although the performance of the network is reduced (in
terms of achieving synchrony) there is no need to inject addi-
tional control as the objective is still achieved in a reasonable
time as compared to the normal network operation (Fig. 2).

When the second of the faults is introduced and the net-
work system N4 becomes disconnected we can see the resul-
tant trajectory that would occur in the absence of diagnosis

Figure 3: The state trajectories of each system in the net-
work when the network link L5 becomes disconnected due to
a fault. The diagnosis algorithm is used here to determine the
fault that has occurred and that no additional control input is
required to achieve network synchrony.

Figure 4: The state trajectories of each system in the network
when the system N4 becomes disconnected from the network
due to a fault. The diagnosis algorithm is not running and we
do not initiate any external control.

and thus external control being applied (Fig. 4). Alternatively
when we use the diagnosis approach, the algorithm again ac-
curately determines the fault that has occurred through the
observations of the two nodes N1 and N2. In this case the
network begins to move rapidly away from equilibrium but is
arrested by a local controller that has been switched in when
the diagnosis algorithm determines that the node N4 has been
completely disconnected from the network, removing a major
stabilising component of the network.

We can take a number of key insights from this example.
Firstly the importance of being able to accurately and rapidly
determine dynamical structure. If this were not possible then
it is unlikely we would be able to accurately determine the
fault in such a short period of time and switch in appropri-
ate control strategies to ensure synchrony is achieved. Sec-
ondly, although this may appear like a simple example there
are many possible faults that can occur in the network and
it is only by having a diagnosis algorithm that we are able
to accurately identify and recover from a chosen fault. Al-
though in both cases the fault that occurs is related to system
N4 through observing and controlling system N1 and system
N2 we are able to achieve the desired results. This is a major
accomplishment as it removes the necessity for local observa-
tions and control at every node in the network and still allows



Figure 5: The state trajectories when the node N4 becomes
disconnected from the network due to a fault. The diagno-
sis algorithm detects the fault and switches in a local control
input on node N1 to ensure network synchrony.

the network performance objectives to be achieved. The op-
timal location of observation and control is still an area of
active research.

5 Conclusion and Future Work
In this paper we have shown how it is possible to use model
based diagnosis to create a fault tolerant dynamical network.
We have outlined the method by which the two concepts can
be unified and motivated the development of this algorithm
by showing how this algorithm will offer a substantial im-
provements in the fault diagnosis and recovery of dynamical
networks. Furthermore we have shown how this particular
approach will result in the ability to do globally consistent
distributed diagnosis. We believe that this methodology is an
important advance in the unification of the study of hybrid
dynamical networks and advanced, computationally feasible
analysis tools. This paper is intended to lay the ground work
for the development of advanced algorithms capable of being
used in real world scenarios.

The most important area of future work is the implementa-
tion of this algorithm with real systems and data. It is likely
that implementations will focus on electricity networks as this
represents the most urgent need for algorithms and method-
ologies of this type.
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