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Abstract—We consider the problem of automating open
bisimulation checking for the spi-calculus, an extension of
the pi-calculus with cryptographic primitives. The notion of
open bisimulation considered here is indexed by a (symbolic)
environment, represented as bi-traces (i.e., pairs of symbolic
traces), which encode the history of interaction between the
intruder with the processes being checked for bisimilarity. A
crucial part of the definition of this open bisimulation, that is,
the notion of consistency of bi-traces, involves infinite quan-
tification over a certain notion of “respectful substitutions”.
We show that one needs only to check a finite number of
respectful substitutions in order to check bi-trace consistency.
Our decision procedure uses techniques that have been well
developed in the area of symbolic trace analysis for security
protocols. More specifically, we make use of techniques for
symbolic trace refinement, which transform a symbolic trace
into a finite set of symbolic traces in a certain “solved form”.
Crucially, we show that refinements of a projection of a bi-
trace can be uniquely extended to refinements of the bi-trace,
and that consistency of all instances of the original bi-trace can
be reduced to consistency of its finite set of refinements. We
then give a sound and complete procedure for deciding open
bisimilarity for finite spi-processes.

Keywords-spi-calculus; open bisimulation; symbolic trace
analysis; intruder deduction;

I. INTRODUCTION

The spi-calculus [3] is an extension of the π-calculus [17]
with data constructors for representing cryptographic primi-
tives, such as symmetric-key or public-key cryptography. It
has been used to represent security protocols and to analyse
and to formally prove their properties, e.g., secrecy and
authentication. Underlying these security proofs is a method
called observational equivalence [3], which postulates that
two processes are equivalent if they cannot be told apart
under arbitrary execution environment.

Since the definition of observational equivalence involves
quantification over infinitely many execution environments
(which are themselves spi-processes), it cannot be directly
mechanised. This motivates the development of several
bisimulation methods which are sound with respect to obser-
vational equivalence, e.g., frame bisimulation [2] and hedge
bisimulation [9]. These definitions of bisimulation have
one thing in common: they are all indexed by a structure

(which we shall refer to as an observer theory) representing
the knowledge of a supposed intruder or observer that
captures a notion of indistinguishability of certain pairs of
messages. We shall refer to this kind of bisimulation relation
as environment-sensitive bisimulation. An observer theory
needs to satisfy a certain notion of consistency, so that the
bisimulation relation indexed by the theory is sound with
respect to observational equivalence.

Although the definitions of environment-sensitive bisim-
ulations avoid quantification over execution environments,
one still needs to consider quantification over all input
messages that can be generated by the intruder in bisim-
ulation checking. Since this set of messages can be infinite,
a more clever approximation has been studied, in the form of
symbolic bisimulation [8] and open bisimulation [10], [21].
In both types of bisimulation, the bisimulation relations are
indexed by a notion of symbolic observer theory. However,
one stumbling block remains in checking symbolic or open
bisimulation, namely, checking that a symbolic observer
theory actually represents “concrete” observer theories. In
particular, one must make sure that all instances of a
symbolic observer theory are consistent. The problem is how
to get rid of this quantifiation over “all instances”.

In this paper, we consider the problem of automating a
notion of open bisimulation as defined in [21]. This notion
of open bisimulation uses a structure called bi-trace, which
is a pair of symbolic traces (i.e., a variant of symbolic
traces as defined in [7]) as a symbolic representation of
observer theories. An important part of the definition of
open bisimulation is a notion of bi-trace consistency (see
Section IV), which involves quantification over an infinite
set of substitution pairs. A major part of this paper is about
a procedure for proving bi-trace consistency that avoids
this infinite quantification. The decision procedure used in
deciding bi-trace consistency uses an algorithm for deciding
the reachability problems (also called deducibility constraint
problems) in security protocol analysis [4]. We use a novel
technique for solving deducibility constraint problems based
on sequent calculus, developed in a recent work [23].

Outline of the paper: In Section II, we recall the syntax
and the operational semantics of the spi-calulus. Section III



discusses the notion of an (concrete) observer theory and the
indistinguishability relation on messages, from an observer
point of view. Section IV gives an overview of the notion of
open bisimulation as formulated in [21]. Section V discusses
a decision procedure for deciding the deducibility constraint
problem (or reachability problem) for Dolev-Yao intruders.
We use a novel decision procedure based on sequent calculus
[23], which is closer to our setting than the more traditional
procedures based on natural deduction. We also show a
new result concerning decomposition of solutions of the
deducibility constraint problem. Section VI shows the main
result of the paper, that is, the consistency of a bi-trace is
decidable, using results established in Section V. Section VII
puts together the decision procedures for deducibility con-
straints and bi-trace consistency to decide open bisimilarity
for finite spi-processes. Section VIII discusses related and
future work. Due to space limits, some proofs are omitted,
but they can be found in an extended version of the paper.

II. THE SPI CALCULUS

In this section we review the syntax and the operational
semantics for the spi-calculus. We assume the reader has
some familiarity with the spi-calculus, so we will not go
into details of the meaning of operators of the spi-calculus.
We follow the original presentation of the spi calculus as
in [3], but we consider a more restricted language, i.e.,
the one with only the pairing and encryption operators.
We assume a denumerable set of names, denoted by N ,
and a denumerable set of variables, denoted by V. Names
are ranged over by a,b,c, d, and variables are ranged over
by x, y, z. We use u, v, w to range over both names and
variables.

Messages in the spi calculus are not just names or
variables, but can be compound terms, for instance encrypted
messages. The set of terms is given by the following
grammar:

M,N ::= u | 〈M,N〉 | {M}N

where 〈M,N〉 denotes a pair consisting of messages M and
N , and {M}N denotes the message M encrypted with the
key N . The set of processes is defined by the grammar:

P,Q,R ::= 0 | M̄〈N〉.P |M(x).P | P |Q | νx.P
| !P | [M = N ]P | let 〈x, y〉 = M in P
| case L of {x}N in P

The variables x and y in νx.P , let 〈x, y〉 = M in P and
case L of {x}N in P are binding occurrences. Notice that
names are never bound in process expressions (see Remark 1
below). We assume the usual α-equivalence on process
expressions. The set of terms (messages) is denoted by M
and the set of processes with P . Given a syntactic expression
E, e.g., a process, a set of process, pairs, etc., we write n(E)
to denote the set of names in E. Likewise, fv(E) denote
the set of free variables in E. We call a process P pure if

there are no free occurrences of names in P. The set of pure
processes is denoted by Pp. Likewise, a message M is pure
if n(M) = ∅. The set of pure messages is denoted by Mp.

Remark 1: Both names and variables in our presentation
actually represent the usual notion of “names” in name-
binding calculi. In most (if not all) work in name-binding
calculi, names can sometimes take the role of constants (e.g.,
in the theory of late bisimulation [17], free names are treated
as constants), but can also be treated as variables (e.g., as
in the theory of open bisimulation [20], where names can
be instantiated, subject to certain constraints). We separate
these two roles of names in bisimulation by syntactic means:
what we refer to names are constant names, and variables
are instantiable names.1 To simplify further, we consider all
bound names as names of a variable kind.

A substitution is a mapping from variables to messages.
Substitutions are ranged over by θ, σ and ρ. The domain of
substitutions is defined as dom(θ) = {x | θ(x) 6= x}. We
consider only substitutions with finite domains. The substi-
tution with empty domain (i.e., the identity map) is denoted
by ε. We often enumerate the mappings of a substitution on
its finite domain, using the notation [M1/x1, · · · ,Mn/xn].
Substitutions are generalised straightforwardly to mappings
between terms (processes, messages, etc.), with the usual
proviso that the free variables in the range of substitutions do
not become bound as a result of the applications of the sub-
stitutions. Applications of substitutions to terms (processes
or messages) are written in postfix notation, e.g., as in Mθ.
Composition of two substitutions θ and σ, written (θ ◦σ), is
defined as follows: M(θ◦σ) = (Mθ)σ. Given a substitution
θ and a finite set of variables V , we denote by θ�V the
substitution which coincides with θ on the set V , and is the
identity map everywhere else.

Operational semantics: We use the operational seman-
tics of the spi calculus as it is given in [2], with one
small modification: we allow communication channels to
be arbitrary messages, instead of just names. We do this
in order to get a simpler formulation of open bisimulation
in Section IV, since we do not need to keep track of certain
constraints related to channel names. We note that however,
the results in this paper can be extended straightforwardly
to take into account additional constraints that arise from
imposing this restriction on channels.

The one-step transition relations are not relating processes
with processes, rather processes with agents. The latter is
presented using the notion of abstraction and concretion of
processes. Abstractions are expressions of the form (x)P
where P is a process and the construct (x) binds free
occurrences of x in P , and concretions are expressions of
the form (ν~x)〈M〉P where M is a message and P is a

1Note that the paper [21] uses a different terminology: what we call
variables here are called flexible names and what we call names here are
called rigid names there.



M(x).P
M−→ (x)P M̄〈N〉.P M−→ 〈N〉P

P
M−→ F Q M−→ C

P | Q τ−→ F@C

Q
N̄−→ C P

N−→ F

P | Q τ−→ C@F

P > Q Q
α−→ A

P
α−→ A

P
α−→ A

P | Q α−→ A | Q

Q
α−→ A

P | Q α−→ P | A

P [a/x]
α−→ A[a/x], a 6∈ n(P, α)

(νx)P
α−→ (νx)A

Figure 1. The operational semantics of the spi calculus.

process. Agents are ranged over by A, B and C. As with
processes, we call an agent A pure if n(A) = ∅.

To simplify the presentation of the operational semantics,
we define compositions between processes and agents as
follows. In the definition below we assume that x 6∈ {~y} ∪
fv(R) and {~y, z} ∩ fv(R) = ∅.

(νx)(z)P
∆
= (z)(νx)P, if x 6= z

R | (x)P
∆
= (x)(R | P ), if x 6∈ fv(R)

(νx)(ν~y)〈M〉Q ∆
= (νx, ~y)〈M〉Q, if x ∈ fv(M)

(νx)(ν~y)〈M〉Q ∆
= (ν~y)〈M〉(νx)Q, if x 6∈ fv(M)

R | (ν~y)〈M〉Q ∆
= (ν~y)〈M〉(R | Q).

The dual composition A | R is defined symmetrically.
Given an abstraction F = (x)P and a concretion

(ν~y)〈M〉Q, where {~y} ∩ fv(P ) = ∅, the interactions of
F and C are defined as follows:

F@C
∆
= (ν~y)(P [M/x] | Q)

C@F
∆
= (ν~y)(Q | P [M/x]).

We define a reduction relation > on processes as follows:

!P > P | !P
[M = M ]P > P

let 〈x, y〉 = 〈M,N〉 in P > P [M/x][N/y]
case {M}N of {x}N in P > P [M/x]

The operational semantics of the spi calculus is given in
Figure 1. The action α can be either the silent action τ , a
term M , or a co-term M , where M is a term. We note that
as far as the operational semantics is concerned, there is no
distinction between a variable and a name; both can be used
as channel names and as messages. A consequence of this
is that the transition relation is closed under substitution.

Lemma 2: If P
α−→ A then Pθ

αθ−→ Aθ for every
substitution θ.

When restricted to finite processes (i.e., those without the
replication), one can compute a finite set of “most general

transitions” from any given finite process P. This is made
precise in the following.

Let S be a set whose elements are triples of the form
〈θ, α,A〉, where θ is a substitution, α is an action and A is
an agent or a process. We say that S is a complete transition
set for a process P if it satisfies the following:
• for every 〈θ, α,A〉, we have Pθ α−→ A; and
• for every ρ, β and B such that Pρ

β−→ B, there exists
〈θ, α,A〉 ∈ S such that ρ =fv(P ) θ ◦ γ, for some γ,
and β = αγ, and B = Aγ.

Proposition 3: Let P be a finite spi-process. Then P has
a finite complete transition set, which we denote here with
CTS(P ).

Proof: Outline We outline a proof here; details are
omitted but will be made available in an extended version
of the paper. We prove this proposition indirectly by en-
coding the operational semantics of the spi-calculus into a
logical framework [16], similarly to a previous work on a
formalisation of the π-calculus [24]. The adequacy of the
encoding can be proved similarly to the π-calculus case [24].
To compute the complete transition set CTS(P ), we look
at an implementation of this logical framework, called Bed-
wyr [5], which allows one to query the operational semantics
encoded in it as in a typical logic programming language.
We encode variables in processes as logic variables (i.e.,
existential variables) and names in processes as constants in
the logical framework. Finiteness of CTS(P ) in this case
relies on the fact that proof search under the theory of the
encoded operational semantics gives rise to only a decidable
fragment of higher-order unification problem (called the
Lλ unification problem [15], or the higher-order patterns
unification problem [18]), for which the most general unifier
(m.g.u) exists whenever a solution exists. An implementation
of the operational semantics in Bedywr is available from the
Bedwyr website.

III. OBSERVER THEORY

In this section, we review a notion of observer theory and
its properties. Materials in this section have appeared in [21],
[22]. We summarise the key results here and refer the reader
to [22] for the detailed proofs.

Central to the notion of bisimulation in [2], and similar
bisimulation relations in the literature [9], is a notion of
indistinguishability of messages according to an observer
(or intruder). This is represented as an observer theory in
[21], which is just a finite set of pairs of messages, i.e., a
subset of M×M. The pairs of messages in an observer
theory denote the pairs of indistinguishable messages from
the observer point of view.

Associated with an observer theory are certain proof
systems which represent the deductive capability of the
observer. These proof systems allow for derivation of new
‘knowledge’ (e.g., messages, equality of messages) from



existing ones. Observer theories are ranged over by Γ and ∆.
We often refer to observer theory simply as theory. Given a
theory Γ, we write π1(Γ) to denote its first projection, i.e.,
the set {M | (M,N) ∈ Γ}, and likewise, π2(Γ) denotes
its second projection. The inverse of a theory Γ, written
Γ−1, is defined as the set {(N,M) | (M,N) ∈ Γ}. The
observer can encrypt and decrypt messages it has in order to
either analyse or synthesise messages to deduce the equality
of certain pairs of messages. This deductive capability is
presented as a proof system in Figure 2. This proof system
is a straightforward adaptation of the standard proof systems
for message analysis and synthesis, usually presented in a
natural-deduction style, e.g., as found in [7], to sequent
calculus. We find sequent calculus a more natural setting to
prove various properties concerning observer theories and
open bisimulation in [22]. The sequent Γ `M ↔ N means
that the messages M and N are indistinguishable in the
theory Γ. Note that variables in our setting represent “open”
values that may be further synthesized by the observer. This
is reflected in the rule var.

It is useful to consider the set of messages that can be
constructed by an observer in its interaction with a particular
process. This synthesis of messages follows the inference
rules given in Figure 3. The symbol Σ denotes a finite
set of messages. The rules for message synthesis are just
a projection of the rules for message equivalence.

We write Γ  M ↔ N (Σ  M ) to denote the fact that
the sequent Γ `M ↔ N (respectively, Σ `M ) is derivable.
Both entailment relations are decidable.

Proposition 4: The decision problems for the entailments
Γ M ↔ N and Σ M are decidable.

The following lemma states the transitivity of the en-
tailment relation. Readers familiar with proof theory will
recognize its similarity to the “cut-elimination” theorem.

Lemma 5: If Γ  M ↔ N and ∆, (M,N)  R ↔ T
then Γ ∪∆  R↔ T.

Given a pair of substitution ~θ = (θ1, θ2) and an observer
theory Γ, we write Γ~θ to denote the observer theory

{(Mθ1, Nθ2) | (M,N) ∈ Γ}.

Consistency of a theory: Intuitively, a theory is con-
sistent if any observation (i.e., any destructive operations,
e.g., projection or decryption) that is applicable to the first
projection of the theory is also applicable to the second
projection. For example, the theory {({a}b, {c}d), (b, c)}
is not consistent, since in the first projection (i.e., the set
{{a}b, b}), one can decrypt the first message {a}b using the
second message b, but the same operation cannot be done
in the second projection.

Definition 6: A theory Γ is consistent if for every M and
N , if Γ M ↔ N then the following hold:

1) M and N are of the same type of expressions, i.e., M
is a pair (an encrypted message, a name or a variable)
if and only if N is.

2) If M = {M1}M2
and N = {N1}N2

then π1(Γ) M2

implies Γ  M2 ↔ N2 and π2(Γ)  N2 implies
Γ M2 ↔ N2.

3) For any R, Γ  M ↔ R implies R = N and
Γ  R↔ N implies R = M.

Note that the definition of consistency contains quan-
tification over pairs of messages deducible from Γ. This
quantification can be avoided if we are working with theories
in a certain reduced form.

Definition 7: The rewrite relation −→ on observer theo-
ries is defined as follows:
• Γ, (〈M,N〉, 〈M ′, N ′〉) −→ Γ, (M,M ′), (N,N ′).
• Γ, ({M}N , {M ′}N ′) −→ Γ, (M,M ′), (N,N ′), if

Γ, ({M}N , {M ′}N ′)  N ↔ N ′.
A theory Γ is irreducible if Γ cannot be rewritten to any
other theory. Γ is an irreducible form of another theory Γ′

if Γ is irreducible and Γ′ −→∗ Γ.
As has been shown in [21], the above rewrite system is

confluent and terminating, therefore every theory Γ has a
unique irreducible form, denoted by Γ⇓. It also perserves
the set of deducible message equivalence.

Lemma 8: If Γ −→ Γ′ then Γ  M ↔ N if and only if
Γ′ M ↔ N.

Checking consistency of a theory can be reduced checking
some syntactic properties of its irreducible form.

Proposition 9: A theory Γ is consistent if and only if Γ⇓
satisfies the following conditions: if (M,N) ∈ Γ⇓ then

(a) M and N are of the same type of expressions, in
particular, if M = x, for some variable x, then
N = x and vice versa,

(b) if M = {M1}M2
and N = {N1}N2

then
π1(Γ⇓) 6M2 and π2(Γ⇓) 6 N2.

(c) for any (U, V ) ∈ Γ⇓, U = M if and only if V =
N .

Decidability of theory consistency follows from Proposi-
tion 9 and Proposition 4.

Proposition 10: Observer theory consistency is decidable.

IV. OPEN BISIMULATION

Our definition of open bisimulation is similar to other
environment-sensitive bisimulations, in the sense that it is
also indexed by some structure representing the knowledge
of the environment. We use a structure called bi-trace, which
is just a pair of (a variant of) symbolic traces, to represent the
environment. The important properties we need to establish
regarding bi-traces are that they can be soundly interpreted
as observer theories, and they behave well with respect to
substitutions of input values. Proofs for the results in this
section can be found in [22].

Definition 11: An I/O pair is a pair of messages marked
with i (indicating input) or o (indicating output), i.e., it is
of the form (M,N)i or (M,N)o. A bi-trace is a list of I/O
message pairs, ranged over by h. We denote by π1(h) the



Γ ` x↔ x
var

Γ, (M,N) `M ↔ N
id

Γ `M ↔M ′ Γ ` N ↔ N ′

Γ ` 〈M,N〉 ↔ 〈M ′, N ′〉
pr

Γ, (〈M1, N1〉, 〈M2, N2〉), (M1,M2), (N1, N2) `M ↔ N

Γ, (〈M1, N1〉, 〈M2, N2〉) `M ↔ N
pl

Γ `M ↔M ′ Γ ` N ↔ N ′

Γ ` {M}N ↔ {M ′}N ′
er

Γ, ({M1}N1
, {M2}N2

) ` N1 ↔ N2 Γ, ({M1}N1
, {M2}N2

), (M1,M2), (N1, N2) `M ↔ N

Γ, ({M1}N1
, {M2}N2

) `M ↔ N
el

Figure 2. Proof system for deriving message equivalence

Σ ` x var
Σ,M `M id

Σ `M Σ ` N
Σ ` 〈M,N〉

pr Σ `M Σ ` N
Σ ` {M}N

er

Σ, 〈M,N〉,M,N ` R
Σ, 〈M,N〉 ` R

pl
Σ, {M}N ` N Σ, {M}N ,M,N ` R

Σ, {M}N ` R
el

Figure 3. Proof system for message synthesis

symbolic trace obtained from h by taking the first component
of the pairs in h (retaining the marking of the messages). The
symbolic trace π2(h) is defined analogously. Bi-traces are
subject to the following restriction: if h = h1.(M,N)o.h2

then fv(M,N) ⊆ fv(h1). If h is

[(M1, N1)l1 , . . . , (Mk, Nk)lk ]

then the inverse of h, written h−1, is the list

[(N1,M1)l1 , . . . , (Nk,Mk)lk ].

We write {|h|} to denote the set consisting of the pairs
of messages occuring in h. We use the same notation for
denoting the underlying set of messages of a symbolic trace.
We shall use h to range over bi-traces and s to range over
symbolic traces.

Variables in a bi-trace or a symbolic trace represent pos-
sible input messages that may be generated by the intruder.
This explains the requirement that variables occuring in an
output pair in a bi-trace must also appear before the output
pair, to encode the fact that input values are created only at
input pairs.

Given a bi-trace h, the underlying set {|h|} is obviously an
observer theory. Application of a substitution pair (θ1, θ2)
to a bi-trace is defined element-wise, i.e.,

[ ](θ1, θ2) = [ ]
((M,N)∗.h′)(θ1, θ2) = (Mθ1, Nθ2)∗.(h′(θ1, θ2))

where ∗ is either i or o.

Bi-traces are essentially theories with added structures.
As such, we also associate a notion of consistency with bi-
traces, by ensuring the consistency of the observer theory
underlying the (instances of) the bi-traces. For this, we
define a notion of respectful substitutions for bi-traces. In
the following we shall write h M ↔ N , instead of a more
type-correct version {|h|} M ↔ N , when we consider an
equivalent pair of messages under the theory obtained from
a bi-trace h. Similarly, we write s M to mean {|s|} M.

Definition 12: A substitution pair ~θ = (θ1, θ2) respects a
bi-trace h if whenever h = h1.(M,N)i.h2, then for every
x ∈ fv(M,N) it holds that

h1
~θ  xθ1 ↔ xθ2.

The notion of respectful substitutions w.r.t. a symbolic trace
is defined analogously. That is, a substitution θ respects a
symbolic trace s if whenever s = s1.M

i.s2 then for every
x ∈ fv(M) it holds that s1θ  xθ.
Note that we require that the instance of each input pair is
deducible from the instance of its predecessors. Obviously, if
a substitution pair (θ1, θ2) respects h then θ1 respects π1(h)
and θ2 respects π2(h).

Remark 13: Notice that in the definition of respectful
substitution w.r.t. a bi-trace, the condition that every instance
of a variable be derivable from a certain prefix of the
bi-trace may seem stronger than necessary. For example,
it may seem that it is enough to specify that whenever
h = h1.(M,N)i.h2, then h1

~θ  Mθ1 ↔ Nθ2. However,
one important property needed in proving the soundness



of bisimulation is that the entailment relation () must be
closed under respectful substitutions, i.e., if ~θ respects h
and h  R ↔ T , then h~θ  Rθ1 ↔ Tθ2. If we were
to replace the definition of respectful substitutions with the
weaker notion above, this closure property would not hold.
For example, consider the bi-trace:

h = ({a}k, {a}k)o.(x, x)i.({y}k, {y}k)i.

Obviously, h  〈x, y〉 ↔ 〈x, y〉. Let ~θ = (θ1, θ2) =
([a/y], [a/y]). Then

({a}k, {a}k)o.(x, x)i  {y}kθ1 ↔ {y}kθ2,

but h~θ 6 〈x, y〉θ1 ↔ 〈x, y〉θ2.
We now proceed to defining bi-trace consistency.
Definition 14: We define the notion of consistent bi-

traces inductively on the length of bi-traces as follows:
1) The empty bi-trace is consistent.
2) If h is a consistent bi-trace then h.(M,N)i is also a

consistent bi-trace, provided that h M ↔ N .
3) If h is a consistent bi-trace, then h′ = h.(M,N)o is a

consistent bi-trace, provided that for every h-respectful
substitution pair ~θ, if h~θ is a consistent bi-trace then
{|h′~θ|} is a consistent theory.

In item (3) above, we quantify over all respectful substitu-
tions. This is needed to guarantee that bi-trace consistency
is closed under respectful substitutions (see [22]).

Lemma 15: If h is a consistent bi-trace and ~θ = (θ1, θ2)
respects h, then h~θ is also a consistent bi-trace.

Proof: See [22].
A useful property of consistent bi-trace is that both its

projections share the same set of variables.
Lemma 16: Let h be a consistent bi-trace. Then

fv(π1(h)) = fv(π2(h)).
We recall the notion of open bisimulation for the spi-

calculus given in [21], with a minor change in notation and
terminology (i.e., flexible names now become variables).

Definition 17: A traced process pair is a triple (h, P,Q)
where h is a bi-trace, P and Q are processes such that
fv(P,Q) ⊆ fv(h). Let R be a set of traced process pairs.
We write h ` P R Q to denote the fact that (h, P,Q) ∈ R.
R is consistent if for every h ` P R Q, h is consistent. The
inverse of R, written R−1, is the set

{(h−1, Q, P ) | (h, P,Q) ∈ R}.

R is symmetric if R = R−1.
Definition 18: A bi-trace h is called a universal bi-trace

if h consists only of input-pairs of variables, i.e., it is of the
form (x1, x1)i. · · · .(xn, xn)i.

Definition 19: Open bisimulation. A set of traced process
pairs R is a strong open bisimulation if R is consistent and
symmetric, and if h ` P R Q then for all substitution pair
~θ = (θ1, θ2) that respects h, the following hold:

1) If Pθ1
τ−→ P ′ then there exists Q′ such that Qθ2

τ−→
Q′ and h~θ ` P ′ R Q′.

2) If Pθ1
M−→ (x)P ′, where x 6∈ fv(h~θ), and π1(h~θ) 

M then there exists Q′ such that Qθ2
N−→ (x)Q′ and

h~θ.(M,N)i.(x, x)i ` P ′ R Q′.

3) If Pθ1
M̄−→ (ν~x)〈M ′〉P ′, and π1(h~θ) M then there

exist N , N ′ and Q′ such that Qθ2
N̄−→ (ν~y)〈N ′〉Q′,

and

h~θ.(M,N)i.(M ′[~c/~x], N ′[~d/~y])o ` P ′[~c/~x]RQ′[~d/~y],

where {~c, ~d} ∩ n(h~θ, Pθ1, Qθ2) = ∅.
We denote by ≈o the union of all open bisimulations. We say
that P and Q are strong open h-bisimilar, written P ∼ho Q,
if (h, P,Q) ∈ ≈o . They are said to be strong open bisimilar,
written P ∼o Q, if n(P,Q) = ∅ and P ∼ho Q for a universal
bi-trace h.

Notice that strong open bisimilarity ∼o is defined on pure
processes, i.e., those without occurrences of names.

In the decision procedure for open bisimilarity for the
finite spi-calculus to be shown later, we actually use a notion
of bisimulation up-to respectful substitutions.

Definition 20: Given a set of consistent traced process
pairs R, define Rs as the least relation containing R which
is closed under the following rule:

h ` P R Q and ~θ = (θ1, θ2) respects h

h~θ ` Pθ1 Rs Qθ2

s

Strong open bisimulation up to respectful substitution is
defined similarly to Definition 19, except that we replace
the relation R in items (1), (2) and (3) in Definition 19 with
Rs.

Proposition 21: Let R be an open bisimulation up to
respectful susbtitution. Then R ⊆ Rs ⊆ ≈o .

V. DEDUCIBILITY CONSTRAINTS

An important part of the decision procedure for bi-trace
consistency in Section VI is a procedure for refining a sym-
bolic trace into a certain solved form. A similar procedure is
described in [7], but there the encryption keys are restricted
to names, unlike in our setting where encryption keys can be
arbitrary messages. The decision procedure presented in this
section is a variant of a procedure of solving deducibility
constraint systems. We use a procedure described in [23],
which uses a sequent calculus approach, which is closer
to our syntactic framework for observer theories. We give
here an overview of this decision procedure, and use it
to prove a new decomposition result (Theorem 35). This
decomposition result is important in showing that bi-trace
refinements can be likewise decomposed into compositions
of respectful substitutions (see Lemma 45 and Lemma 47).
For earlier decision procedures for deducibility constraints,
see for example [19] and, more recently, [11].



Note that our deducibility relation contains a rule for
variable, i.e., the var-rule, which is absent of the intruder
deduction rules in [23]. However, it is easy to adapt
the decision procedure for deducibility constraints from
[23]. In fact, the only modification needed is to alter the
definition of a solution to a constraint system. In [23], a
solution is defined as a ground substitution satisfying certain
conditions; in our case, it does not have to be a ground
substitution, as we consider all variables derivable. In the
following, we denote with R the deducibility relation using
only right introduction rules, var and id. We denote with
c (“closed” entailment) the deducibility relation  using
all the rules except the var-rule; hence c here corresponds
to  in [23] and the definition of a deducibility constraint
system in [23] is adjusted here (Definition 24 below) by
replacing  with c, but is otherwise unchanged.

Definition 22: A deducibility constraint is an expression
of the form Σ ? M (called a proper deducibility constraint)
or Σ ?

R M (called a right-deducibility constraint), where
Σ is a set of messages and M is a message. Σ here is called
the left side of the constraint and M its right side. We write
Σ ?

(R) M to denote a constraint generally without referring
to its specific form.

Definition 23: A substitution θ is a solution to a list of
deducibility constraints C if
• for every Σ ? M ∈ C, we have Σθ Mθ, and
• for every Σ ?

R M ∈ C, we have Σθ R Mθ.
We say that C is satisfiable if there is a solution for C.

Given a list of constraints C and an index i, we write Ci

to denote the prefix of C of length (i− 1). So, if C is, for
example,

(Σ1 
? M1); (Σ2 

? M2); (Σ3 
? M3)

then C1 is the empty list; C2 is the singleton list (Σ1 ?

M1). Obviously, if θ is a solution for C then it is also a
solution for any of its prefixes.

In the following, given Σ1 and Σ2, we write Σ1  Σ2 if
Σ1 M for every M ∈ Σ2.

Definition 24: A deducibility constraint system C is a list
of deducibility constraints

Σ1 
?
(R) M1; · · · ; Σn 

?
(R) Mn

such that:
1) For i < j if Σdvj is obtained from Σj by deleting

messages which contain a variable not in any message
in Σi, then for all solutions θ to Cj , Σdvj θ 

c Σiθ.
2) For every variable x ∈ fv(C), there exists Σi ?

(R)

Mi such that x ∈ fv(Mi), x 6∈ fv(Σi), and for every
j < i, x 6∈ fv(Σj ?

(R) Mj). The index i in this
case is called the order of x and will be denoted by
Ord(x).

Remark 25: A commonly used definition of deducibility
constraint systems (in the natural-deduction-based approach)

imposes a condition that the lefthand sides of the constraints
(the Σi’s) are ordered by set inclusion (see e.g., [11]). This
condition captures the fact that the knowledge of the in-
truder increases with time as it accumulates more messages.
We capture this monotonicity condition via the deduction
relation itself. Note that in Condition 1 in Definition 24,
if the lefthand sides of the constraints are totally ordered
by set inclusion, then Σdvj ⊇ Σi, hence trivially, Σdvj θ 

c

Σiθ. Therefore, our definition of deducibility constraint
system subsumes that used in the natural-deduction-based
approaches.

Note that the property of being a deducibility constraint
system is closed under substitution. That is, if C is a
deducibility constraint system, then Cθ is also a deducibility
constraint system, for any θ.

Lemma 26: If C is a deducibility constraint system then
for every substitution θ, Cθ is also a deducibility constraint
system.

Definition 27: A deducibility constraint system C is in
solved form if every element in C is of the form Σ ?

R x
for some Σ and variable x.
Note that in a deducibility constraint system in solved form,
we do not assume that the righthand sides of the constraints
are pairwise distinct, so there could be more than one
occurrence of the same variable. It is of course harmless
to remove a constraint if the variable in its righthand side
occurs earlier in the list of constraints, but we choose not to
make this simplication explicit in order to keep the definition
concise.

The goal of this section is to show that every deducibility
constraint system can be transformed into a deducibility
constraint in solved form, preserving the set of solutions.
Below, we denote by mgu(M,N) the most general unifier
of M and N , if they are unifiable.

Definition 28: The family of relations θ
;, where θ is a

substitution, relate lists of constraints and are defined below.
If θ is the identity substitution we write ; instead of θ

; .

C1 C1; Σ ?
R M ;C2

θ
; C1θ;C2θ, if M is not

a variable and there exists N ∈ Σ such that
θ = mgu(M,N).

C2
C1; Σ ?

R f(M,N);C2 ;

C1; Σ ?
R M ; Σ ?

R N ;C2,
where f is either 〈., .〉 or {.}..

C3 C1; Σ ? M ;C2 ; C1; Σ ?
R M ;C2.

C4
C1; (Σ, 〈M,N〉 ? U);C2 ;

C1; (Σ,M,N ? U);C2,
where 〈M,N〉 6∈ Σ.

C5
C1; (Σ, {M}N ? U);C2 ;

C1; (Σ, {M}N ?
R N); (Σ,M,N ? U);C2,

where {M}N 6∈ Σ.

Lemma 29 (Soundness): Let C be a list of constraints and
suppose C θ

; C ′. If C ′ is solvable then C is also solvable.
If σ is a solution for C ′ then θ ◦ σ is a solution for C.



An immediate consequence of Lemma 29 is that, if C
rewrites to a solved form, then C is satisfiable, and a solution
for C can be computed by composing the substitutions
associated with the reduction.

Lemma 30: If C is a deducibility constraint system and
C

θ
; C ′ then C ′ is also a deducibility constraint system.
Lemma 31 (Termination of constraints reduction): For

every constraint system C, there is no infinite reduction
sequence starting from C.

In the following, a rewrite sequence such as

C1
θ1
; C2

θ2
; · · · θn−1

; Cn

shall be abbreviated as C1
θ

=⇒ Cn where θ = θ1◦· · ·◦θn−1.
Given two substitutions θ and σ, and a set of variables V ,
we write θ =V σ when θ and σ coincide on V.

Lemma 32 (Completeness): Let C be a constraint system
and let θ be a solution for C. Then there exists a rewrite
sequence C σ

=⇒ C ′ such that C ′ is in solved form, θ =fv(C)

σ ◦ γ, and γ is a solution for C ′.
Theorem 33 (Decidability of deducibility constraints):

Given a deducibility constraint system C, it is decidable
whether or not the constraint is satisfiable.

Example 34: Let C be the list

(a ? x); (a, {x}k, {m}{a}k 
? m).

Obviously, C is a deducibility constraint system. The fol-
lowing sequence of rewrite rules transforms C into a solved
form and gives a most general solution to the problem.

(a ? x); (a, {x}k, {m}{a}k ? m)
; (a ? x); (a, {x}k, {m}{a}k ? {a}k);

(a, {x}k,m, {a}k ? m)
; (a ? x); (a, {x}k, {m}{a}k ?

R {a}k);
(a, {x}k,m, {a}k ? m)

[a/x]
; (a ? a); (a, {a}k,m ? m)
; (a ?

R a); (a, {a}k,m ? m)
; (a ?

R a); (a, {a}k,m ?
R m)

; (a, {a}k,m ?
R m)

; [ ].

2

A. Decomposition of solutions

We now show an important property of the “most general”
solutions to deducibility constraints. That is, any solution
can be decomposed into a composition of a most general
solution and a “respectful substitution” (w.r.t. a trace). In
the following, given a deducibility constraint system C =
Σ1 ?

(R) M1; · · · ; Σn ?
(R) Mn and a variable x ∈ fv(C),

we denote by ΣCx the lefthand-side Σi, where i = Ord(x).
The proof of the following theorem can be found in the

extended version of the paper.
Theorem 35 (Decomposition of solutions): Let C be a

constraint system and let θ be a solution for C. Then there

exist ρ and γ such that C
ρ

=⇒ D, for some D in solved form,
θ = ρ ◦ γ, and for every x ∈ fv(Cρ), we have ΣCρx γ  xγ.

B. Deducibility constraints induced by symbolic traces

In the next section, we shall mainly be concerned with de-
ducibility constraint systems obtained from a “well-formed”
symbolic trace as follows.

Definition 36: A symbolic trace s is said to be well-
formed if it is a projection of a consistent bi-trace.

Definition 37: Let s be a symbolic trace. The list of
deducibility constraints induced by s, written D(s) is defined
inductively as follows:
• If s is the empty list then D(s) is also the empty list.
• If s = s1.M

o then D(s) = D(s1).
• Suppose s = s1.M

i and fv(M) \ fv(s1) =
{x1, . . . , xn}. Then

D(s) = D(s1); ({|s1|} ? x1); · · · ;
({|s1|} ? xn); ({|s1|} ? M).

Lemma 38: If s is a well-formed symbolic trace, then
D(s) is a deducibility constraint system.

VI. CONSISTENCY CONSTRAINTS AND DECIDABILITY OF
BI-TRACE CONSISTENCY

We now show the main result of this paper, that is, bi-
trace consistency is decidable. Detailed proofs can be found
in an extended version of this paper. The underlying idea is
to view a bi-trace as specifying two deducibility constraint
systems, i.e., those that correspond to its projections, and
that in a consistent bi-trace, the solutions for both constraint
systems are uniquely related. The main proof of decidability
proceeds by induction on the length of bi-traces, where at
each inductive stage, new deducibility constraints are added
to the projections of the bi-traces. The main algorithm is
basically one which constructs a unique solution for one
projected constraint system from a solution for the other
projection. This is formalised in the following useful lemma.

Lemma 39 (Unique completion): Let h be a consistent
bi-trace. If θ1 is a solution to D(π1(h)) then there exists a
unique θ2 such that dom(θ2) ⊆ fv(h) and (θ1, θ2) respects
h. Symmetrically, if θ2 is a solution to D(π2(h)) then there
exists a unique θ1 such that dom(θ1) ⊆ fv(h) and (θ1, θ2)
respects h.

Proof: The lemma is proved by induction on the length
of h. Note that since h is consistent, by Lemma 16, we have
fv(π1(h)) = fv(π2(h)). The interesting case is when h =
h′.(M,N)i. Suppose θ1 is a solution for D(π1(h′).M i). Let
x1, . . . , xn be an enumeration of the variables in fv(M) \
fv(h′). Note that by Lemma 16, we have fv(N)\fv(h′) =
fv(M) \ fv(h′).

Let θ′1 be the substitution obtained by restricting the
domain of θ1 to fv(h′). Since θ1 is a solution for
D(π1(h′).M i), it follows that θ′1 is a solution for D(π1(h′)).



By the induction hypothesis, we have a unique θ′2 such
that ~θ′ = (θ′1, θ

′
2) respects h′. For each xi, we have that, by

Definition 37,

({|π1(h′)|} ? xi) ∈ D(π1(h)).

And since θ1 is a solution for D(π1(h)), we have

{|π1(h′~θ′)|}  xiθ1.

Now since h′ is consistent, it follows from Lemma 15 that
h′~θ′ is also consistent, and by Definition 6, there exists a
unique Mi such that

h′~θ′  xiθ1 ↔Mi.

We now construct a substitution θ2 as follows:

θ2(x) =

 θ′2(x) if x ∈ fv(h′),
Mi if x = xi,
x otherwise.

It is easy to see that (θ1, θ2) respects h. The uniqueness of
θ2 follows from the uniqueness of θ′2 and the uniqueness of
Mi’s.

Given h and θ1 satisifying the condition of the lemma,
we shall write CS1(h, θ1) to denote the unique susbtitution
θ2 constructed from h and θ1. Similarly, we use CS2(h, θ2)
in the symmetric case.

A. Consistency constraints

Given two theories Γ and Γ′, we write Γ  Γ′ to denote
the fact that

Γ M ↔ N, for every (M,N) ∈ Γ′.

Given a bi-trace h, we write Γ  h to denote Γ  {|h|}.
Definition 40: A consistency constraint is a tuple H =

[h; Γ] of a bi-trace and a theory. The consistency constraint
H is well-formed if it satisfies the following: h is a consistent
bi-trace, fv(Γ) ⊆ fv(h), Γ is irreducible and Γ  h.

Definition 41: A well-formed consistency constraint H =
[h; Γ] is valid if for every h-respectful substitution pair ~ρ,
Γ~ρ is a consistent theory.

The following lemma will be useful in proving soundness
of the decision procedure for consistency later.

Lemma 42: Let H = [h; Γ] be a well-formed consistency
constraint. If ~θ respects h then Γ~θ  xθ1 ↔ xθ2, for every
x ∈ fv(h), and Γ~θ  h~θ.

Let h be a consistent bi-trace. A deducibility con-
straint Σ ?

(R) M is said to be left-compatible with h if
fv(Σ,M) ⊆ fv(h) and {|π1(h)|} ⊆ Σ. Obviously, in this
case we have that

D(π1(h)); (Σ ?
(R) M)

is a deducibility constraint system. Right-compatibility of a
deducibility constraint with h is defined symmetrically.

Definition 43: Let h be a consistent bi-trace and let
C = Σ ?

(R) M be a deducibility constraint which is left-
compatible with h. The set of left-refinement substitution
pairs of h induced by C, RC1(h,C), is the set

RC1(h,C) = {(θ1, θ2) | D(π1(h));C
θ1=⇒ D,

D in solved form,
and θ2 = CS1(h, θ1)}

The notion of right-refinement substitution pairs of h in-
duced by C, denoted by RC2(h,C), is defined symmetri-
cally (by taking the second projection of h and for a right-
compatible C).
It is easy to check that both RC1(h,C) and RC2(h,C) are
finite.

Note that in the definition of RC1(h,C), the substitution
θ2 = CS1(h, θ1) is defined when D(π1(h));C

θ1=⇒ D, as
the latter implies that θ1 is a solution for D(π1(h)), and
therefore by Lemma 39 the unique substitution θ2 can be
constructed.

Lemma 44: If h is a consistent bi-trace and C is a
deducibility constraint that is left-compatible (resp. right-
compatible) with h, then every ~θ ∈ RC1(h,C) (resp.
~θ ∈ RC2(h,C)) respects h.
An important property of RCi(h,C) is that any “respectful”
solutions for the constraint system induced by h and C can
be factored into a composition of an element of RCi(h,C)
and another respectful substitution.

Lemma 45: Let h be a consistent bi-trace, let C1 and
C2 be deducibility constraints that are, respectively, left-
compatible and right-compatible with h. Let ~θ = (θ1, θ2)
be an h-respectful substitution pair with dom(~θ) ⊆ fv(h).
For every i ∈ {1, 2}, if θi is a solution to [D(πi(h));Ci]
then there exist ~ρ ∈ RCi(h,Ci) and substitution pair ~γ such
that ~θ =fv(h) ~ρ ◦ ~γ and such that ~γ respects h~ρ.

Definition 46: Let h be a consistent bi-trace and let θ be
a substitution. The set of left-refinement substitution pairs
of h induced by θ, denoted by RS1(h, θ) is the set

RS1(h, θ) =

{(ρ1, ρ2) | D(π1(h))θ
σ

=⇒ C,
C is in solved form, ρ1 = θ ◦ σ,
and ρ2 = CS1(h, ρ1)}

The notion of the right-refinement substitution pairs of h in-
duced by θ, denoted by RS2(h, θ), is defined symmetrically.

Lemma 47: Let H = [h; Γ] be a well-formed consis-
tency constraint and let ~θ = (θ1, θ2) be an h-respectful
substitution pair with dom(~θ) ⊆ fv(h). Suppose (M1,M2)
and (N1, N2) are two distinct elements of Γ. For every
i ∈ {1, 2}, if Mi 6= Ni and Miθi = Niθi, then there exists ~ρ
and ~γ such that ~θ =fv(h) ~ρ ◦ ~γ, ~ρ ∈ RSi(h,mgu(Mi, Ni)),
~ρ respects h and ~γ respects h~ρ.

The decision procedure for deciding bi-trace consistency
uses the following rewrite rules on consistency constraints.



Definition 48: [Reduction of consistency constraints] The
following rules apply to well-formed consistency constraints
whose theory components are consistent:

R1 [h; Γ, (x, x)]� [h; Γ].
R2 [h; Γ] � [h~θ; (Γ~θ)⇓], if there exists

({M}N , {R}T ) ∈ Γ such that ~θ ∈ RC1(h,C1) ∪
RC2(h,C2) where C1 = (π1({|h|} ∪ Γ) ? N)
and C2 = (π2({|h|} ∪ Γ) ? T ).

R3 [h; Γ]� [h~θ; (Γ~θ)⇓], if there exist (M1,M2) ∈ Γ
and (N1, N2) ∈ Γ such that for some i ∈ {1, 2},
Mi and Ni are distinct, but unifiable, terms and
~θ ∈ RSi(h,mgu(Mi, Ni)).

Lemma 49: If H is well-formed and H � H ′, then H ′

is also well-formed.
Proof: This follows straightforwardly from Lemma 42,

Definition 40 and Definition 48.

B. Decidability of bi-trace consistency

We now show termination, soundness and completeness of
the rewrite relation � . Decidability of bi-trace consistency
is then a simple corollary of these results. The soundness
proof is rather lengthy and quite involved, so due to space
limit, only an outline is given here. A detailed proof is
available in the extended version of the paper.

Lemma 50: If C θ
=⇒ C ′ then for every x ∈ fv(C),

fv(xθ) ⊆ fv(C).
Proof: It is enough to show the property for one-step

reduction. The only rule that introduces a substitution is C1;
in this case the property follows from the properties of the
mgu.

Lemma 51: Let h be a consistent bi-trace and let C1 =
(Σ1 ?

(R) M1) and C2 = (Σ2 ?
(R) M2) be two deducibility

constraints that are, respectively, left-compatible and right-
compatible with h. For every i ∈ {1, 2}, if Σi 6 Mi then
for every ~ρ ∈ RCi(h,Ci), we have that fv(h~ρ) ( fv(h).

Proof: We show the case where i = 1; the other case
is symmetric.

Suppose ~ρ ∈ RC1(h,C1). Then we have

C = D(π1(h));C1
ρ1

=⇒ C ′

for some C ′ in solved form. By Lemma 50, for every
x ∈ fv(C), we have fv(xρ1) ⊆ fv(C). This means
that fv(π1(h~ρ)) ⊆ fv(π1(h)). Now since both h and h~ρ
are consistent (~ρ is h-respectful), by Lemma 16, we have
fv(h~ρ) ⊆ fv(h). But note that since Σ1 6 M1, ρ1 cannot
be an identity on fv(h), so the previous inclusion is strict,
i.e., fv(h~ρ) ( fv(h).

Lemma 52: Let h be a consistent bi-trace. Let θ be a
substitution. For every i ∈ {1, 2}, if fv(πi(h)θ) ( fv(h),
then for every ~ρ ∈ RSi(h, θ), fv(h~ρ) ( fv(h).

Proof: We show the case for i = 1; the other case
is symmetric. Suppose ~ρ = (ρ1, ρ2) ∈ RS1(h, θ). Then
D(π1(h))θ

β
=⇒ C ′ for some C ′ in solved form and

ρ1 = θ ◦ β. It follows the assumption on θ and Lemma 50
that fv(π1(h)ρ1) ( fv(π1(h)), and from Lemma 16,
fv(h~ρ) ( fv(h).

Theorem 53 (Termination): Let H be a well-formed con-
sistency constraint. Then there is no infinite sequence of
reduction starting from H .

Proof: Given a theory Γ, let s(Γ) be the sum of the
size of the terms appearing in Γ:

sz(Γ) =
∑

(M,N)∈Γ

(|M |+ |N |).

Given a well-formed consistency constraint H = [h; Γ],
define the measure |H| = (fv(h), sz(Γ)). Let v be a lex-
icographical ordering on |H|, where the first component is
ordered according to set inclusion and the second according
to the ordering on natural numbers. We write |H| @ |H ′| if
|H| v |H ′| but |H| 6= |H ′|.

We show that for every instance of rewrite H � H ′, we
have |H ′| @ |H ′|. This is obvious for R1. For R2, consider
the rewrite instance

H = [h; Γ]� [h~ρ; (Γ~ρ)] = H ′

where ~ρ ∈ RC1(h,C1) (the other case where ~ρ ∈
RC2(h,C2) is symmetric), C1 = (π1({|h|} ∪ Γ) ? N) and
({M}N , {R}T ) ∈ Γ.

We claim that in this case, it cannot be the case that
π1({|h|} ∪ Γ)  N . Suppose otherwise. Then by the con-
sistency of {|h|} ∪ Γ (recall that, by the wellformedness of
H , Γ  h) and Definition 6, we have {|h|}∪Γ  N ↔ T. But
since Γ  h, by cut elimination (Lemma 5), we also have
Γ  N ↔ T. But then Γ would not be irreducible, contrary
to the assumption that it is irreducible. Therefore, we have
that π1({|h|}∪Γ) 6 N , and by Lemma 51, fv(h~ρ) ( fv(h),
and |H| @ |H ′|.

For the case with R3, the rewrite step would have to be
generated from an mgu θ of two distinct terms in πi(Γ),
which means that fv(πi(h)θ) ( fv(πi(h)). Therefore by
Lemma 52, fv(h~ρ) ( fn(h) and |H| @ |H ′|.

Theorem 54 (Completeness): Let H be a well-formed
consistency constraint. If H is valid and H �∗ [h; Γ] then
Γ is consistent.

Proof: Since the theory component of a valid well-
formed consistency constraint is always consistent, it is
enough to show that � preserves validity of a consistency
constraint. The case with R1 is obvious. For R2 and R3,
this follows from the fact that each rewrite step applies only
respectful substitutions and the fact that reduction of a theory
does not affect provability, hence validity of H ′ is subsumed
by validity of H .

Theorem 55 (Soundness): Let H be a well-formed con-
sistency constraint. If for every H ′ = [h′; Γ′] such that
H �∗ H ′, we have that Γ′ is consistent, then H is valid.

Proof: Suppose H = [h; Γ] and suppose that for every
H �∗ H ′ = [h′; Γ′], Γ′ is consistent. We show that



given any h-respectful substitution pair ~θ = (θ1, θ2), Γ~θ is
consistent. This is done by induction on |H| (see the proof
of Theorem 53 in for the definition of |H|) and by case
analysis on the reduction of Γ~θ to its irreducible form. The
base case, where Γ = ∅, is obvious. For the inductive cases,
we look at possible reductions of Γ~θ. We look at one case
here, where Γ~θ is irreducible. A complete proof is available
in the extended version of this paper.

Suppose Γ~θ is irreducible. We assume that Γ contains
no pairs of variables (otherwise, one can show that these
variables can be removed), so every member of Γ~θ is either
a pair of names (a, b) ∈ Γ, or a pair of encrypted terms
({Mθ1}Nθ1 , {Rθ1}Tθ2) for some ({M}N , {R}T ) ∈ Γ.
Since Γ~θ is irreducible, we can use the finite characterisation
of consistency in Proposition 9. We show here a prove of
condition (c): Suppose, for a contradiction, that there exist
(M,N), (R, T ) ∈ Γ such that Mθ1 = Rθ1 but Nθ2 6= Tθ2.
If M = R then by consistency of Γ we have N = T
and therefore Nθ2 = Tθ2, and we get a contradiction. So
suppose that M 6= R. M and R are obviously unifiable,
with θ1 being one of the unifiers. Let β = mgu(M,R).
By Lemma 47, we have ~ρ ∈ RS1(h, β) and ~γ such that
~θ = ~ρ◦~γ, ~ρ respects h, and ~γ respects h~ρ. Therefore H can
be reduced as follows:

H � [h~ρ; Γ~ρ⇓] = H1.

By induction hypothesis, we have that Γ~ρ⇓ is consistent,
and hence Γ~ρ is also consistent. The latter implies that that
Nρ2 = Tρ2. But since ~θ = ~ρ ◦ ~γ, this means that Nθ2 =
Tθ2. Contradiction. The symmetric case, where Nθ2 = Tθ2

but Mθ1 6= Rθ2 can be proved analogously.
Theorem 56 (Decidability of Consistency Constraints):

Given a well-formed consistency constraint H , the problem
of checking whether or not H is valid is decidable.

Proof: This follows from Theorem 53, Theorem 55,
Theorem 54 and the fact that the reduction � is finitely
branching. That is, we apply exhaustively the reduction
�, and at each step check that the theory component of
the consistency constraint is indeed consistent (which is
decidable by Proposition 10).

Lemma 57: Let h = h′.(M,N)o be a bi-trace such that
h′ is a consistent bi-trace. Then the consistency constraint
H = [h′; {|h|}⇓] is well-formed. Furthermore, H is valid if
and only if h is consistent.

Theorem 58 (Decidability of Bi-trace Consistency):
Given a bi-trace h, it is decidable whether or not h is
consistent.

Proof: If h is the empty list then it is obviously
consistent. Otherwise, check the longest prefix of h for
consistency, and, assuming it is consistent:
• Suppose h = h′.(M,N)i. Then its consistency depends

on whether or not h′ `M ↔ N is derivable, which is
decidable (Proposition 4).

• Suppose h = h′.(M,N)o. By Lemma 57, its consis-
tency reduces to checking validity of the consistency
constraint system H = [h′; {|h|}⇓]. Note that H can be
effectively computed since it only relies on decidability
of the entailment relation , which is decidable (Propo-
sition 4). Validity of H can then be decided following
the procedure in Theorem 56.

C. Examples

Example 59: Let h be the bi-trace

(a, a)o.(b, b)o.(x, x)i.({x}k, {a}k)o.

We show that h is consistent. The prefix (a, a)o.(x, x)i

is obviously consistent, so it remains to show
that the following consistency constraint is valid:
[h′; Γ] where h′ = (a, a)o.(b, b)o.(x, x)i and
Γ = {(a, a), (b, b), (x, x), ({x}k, {a}k)}. This amounts
to showing that the theory components of all consistency
constraints reachable from [h; Γ] are consistent theories.
Among the reduction sequences from [h; Γ], one interesting
case is when x is unified with {a}k (i.e., on the second
projection of Γ), via the R3 rule. In this case, the mgu
is θ = [{a}k/x]. Note that in the first projection, x is
not unifiable with {x}k, so we need only consider the
substitutions generated by the second projection. To apply
the R3 rule, we need to first compute the set RS2(h′, θ),
which means solving the deducibility constraint problem
D(π2(h′))θ, i.e., the constraint problem

a, b ? {a}k,

which is obviously not solvable. Therefore the set RS2(h, θ)
is empty, and the rule R3 is not applicable, so this case is
vacuously true.

Another interesting case is when x is unified with b (on
the first projection of h). In this case, applying the reduction
rule R3 gives us

[(a, a)o.(b, b)o.(b, b)i;
(a, a), (b, b), ({b}k, {a}k)].

Note that the theory component of the above consis-
tency constraint is consistent, in particular since the pair
({b}k, {a}k) remains indistinguishable to the observer, as
the encryption key k is unknown to the observer. 2

Example 60: For a more interesting example, consider the
bi-trace h′

(a, a)o.(b, b)o.(x, x)i.({x}k, {a}k)o.({b}k, {x}k)o

which is an extension of the bi-trace h in Exam-
ple 59. As we have shown that h is consistent, to
show that h′ is consistent, it remains to show that
the consistency constraint problem [h; Γ], where Γ =
{(a, a), (b, b), (x, x), ({x}k, {a}k), {b}k, {x}k)}, is valid.
However, it turns out that [h; Γ] is in fact not valid. This is



easily seen by applying the reduction rule R3, by unifying
{x}k and {b}k in the first projection of Γ. The unifier
is θ1 = [b/x]. Applying the unique completion lemma
(Lemma 39), we have that the only element of RS1(h, θ1)
is ([b/x], [b/x]). So this reduction leads to the following
constraint:

[h([b/x], [a/x]); Γ([b/x], [a/x])].

Note that Γ([b/x], [b/x]) is the theory

{(a, a), (b, b), ({b}k, {a}k), ({b}k, {b}k)},

which is inconsistent, because in the first projection, we have
that the fourth and the fifth messages are identical, whereas
in the second projection, they are distinct. 2

Example 61: Let h be the bi-trace

(a, a)o.(x, x)i.({x}k, {x}l)o.({m}{a}k , {n}{a}l)
o

and let h′ be its prefix of length three. It is easy to
see that h′ is consistent. To show that h is also con-
sistent, we show that [h′; Γ], where Γ = {|h|}⇓ =
{(a, a), (x, x), ({x}k, {x}l), ({m}{a}k , {n}{a}l)}, is valid.
All three reductions R1 – R3 are applicable to this con-
sistency constraint. We show here the reduction that results
from applying R2. That is, we select ({m}{a}k , {n}{a}l) as
a candidate to decompose. Let us consider computing RC1

(the case with RC2 is similar). In this case, we augment
D(π1(h)) with the deducibility constraint

C1 = (a, x, {x}k, {m}{a}k 
? {a}k).

It is easy to see that the (only) solution to D(π1(h));C1

is [a/x], and that the set RC2(h,C1) is the singleton
set containing ([a/x], [a/x]). Therefore, the constraint sys-
tem [h; Γ] reduces to [h′([a/x], [a/x]); Γ′] where Γ′ =
Γ([a/x], [a/x])⇓ = {(a, a), ({a}k, {a}l), (m,n)}. It is
straightforward to check that Γ′ is consistent. 2

VII. AUTOMATING OPEN BISIMULATION CHECKING

We now show how the decision procedures in the pre-
ceeding sections can be used to decide open bisimilarity for
finite spi-processes.

We first recall some notations and functions mentioned
earlier:
• CTS(P ) is a complete transition set for P (see Propo-

sition 3).
• Solve(C) is a function that takes a deducibility con-

straint system and return the set of most general solu-
tions:

Solve(C) = {θ | C θ
=⇒ D,D in solved form}.

The crucial part of the procedure for bisimilarity checking
is the procedures REF1 and REF2, given in Figure 4 and
Figure 5. Intuitively, the set REF1(h, P ) represents the set
of most general “respectful” transition set from P , under the

REF1(h, P ) =

1: let S = ∅.
2: for each 〈θ, α,A〉 ∈ CTS(P ) do
3: if α = τ then
4: let C = D(π1(h))θ.
5: else if α = M or M , for some M then
6: let C = D(π1(h))θ;π1({|h|})θ ? M .
7: end if
8: let Sols = Solve(C).

9: S := S∪
{
〈(θ ◦ ρ1, ρ2), αρ1, Aρ1〉 |

ρ1 ∈ Sols, ρ2 = CS1(h, θ ◦ ρ1)

}
.

10: end for
11: return S

Figure 4. An algorithm for left-refinement of a bi-trace

REF2(h, P ) =

1: let S = ∅.
2: for each 〈θ, α,A〉 ∈ CTS(P ) do
3: if α = τ then
4: let C = D(π2(h))θ.
5: else if α = M or M , for some M then
6: let C = D(π2(h))θ;π2({|h|})θ ? M .
7: end if
8: let Sols = Solve(C).

9: S := S∪
{
〈(ρ1, θ ◦ ρ2), αρ2, Aρ2〉 |

ρ2 ∈ Sols, ρ1 = CS2(h, θ ◦ ρ2)

}
.

10: end for
11: return S

Figure 5. An algorithm for right-refinement of a bi-trace

condition that the actions of the transitions must be derivable
from the current bi-trace. A more precise statement is given
in the following lemma.

Lemma 62: Let h be a consistent bi-trace and let P be a
process. Suppose ~θ = (θ1, θ2) is a h-respectful substitution
pair and suppose Pθi

α−→ A. Then there exists 〈~ρ, β,B〉 ∈
REFi(h, P ) such that for some ~γ,

1) ~θ =fv(h) ~ρ ◦ ~γ,
2) ~ρ respects h, and ~γ respects h~ρ;
3) Pρi

β−→ B, α = βγi, and A = Bγ.
Proof: This follows from the properties of CST (P )

(Proposition 3), Theorem 35 and Lemma 39.
A half of the bisimulation procedure is given in Figure 7;

the other half is its symmetric counterpart and is given
in Figure 8. The bisimulation procedure is obtained by
combining the two, in the BISIM procedure in Figure 6.
The algorithms are mostly straightforward adaptations of the
definition of open bisimulation itself. The only difference
is that in the procedures BISIM1 and BISIM2, we only
restrict to respectful substitutions obtained from the set
REFi.

Theorem 63 (Soundness): Suppose h is a consistent bi-



BISIM(h, P,Q) =

1: if h is inconsistent then
2: Return ⊥
3: end if
4: return BISIM1(h, P,Q) ∧BISIM2(h, P,Q).

Figure 6. A procedure for bisimulation checking

BISIM1(h, P1, P2)

1: – Silent action
2: for each 〈~ρ, τ,Q1〉 ∈ REF1(h, P1) do
3: if ∃Q2 such that P2ρ2

τ−→ Q2 and
BISIM(h~ρ,Q1, Q2) = > then

4: continue to next iteration;
5: else
6: Return ⊥
7: end if
8: end for
9: – Input actions

10: for each 〈~ρ,M1, (x)Q1〉 ∈ REF1(h, P1) do
11: Let M2 be the unique msg s.t. h~ρ M1 ↔M2.
12: Let h′ = h~ρ.(M1,M2)i.(x, x)i.
13: if ∃(x)Q2 such that P2ρ2

M2−→ (x)Q2 and
BISIM(h′, Q1, Q2) = > then

14: continue to next iteration
15: else
16: return ⊥
17: end if
18: end for
19: – Output actions
20: for each 〈~ρ,M1, (ν~x)〈N1〉Q1〉 ∈ REF1(h, P1) do
21: Let M2 be the unique msg s.t. h~ρ M1 ↔M2.
22: Let h′ = h~ρ.(M1,M2)i.
23: if ∃(ν~y)〈N2〉Q2 such that P2ρ2

M2−→ (ν~y)〈N2〉Q2 and
BISIM(h′.(N1[~c/~x], N2[~d/~y])o, Q1[~c/~x], Q2[~d/~y]) =
>, for some new ~c and ~d then

24: continue to next iteration
25: else
26: return ⊥
27: end if
28: end for
29: return >.

Figure 7. A helper function for bisimulation checking

trace and P and Q are finite processes such that fv(P,Q) ⊆
fv(h). If BISIM(h, P,Q) = > then P and Q are open h-
bisimilar.

Proof: (Outline) We show that the set

R = {(h′, P ′, Q′) | h′ consistent, fv(P ′, Q′) ⊆ fv(h′),
and BISIM(h′, P ′, Q′) = >}

is a bisimulation up-to respectful substitution, hence by
Proposition 21, R is included in the largest open-

BISIM2(h, P1, P2)

1: – Silent action
2: for each 〈~ρ, τ,Q2〉 ∈ REF2(h, P2) do
3: if ∃Q1 such that P1ρ1

τ−→ Q1 and
BISIM(h~ρ,Q1, Q2) = > then

4: continue to next iteration;
5: else
6: Return ⊥
7: end if
8: end for
9: – Input actions

10: for each 〈~ρ,M2, (x)Q2〉 ∈ REF2(h, P2) do
11: Let M1 be the unique msg s.t. h~ρ M1 ↔M2.
12: Let h′ = h~ρ.(M1,M2)i.(x, x)i.
13: if ∃(x)Q1 such that P1ρ1

M1−→ (x)Q1 and
BISIM(h′, Q1, Q2) = > then

14: continue to next iteration
15: else
16: return ⊥
17: end if
18: end for
19: – Output actions
20: for each 〈~ρ,M2, (ν~x)〈N2〉Q2〉 ∈ REF2(h, P2) do
21: Let M1 be the unique msg s.t. h~ρ M1 ↔M2.
22: Let h′ = h~ρ.(M1,M2)i.
23: if ∃(ν~y)〈N1〉Q1 such that P1ρ1

M1−→ (ν~y)〈N1〉Q1 and
BISIM(h′.(N1[~c/~x], N2[~d/~y])o, Q1[~c/~x], Q2[~d/~y]) =
>, for some new ~c and ~d then

24: continue to next iteration
25: else
26: return ⊥
27: end if
28: end for
29: return >.

Figure 8. The symmetric counterpart of BISIM1

bisimulation. The crucial part is to show the following (and
its symmetric counterpart): for any respectful substitution
pairs ~θ = (θ1, θ2), any transition such that Pθ1

α−→ A can
be recovered from some element 〈~ρ, β,B〉 ∈ REF1(h, P )
via another substitution pair ~γ that respects h~ρ. This is
straightforward given Lemma 62. Note that if REF1(h, P )
is empty, then P cannot make any transition, so this property
holds vacuously.

We show here a case involving the silent action: Let
(h, P1, P2) ∈ R, i.e., BISIM(h, P1, P2) = >. Suppose
~θ = (θ1, θ2) respects h and Pθ1

τ−→ Q1. Then by
Lemma 62, there exists 〈~ρ, τ, R1〉 ∈ REF1(h, P1) such
that ~θ = ~ρ ◦ ~γ, Pρ1

τ−→ R1, and Q1 = R1ρ1. This
means, by definition of BISIM1, that there exists R2 such
that P2ρ2

τ−→ R2 and BISIM(h~ρ,R1, R2) = >. The
latter means (h~ρ,R1, R2) ∈ R. Let Q2 = R2ρ2. Then by



Lemma 2, P2θ2
τ−→ Q2. Since ~γ respects h~ρ and ~θ = ~ρ◦~γ,

we have that (h~θ,Q1, Q2) ∈ Rs.
Theorem 64 (Completeness): Let h be a consistent bi-

trace and let P and Q be two finite processes such that
fv(P,Q) ⊆ fv(h). If P and Q are open h-bisimilar then
BISIM(h, P,Q) = >.

Proof: (Outline) By induction on the size of P and Q,
i.e., the number of process constructors occuring in them.
Note that since P and Q are finite processes, they can only
make transitions which result in smaller processes. So this
induction is well-founded.

The set of possible transtions from P (and symmetrically,
from Q) under all h-respectful substitution pairs is

TS(h, P ) = {〈~θ, α,A〉 | ~θ respects h and Pθ1
α−→ A}.

By Lemma 62, REF1(h, P ) ⊆ TS(h, P ), and more im-
portantly, that REF1(h, P ) is non-empty if TS(h, P ) is
non-empty. So obviously, any transitions explored by the
BISIM procedure are covered by TS(h, P ) and TS(h,Q).
Since all continuations of (h, P,Q) are themselves open-
bisimilar, and the process components are of a smaller size,
it follows from the induction hypothesis bisimilarity of these
continuations are also provable by BISIM.

Theorem 65 (Decidability): Open bisimilarity for finite
processes is decidable.

Proof: This is a consequence of Theorem 63, The-
orem 64 and the fact that each recursive calls in
BISIM(h, P,Q) is on processes of smaller size (due to
the finiteness assumption).

VIII. RELATED AND FUTURE WORK

A decision procedure for frame bisimulation for finite
spi-processes is given in [14]. However, this procedure is
based on a concrete bisimulation relation and it uses the
depth of terms and (finite) processes to bound the number
of input messages to be considered (adding replication
or recursion will cause the depth to be unbounded). In
contrast, our definition of bisimulation is a symbolic one,
allowing one to lazily instantiates the variables in messages.
In fact, as can be readily seen from the proof outline for
Theorem 63, the procedure BISIM given in Section VII is
also sound for processes with replication, provided that the
underlying transition system is finitely branching (which can
be achieved, e.g., via the usual guardedness conditions on
processes). Termination is obviously not possible in general,
of course, but the procedure BISIM, augmented with
simple loop checking, can be used as a basis for a sound (but
incomplete) procedure for automating bisimilarity checking
for non-terminating processes.

As already mentioned earlier, symbolic bisimulations for
the spi-calculus have been considered in [8], [10], but no
decision procedures have been developed so far. Durante
et. al. consider the problem of automating testing equiv-
alence for spi-calculus [13] via a decision procedure for

deciding trace equivalence. But bisimulation is a stronger
equivalence than trace equivalence, and requires “point-
wise” equivalence of theories, so it is not obvious how
their approach can be applied to bisimulation checking.
Their approach is extended in a recent work [12] to de-
cide observational equivalence for a restricted fragment
of the applied-pi calculus [1], using a decision procedure
for deciding equivalence of deducibility constraint systems
developed by Baudet [6]. Baudet’s work applies to a more
general intruder theory than the one considered here (i.e.,
it covers any subterm convergent theories), but is based
on a notion of static equivalence derived from the applied-
pi calculus. Although static equivalence seems to be more
general than theory consistency, it is at present unclear how
his decision procedure relates to our decision procedure
for bi-trace consistency checking (Section VI). The main
complicating factors seem to be the presence of respectful
substitutions in the definition of bi-trace consistency, and the
requirement that solutions to a consistency constraint must
be decomposable into respectful substitutions (Lemma 45
and Lemma 47). As future work, we intend to investigate
the possible connections to symbolic decision procedures
for static equivalence. The exact complexity of the decision
procedure for open bisimulation will also be interesting to
study. We have implemented the decision procedure for bi-
trace consistency in SML. An immediate future work is to
integrate this implementation within a larger framework for
automating open bisimulation checking.

In this paper, we consider a version of the spi-calculus
where the message language allows only representations of
symmetric encryption and pairing. However, the decision
procedures given here and the associated proof methods
used to establish the correctness of those procedures can be
extended straightforwardly to cover more complicated mes-
sage structures which involves simple constructor/destructor
languages such as natural numbers, one-way hash functions
and public key cryptography. The exact characterisations of
the class of message languages that are amenable to the same
kind of analysis shown here are left for future work.
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APPENDIX

Lemma 26. If C is a deducibility constraint system then
for every substitution θ, Cθ is also a deducibility constraint
system.

Proof: Suppose C = Σ1 ?
(R) M1; · · · ; Σn ?

(R) Mk

and θ be a substitution. To show Cθ is a deducibility
constraint system, we need to show it satisfies the two
conditions in Definition 24.

1) Suppose i < j. Let (Σjθ)
dv be the set

(Σjθ)
dv = {M ∈ Σjθ | fv(M) ⊆ fv(Σiθ)}.

We need to show that (Σjθ)
dvρ c (Σiθ)ρ for all

solutions ρ for (Cθ)j . Note that the latter means that
θ ◦ ρ is a solution for Cj .
Since C is a deducibility constraint system, we have
that Σdvj γ 

c Σiγ for all solution γ for Cj , where

Σdvj = {N ∈ Σj | fv(N) ⊆ fv(Σi)}.

In particular, we have (Σdvj θ)ρ 
c (Σiθ)ρ. Notice

that, by definition, Σdvj θ ⊆ (Σjθ)
dv , hence (Σdvj θ)ρ ⊆

(Σjθ)
dvρ. Therefore, we also have

(Σjθ)
dvρ c (Σiθ)ρ

as required.
2) Let x ∈ fv(Cθ). Then select a variable y ∈ fv(C)

such that y is the least variable (according to the
ordering of variables in C) satisfying x ∈ fv(yθ).
Let i be the order of y in C. By the choice of the
variable y, we have that
• y ∈ fv(Mi), hence x ∈ fv(Miθ),
• y 6∈ fv(Σi), hence x 6∈ fv(Σiθ),
• for every j < i, y 6∈ fv(Σj ?

(R) Mj), hence
also, x 6∈ fv(Σjθ ?

(R) Mjθ.

Lemma 66: Suppose C θ
=⇒ D for some solved form D

and suppose γ is a solution for D. Then for every x ∈
fv(Cθ), we have ΣCθx γ  xγ.

Proof: By induction on the length of reduction. The
base case is trivial since C in this case is in solved form.
For the inductive case, we have

C
ρ
; C ′

δ
=⇒ D

for some substitutions ρ and δ such that θ =fv(C) ρ ◦ δ. We
distinguish several cases depending on the reduction rule
used.

C1 In this case we have

C = C1; Σ ?
R M ;C2

ρ
; C1ρ;C2ρ = C ′,

where Mρ ∈ Σρ. By induction hypothesis, we
have that ΣC

′δ
x γ  xγ for every x ∈ fv(C ′δ).

Note that fv(C ′δ) = fv(Cθ).

For every x ∈ fv(Cθ), it is easy to see that
ΣC
′δ

x = ΣCθx , hence we have ΣCθx γ  xγ by
induction hypothesis.

C2 - C3In these cases, we have that ρ = ε and δ = θ. It is
easy to see that ΣCθx = ΣC

′θ
x , so these cases follow

immediately from the induction hypothesis.
C4 In this case, the reduction is of the form

C = C1; (Σ, 〈M,N〉 ? U);C2 ;

C1; (Σ,M,N ? U);C2 = C ′,

and ρ = ε and δ = θ. The cases where x ∈ fv(Cθ)
originates in either C1θ or C2θ follow immediately
from induction hypothesis. The non-trivial case is
when x originates in the constraint being rewritten,
i.e., x ∈ fv(Uθ). In this case, by induction
hypothesis, we have

Σθγ,Mθγ,Nθγ  xγ.

By weakening, we also have

Σθγ, 〈Mθγ,Nθγ〉,Mθγ,Nθγ  xγ.

Then by an application of the pr rule we obtain

Σθγ, 〈Mθγ,Nθγ〉  xγ.

C5 In this case the reduction is of the form

C = C1; (Σ, {M}N ? U);C2 ;

C1; (Σ, {M}N ?
R N); (Σ,M,N ? U);C2 = C ′

and ρ = ε and δ = θ. The cases where x ∈ fv(Cθ)
originates in C1θ or C2θ follow immediately from
the induction hypothesis. If x originates in the
constraint (Σθ, {Mθ}Nθ ? Uθ) in Cθ, then it
must be the case that x originates in the constraint
(Σθ,Mθ,Nθ ? Uθ) in C ′θ. This is because by
well-formedness of C, all variables in N must
already appear in C1 and hence all variables in
Nθ must also appear in C1θ, so the only possible
occurrences of new variables are in Uθ. Then by
induction hypothesis we have

Σθγ,Mθγ,Nθγ  xγ

and by weakening:

Σθγ, {Mθγ}Nθγ ,Mθγ,Nθγ  xγ

Since θγ is a solution to C ′, we also have

Σθγ, {Mθγ}Nθγ  Nθγ.

Therefore we can construct the following deriva-
tion:

Σθγ, {Mθγ}Nθγ  Nθγ
Σθγ, {Mθγ}Nθγ ,Mθγ,Nθγ  xγ

Σθγ, {Mθγ}Nθγ ` xγ
el



Theorem 35. Let C be a constraint system and let θ be
a solution for C. Then there exist ρ and γ such that C

ρ
=⇒

D, for some D in solved form, θ = ρ ◦ γ, and for every
x ∈ fv(Cρ), we have ΣCρx γ  xγ.

Proof: Using Lemma 32, we obtain ρ, γ and D (in
solved form) such that C

ρ
=⇒ D, θ = ρ ◦ γ and γ is a

solution for D. Applying Lemma 66, we have that for every
x ∈ fv(Cρ), ΣCρx γ  xγ.

We first prove some auxiliary lemmas related to bi-traces
and the entailment relations  .

Notice that in the proof system in Figure 2, in the rule
var, two variables are indistinguishable only if they are the
same variable. Instances of the rule var can be seen an
“open” leaves in a derivation tree, and can be substituted
with appropriate derivations. It is easy to see that the
deducibility relation  is not closed under substitution, due
to the presence of the var rule. For example, the sequent

a ` x

is derivable (via var), but its instance obtained by instanti-
ating x with b is not derivable. Deducibility is closed only
under a certain class of substitutions.

Lemma 67: Let Γ  M ↔ N and let ~θ = (θ1, θ2) be a
substitution pair such that for all x ∈ fv(Γ,M,N) it holds
that Γ~θ  θ1(x)↔ θ2(x). Then Γ~θ Mθ1 ↔ Nθ2.

Lemma 68: Suppose Γ is an irreducible theory and Γ 
M ↔ N. Let ~θ = (θ1, θ2) be a substitution pair such that
for all x ∈ fv(M,N) it holds that Γ~θ  θ1(x) ↔ θ2(x).
Then Γ~θ Mθ1 ↔ Nθ2.

Proof: Since Γ is irreducible, any derivation of Γ 
M ↔ N can use only right-rules, id and var. The lemma
can be proved by simple induction on the height of deriva-
tion.

Lemma 39. Let h be a consistent bi-trace. If θ1 is a
solution to D(π1(h)) then there exists a unique θ2 such that
dom(θ2) ⊆ fv(h) and (θ1, θ2) respects h. Symmetrically,
if θ2 is a solution to D(π2(h)) then there exists a unique θ1

such that dom(θ1) ⊆ fv(h) and (θ1, θ2) respects h.
Proof: The lemma is proved by induction on the length

of h. Note that since h is consistent, by Lemma 16, we have
fv(π1(h)) = fv(π2(h)). The interesting case is when h =
h′.(M,N)i. Suppose θ1 is a solution for D(π1(h′).M i). Let
x1, . . . , xn be an enumeration of the variables in fv(M) \
fv(h′). Note that by the above claim, we have fv(N) \
fv(h′) = fv(M) \ fv(h′).

Let θ′1 be the substitution obtained by restricting the
domain of θ1 to fv(h′). Since θ1 is a solution for
D(π1(h′).M i), it follows that θ′1 is a solution for D(π1(h′)).

By the induction hypothesis, we have a unique θ′2 such
that ~θ′ = (θ′1, θ

′
2) respects h′. For each xi, we have that, by

Definition 37,

({|π1(h′)|} ? xi) ∈ D(π1(h)).

And since θ1 is a solution for D(π1(h)), we have

{|π1(h′~θ′)|}  xiθ1.

Now since h′ is consistent, it follows from Lemma 15 that
h′~θ′ is also consistent, and by Definition 6, there exists a
unique Mi such that

h′~θ′  xiθ1 ↔Mi.

We now construct a substitution θ2 as follows:

θ2(x) =

 θ′2(x) if x ∈ fv(h′),
Mi if x = xi,
x otherwise.

It is easy to see that (θ1, θ2) respects h. The uniqueness of
θ2 follows from the uniqueness of θ′2 and the uniqueness of
Mi’s.

Lemma 42. Let H = [h; Γ] be a well-formed consistency
constraint. If ~θ respects h then Γ~θ  xθ1 ↔ xθ2, for every
x ∈ fv(h), and Γ~θ  h~θ.

Proof: Let us denote by hx the shortest prefix of h such
that hx.(M,N)i is a prefix of h and x ∈ fv(M,N). That is,
it is the shortest prefix of h right before the name x appears
in h. Since H is well-formed, we have that Γ  h, hence
also Γ  hx.

We first show that, for every x ∈ fv(h), we have Γ~θ 
xθ1 ↔ xθ2. This is done by induction on the order of x (i.e.,
the order of its appearence in h). Note that for every y ∈
fv(hx), we have y < x. Thus by the induction hypothesis,
Γ~θ  yθ1 ↔ yθ2, for every y ∈ fv(hx). Since Γ  hx and
Γ is irreducible, by Lemma 68, we have

Γ~θ  hx~θ. (1)

Since ~θ respects h, we have hx~θ  xθ1 ↔ xθ2. Applying
cut elimination (Lemma 5) to this and (1), we get Γ~θ 
xθ1 ↔ xθ2.

Having shown that Γ~θ  xθ1 ↔ xθ2, we can now apply
Lemma 67 to get Γ~θ  h~θ.

Lemma 69: Let s be a symbolic trace and let ρ be a
substitution. Let γ be a solution for D(s)ρ such that

ΣD(s)ρ
x γ  xγ

for every x ∈ fv(sρ). Then γ is also a solution for D(sρ).
Proof: By induction on the length of s. The non-trivial

case is when s = s′.M i. Suppose {y1, . . . , yn} = fv(M) \
fv(s′). By Definition 37, we have:

D(s) = D(s′); ({|s′|} ? y1); · · · ; ({|s′|} ? yn); ({|s′|} ? M)

and
D(s)ρ = D(s′)ρ; ({|s′ρ|} ? y1ρ); · · · ;

({|s′ρ|} ? ynρ); ({|s′ρ|} ? Mρ).

Suppose {x1, . . . , xk} = fv(Mρ) \ fv(s′ρ). Then

D(sρ) = D(s′ρ); ({|s′ρ|} ? x1); · · · ;
({|s′ρ|} ? xk); ({|s′ρ|} ? Mρ).



Since γ is a solution for D(s)ρ, it is also a solution for
D(s′)ρ, hence by the induction hypothesis, γ is a solution
for D(s′ρ). It is also a solution for ({|s′ρ|} ? Mρ) by
assumption. It remains to show that γ also solves ({|s′ρ|} ?

xi). Note that it must be the case that xi ∈ fv(yjρ) for
some j, for otherwise xi would have appeared in s′ρ, and
the constraint ({|s′ρ|} ? xi) would not have appeared after
D(s′ρ). By the assumption on γ, we have that

ΣD(s)ρ
xi

γ  xiγ.

Since xi 6∈ fv(s′ρ) and xi ∈ yjρ, in this case, Σ
D(s)ρ
xi must

be {|s′ρ|}. Therefore we have

{|s′ρ|}γ  xiγ,

and γ is indeed a solution for D(sρ).
Lemma 45. Let h be a consistent bi-trace, let C1 and

C2 be deducibility constraints that are, respectively, left-
compatible and right-compatible with h. Let ~θ = (θ1, θ2)
be an h-respectful substitution pair with dom(~θ) ⊆ fv(h).
For every i ∈ {0, 1}, if θi is a solution to [D(πi(h));Ci]
then there exist ~ρ ∈ RCi(h,Ci) and substitution pair ~γ such
that ~θ =fv(h) ~ρ ◦ ~γ and such that ~γ respects h~ρ.

Proof: We prove the lemma for the case where i = 1;
the other case is symmetric.

Let C = [D(π1(h));C1]. Suppose θ1 is a solution for C.
By Theorem 35, this means that there exist ρ1 and γ1 such
that C

ρ1
=⇒ D, for some D in solved form, θ1 = ρ1 ◦ γ1,

and γ1 has the properties:
F1 γ1 is a solution for Cρ1; hence it is also a solution

for D(π1(h))ρ1, and
F2 for every x ∈ fv(Cρ1), we have ΣCρ1x γ1  xγ1.

Note that since all the variables in C are also in
D(π1(h)), we also have Σ

D(π1(h))ρ1
x γ1  xγ1 for

every x ∈ fv(π1(h)ρ).

Applying Lemma 39 to ρ1, we obtain ρ2 = CS1(h, ρ1).
Therefore, by Definition 43, ~ρ = (ρ1, ρ2) ∈ RC1(h,C1).
By Lemma 44, ~ρ respects h, and therefore, by Lemma 15,
h~ρ is also a consistent bi-trace.

By F1, F2 and Lemma 69, we have that γ1 is also a
solution for D(π1(h)ρ1) = D(π1(h~ρ)). This means, by
Lemma 39, there is a unique γ2 such that (γ1, γ2) respects
h~ρ. Let ~γ = (γ1, γ2). It remains to show that ~θ =fv(h) ~ρ◦~γ.
Note that by Lemma 39, θ2 (on the domain fv(h)) is
uniquely determined by θ1. But since ρ1 ◦γ1 coincides with
θ1 on the domain fv(h), θ2 must coincide also with ρ2 ◦ γ2

on the same domain.
Lemma 47. Let H = [h; Γ] be a well-formed consis-

tency constraint and let ~θ = (θ1, θ2) be an h-respectful
substitution pair with dom(~θ) ⊆ fv(h). Suppose (M1,M2)
and (N1, N2) are two distinct elements of Γ. For every
i ∈ {1, 2}, if Mi 6= Ni and Miθi = Niθi, then there exists ~ρ
and ~γ such that ~θ =fv(h) ~ρ ◦ ~γ, ~ρ ∈ RSi(h,mgu(Mi, Ni)),
~ρ respects h and ~γ respects h~ρ.

Proof: We show the case where i = 1; the other case
is symmetric.

Let β = mgu(M1, N1). We have that θ1 = β ◦ δ, for
some δ. Then δ is a solution for D(π1(h))β.

By Theorem 35, there exist σ and γ1 such that
D(π1(h))β

σ
=⇒ C, for some C in solved form, and

δ = σ◦γ1. Let ρ1 = β◦σ. Obviously, θ1 = ρ1◦γ1. Moreover,
ρ1 is a solution for D(π1(h)), hence, by Lemma 39, there is
a unique substitution ρ2 = CS1(h, ρ1) such that ~ρ respects
h.

By Theorem 35, γ1 satisfies the following: for every
x ∈ fv(D(π1(h))ρ1), we have Σ

D(π1(h))ρ1
x γ1  xγ1.

This, together with Lemma 69 and the fact that γ1 is
a solution for D(π1(h))ρ1, implies that γ1 is a solution
for D(π1(h)ρ1) = D(π1(h~ρ)). Therefore, by Lemma 39,
there exists a unique substitution γ2 = CS1(h~ρ, γ1) such
that ~γ = (γ1, γ2) respects h~ρ. It remains to show that
~θ =fv(h) ~ρ ◦ ~γ. This again follows from Lemma 39.

Theorem 53. Let H be a well-formed consistency con-
straint. Then there is no infinite sequence of reduction
starting from H .

Proof: Given a theory Γ, let s(Γ) be the sum of the
size of the terms appearing in Γ:

sz(Γ) =
∑

(M,N)∈Γ

(|M |+ |N |).

Given a well-formed consistency constraint H = [h; Γ],
define the measure |H| = (fv(h), sz(Γ)). Let v be a lex-
icographical ordering on |H|, where the first component is
ordered according to set inclusion and the second according
to the ordering on natural numbers. We write |H| @ |H ′| if
|H| v |H ′| but |H| 6= |H ′|.

We show that for every instance of rewrite H � H ′, we
have |H ′| @ |H ′|. This is obvious for R1. For R2, consider
the rewrite instance

H = [h; Γ]� [h~ρ; (Γ~ρ)] = H ′

where ~ρ ∈ RC1(h,C1) (the other case where ~ρ ∈
RC2(h,C2) is symmetric), C1 = (π1({|h|} ∪ Γ) ? N) and
({M}N , {R}T ) ∈ Γ.

We claim that in this case, it cannot be the case that
π1(Γ)  N . Suppose otherwise. Then by the consistency
of Γ and Definition 6, we have Γ  N ↔ T. But then Γ
would not be irreducible, contrary to the assumption that it
is irreducible (recall that H is well-formed). Therefore, we
have that π1(Γ) 6 N , and by Lemma 51, fv(h~ρ) ( fv(h),
and |H| @ |H ′|.

For the case with R3, the rewrite step would have to be
generated from an mgu θ of two distinct terms in πi(Γ),
which means that fv(πi(h)θ) ( fv(πi(h)). Therefore by
Lemma 52, fv(h~ρ) ( fn(h) and |H| @ |H ′|.

Theorem 54. Let H be a well-formed consistency con-
straint. If H is valid and H �∗ [h; Γ] then Γ is consistent.



Proof: Since the theory component of a valid well-
formed consistency constraint is always consistent, it is
enough to show that � preserves validity of a consistency
constraint. The case with R1 is obvious. For R2 and R3,
this follows from the fact that each rewrite step applies only
respectful substitutions and the fact that reduction of a theory
does not affect provability, hence validity of H ′ is subsumed
by validity of H .

Lemma 70: Let Γ be a consistent theory and let ~θ =
(θ1, θ2) be a substitution pair such that Γ~θ  xθ1 ↔ xθ2

for every x ∈ fv(Γ). If Γ −→ Γ′ then Γ~θ −→ Γ′~θ and
Γ′~θ  xθ1 ↔ xθ2 for every x ∈ fv(Γ′).

Proof: Straightforward from the definition of theory
reduction (Definition 7), Lemma 67 and Lemma 8.

In the following, we write Γ1 ≈ Γ2 to denote the fact that
the two theories Γ1 and Γ2 are equivalent, i.e., Γ1 M ↔
N iff Γ2 M ↔ N.

Theorem 55. (Soundness) Let H be a well-formed
consistency constraint. If for every H ′ = [h′; Γ′] such that
H �∗ H ′, we have that Γ′ is consistent, then H is valid.

Proof: Suppose H = [h; Γ] and suppose that for every
H �∗ H ′ = [h′; Γ′], Γ′ is consistent. We show that
given any h-respectful substitution pair ~θ = (θ1, θ2), Γ~θ
is consistent. This is done by induction on |H| and by case
analysis on the reduction of Γ~θ to its irreducible form. The
base case, where Γ = ∅, is obvious. For the inductive cases,
we look at possible reductions of Γ~θ:
• Suppose (x, x) ∈ Γ, i.e., Γ = Γ′ ∪ {(x, x)}. Note

that since H � [h; Γ′] = H1, we have that H1 also
satisfies the assumption of the theorem, and therefore,
by induction hypothesis, Γ′~θ is consistent.
To show that Γ~θ is consistent, it is enough to show that
Γ~θ ≈ Γ′~θ (i.e., they prove the same set of message
equivalences). Since ~θ respects h and since [h; Γ′] is
well-formed, by Lemma 42, we have Γ′~θ  xθ1 ↔ xθ2,
so obviously Γ~θ ≈ Γ′~θ.

• Suppose Γ~θ is reducible, and there exists (M,N) ∈ Γ
such that Mθ1 and Nθ2 are terms for which a reduction
step can be applied. Without loss of generality, we can
assume that M and N are not variables, otherwise, we
apply the previous case. Then it must be the case that
M and N are themselves encrypted terms, since Γ is
irreducible and consistent. That is, the reduction step
of Γ~θ is

Γ~θ = Γ1
~θ, ({Rθ1}Tθ1 , {Uθ2}V θ2)

−→ Γ1
~θ, (Rθ1, Uθ2), (Tθ1, V θ2)

where M = {R}T and N = {U}V , and Γ = Γ1 ∪
{(M,N)} and

Γ~θ  Tθ1 ↔ V θ2.

Since  is monotonic, we also have

({|h|} ∪ Γ)~θ  Tθ1 ↔ V θ2.

Let C = π1({|h|} ∪ Γ) ? T. Then obviously θ1 is a
solution for D(π1(h));C. This means, by Lemma 45,
there exists ~ρ ∈ RC1(h,C) and ~γ such that ~θ = ~ρ ◦
~γ, ~ρ respects h and ~γ respects h~ρ. Let Γ2 = Γ1 ∪
{(R,U), (T, V )}. Then H can be rewritten as follows:

[h; Γ]� [h~ρ; (Γ2~ρ)⇓] = H1

H1 is smaller than and reachable from H , so we can
apply the induction hypothesis to show that (Γ2~ρ⇓)~γ
is consistent.
To show consistency of Γ2

~θ, it is enough to show that
Γ2
~θ ≈ (Γ2~ρ⇓)~γ. We first note that since ~γ respects h~ρ,

by Lemma 42 we have that (Γ2~ρ⇓)~γ  xγ1 ↔ xγ2 for
every x ∈ fv(Γ2~ρ⇓) ⊆ fv(h~ρ). Given this, we can
apply Lemma 70 repeatedly to the reduction sequence

Γ2~ρ −→∗ (Γ2~ρ)⇓

to obtain
Γ2~ρ~γ −→∗ ((Γ2~ρ)⇓)~γ.

Since reduction preserves theory equivalence
(Lemma 8), we have that

Γ2
~θ = Γ2~ρ~γ ≈ ((Γ2~ρ)⇓)~γ,

and Γ2
~θ is consistent. Since Γ~θ −→ Γ2

~θ, it follows
that Γ~θ is also consistent.

• Suppose Γ~θ is irreducible. We assume without loss
of generality that Γ contains no pairs of variables
(otherwise, it reduces to the first case), so every member
of Γ~θ is either a pair of names (a, b) ∈ Γ, or a
pair of encrypted terms ({Mθ1}Nθ1 , {Rθ1}Tθ2) for
some ({M}N , {R}T ) ∈ Γ. Since Γ~θ is irreducible,
we can use the finite characterisation of consistency
in Proposition 9. It is easy to see that condition (a) in
Proposition 9 holds for Γ~θ. We show that conditions
(b) and (c) hold as well.

– For a contradiction, suppose that there exists
({M}N , {R}T ) ∈ Γ such that π1(Γ~θ)  Nθ1. By
monotonicity of , we also have

π1({|h|} ∪ Γ)~θ  Nθ1.

Let C = π1({|h|}∪Γ) ? N. Then θ1 is a solution
for D(π1(h));C, and therefore, by Lemma 45,
there exist ~ρ ∈ RC1(h,C) and ~γ such that ~θ =
~ρ ◦ ~γ, ~ρ respects h and ~γ respects h~ρ. This means
we have a reduction on H as follows:

H � [h~ρ; (Γ~ρ)⇓] = H1.

Since H1 is smaller than and reachable from H ,
by induction hypothesis, (Γ~ρ)⇓ is consistent.
Since ρ1 is a solution for C, we have that

π1({|h|} ∪ Γ)ρ1  Nρ1.



Since Γ~ρ⇓ is consistent, and since H1 is well-
formed (which means that Γ~ρ⇓  h~ρ), we have
that Γ~ρ⇓ ≈ ({|h|} ∪ Γ)~ρ; hence the latter is
also consistent. This, together with the fact that
{Mρ1}Nρ1 ↔ {Rρ2}Tρ2 ∈ Γ~ρ, implies that, by
Definition 6 (2),

({|h|} ∪ Γ)~ρ  Nρ1 ↔ Tρ2,

hence, also

Γ~ρ⇓  Nρ1 ↔ Tρ2. (2)

Since H1 is well-formed and since ~γ respects h~ρ,
we have, by Lemma 42,

(Γ~ρ)⇓~γ  xγ1 ↔ xγ2 (3)

for every x ∈ fn(h~ρ). Using the same argument as
in the previous case, we can show that (Γ~ρ)⇓~γ ≈
Γ~ργ = Γ~θ, and therefore, we get from Equation 3

Γ~θ  xγ1 ↔ xγ2

for every x ∈ fv(h~ρ) ⊇ fv(Γ~θ). This, together
with Equation 2 and Lemma 67, imply that

Γ~θ  Nθ1 ↔ Tθ2.

But this would mean that Γ~θ is reducible, contrary
to the assumption that it is irreducible.
With a symmetric argument, we can show that
π2(Γ~θ) 6 Tθ2.

– Suppose, for a contradiction, that there exist
(M,N), (R, T ) ∈ Γ such that Mθ1 = Rθ1 but
Nθ2 6= Tθ2. If M = R then by consistency of Γ
we have N = T and therefore Nθ2 = Tθ2, and we
get a contradiction. So suppose that M 6= R. M
and R are obviously unifiable, with θ1 being one of
the unifiers. Let β = mgu(M,R). By Lemma 47,
we have ~ρ ∈ RS1(h, β) and ~γ such that ~θ = ~ρ ◦~γ,
~ρ respects h, and ~γ respects h~ρ. Therefore H can
be reduced as follows:

H � [h~ρ; Γ~ρ⇓] = H1.

By induction hypothesis, we have that Γ~ρ⇓ is con-
sistent, and hence Γ~ρ is also consistent. The latter
implies that that Nρ2 = Tρ2. But since ~θ = ~ρ ◦~γ,
this means that Nθ2 = Tθ2. Contradiction.
The symmetric case, where Nθ2 = Tθ2 but
Mθ1 6= Rθ2 can be proved analogously.


