MIE354 Assignment 6 Answers: Security/SAML

1. (50 pts)


a) boolean HasPermission(member, permission):  Query for the permissions of the given member.  If the member does not have the permission, query to see what group the user belongs to.  Recursively check that group and all parent groups to see if they have the requested permission.  If the permission is found at any point, return true, else return false.


b) Use an AttributeQuery request to query for attributes (red indicates the fields which change from query to query):

<samlp:Request … >

<samlp:AttributeQuery>

<saml:Subject>

<saml:NameIdentifier

   SecurityDomain=“e.com”

   Name=“[member-name|group-name]” />

</saml:Subject>

<saml:AttributeDesignator

   AttributeName=“[member-of|sub-group-of|has-permission]”

   AttributeNamespace=“http://e.com”>

</saml:AttributeDesignator>

</samlp:AttributeQuery>

</samlp:Request>
Use a response with assertions of AttributeStatements for the queried attribute values:

<samlp:Response

   MajorVersion=“1” MinorVersion=“0”

   RequestID=“…”

   InResponseTo=“…”

   StatusCode=“Success”>

<saml:Assertion

   MajorVersion=“1” MinorVersion=“0”

   AssertionID=“…”

   Issuer=“e.com">

<saml:AttributeStatement>

<saml:Subject>

<saml:NameIdentifier

   SecurityDomain=“e.com”

   Name=“[ member-name|group-name]” />

</saml:Subject>

<saml:Attribute

   AttributeName=“[member-of|sub-group-of|has-permission]”

   AttributeNamespace=“http://e.com”>

<saml:AttributeValue>

[group-name|permission-name]

</saml:AttributeValue>

</saml:Attribute>

<!— One attribute as above for each value! -->

</saml:AttributeStatement>

</saml:Assertion>

</samlp:Request>

c) Whereas before, the permission was just one of many attributes, now it is an actual action whose permissions for a given member can be queried by an external server.  The requesting client sends an AuthorizationQuery to determine permissions for a member.  Since permissions are not resource-specific, it assumed that the permission is based simply upon the permission hierarchy (for which the server makes the appropriate queries w.r.t. parts a and b) and is irrespective of the actual resource (which is just a necessity of the SAML AuthorizationQuery):

<samlp:Request …>

<samlp:AuthorizationQuery

Resource=“[resource-name]”>

<saml:Subject>

<saml:NameIdentifier

SecurityDomain=“e.com”

Name=“[member-name]” />

</saml:Subject>

<saml:Actions

ActionNamespace=“http://e.com/permissions”>

<saml:Action>[permission-name]</saml:Action>

</saml:Actions>

</samlp:AuthorizationQuery>

</samlp:Request>
The server responds with an assertion of an AuthorizationStatement: 

<samlp:Response

   MajorVersion=“1” MinorVersion=“0”

   RequestID=“…”

   InResponseTo=“…”

   StatusCode=“Success”>

<saml:Assertion …>

<saml:AuthorizationStatement

   Decision=“[Permit|Deny]”

   Resource=“[resource-name]”>

<saml:Subject>…</saml:Subject>

<saml:Actions

ActionNamespace=“http://e.com/permissions”>

<saml:Action>[permission-name]</saml:Action>

</saml:Actions>

</saml:AuthorizationStatement>

</saml:Assertion>

</samlp:Request>
d) Use digital signatures with hash functions and asymmetric cryptography.  The sender publishes their decryption key and keeps their encryption key private.  When sending a message, the sender hashes the message and encrypts it.  The recipient receives the message, hashes it, and verifies that the decyption of the hash matches the actual hash.  This verifies the message signed by the sender was the identical to the one received (i.e. no tampering).  This holds b/c of the hardness of determining the encryption key from the public key and the hardness of producing a message that hashes to a specific value (i.e. the one needed to create a message matching the digital signature).

e) In brief, PKI uses secure communication with a hierarchical trust-granting authority to ensure that the server names and public keys are trusted.

2. (50 pts)  See code archive for any later assignment.

