MIE354 Assignment 6: Security/SAML

Due: Monday, Oct. 31, 2005 (in class)
No group work — all assignments deemed sufficiently similar to each other
will be given a zero grade. No exceptions. NoO excuses.

Questions to Scott Sanner
ssanner @cs.toronto.edu

1. (50 pts) In this question, you will design a simple protocol for exchanging SAML
messages to determine whether a user has a given access privilege in an Enterprise
setting. Assume that the Enterprise e.com has a hierarchical group structure
organized as a tree (see example below). Groups are identified as group-
name@e.com, and are allowed to have the attribute sub-group-of indicating that they
are subgroups of another group. Groups can also have has-member attributes where
members are identified as member-name@e.com. Both groups and members can
have attribute has-permission with actions drawn from action namespace
http://e.com/actions. For example, following is one possible instantiation of groups,
members, and attributes for e.com:

has-permission
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See-emp-review p has permission . .
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has-member -
ceo@ecom || executives@e.com

All permissions can be inherited from parent groups. Consequently, from this
diagram we can deduce that ceo@e.com is a member of the executives@e.com group
and has permissions write-emp-review and use-email (inherited from parent groups
manager s@e.com and employees@e.com, respectively).

Answer the following questions:

a) In either pseudo-code or succinct English, give a simple algorithm for
determining whether a given user has a given permission. The algorithm should
use attribute queries to determine this (e.g. the algorithm could query for all
attribute values of has-member for a given group). The algorithm should return
trueor false.

b) Assume that the group and member attributes can be queried from atrusted
security information server at e.comviathe SAML protocol. Give the full SAML
specification (drawing on the examples in the week 7b SAML lecture slides) for
the SAML queries that are sent and received in part (a).



<)

d)

Assume that the algorithm in part (a) is part of another server that answers SAML

gueries asking about a user’s permissions. Give the full SAML specification for the
messages thalis server would send and receive (again drawing on the examples in
the week 7b SAML lecture slides).

It is e.com’s policy that all permission queries coming from external servers are
authenticated to verify the sender and that only trusted entities are allowed to perform
queries. Describe a method by whetom may verify the identity of the senders of
SAML messages it receives (assume #&x@aim has a database of trusted entities

along with the information required to establish their identity).

Explain howe.com (andall of the Web) uses PKI to ensure secure transmission in
both directions over HTTPS?

. (50 pts) In this programming assignment, you will complete the implementation of

the Java Servlet web interface to the MIE354 EStore. You will need to make the
following modifications to the classst or e. ui . servl et . ESt or eSer vl et :

a) RenameESt or eSer vl et to your first name + “EStoreServlet”. For example, |
would call my clasScot t ESt or eSer vl et . This is important because ilWbe
running your Servlets o@ll.mie.utoronto.ca, and they will each be invoked by
the base URL + class name, e.g..
https.//ei 11.mie.utoronto.ca/servlet/estore.ui.serviet. ScottEStoreServi et

b) Make sure this class extends tlaginServiet class that you wrote last week.
c) Change the String igetServietName(...) tothe name of your class.

d) Inthe Constructor, instantiate an EStoreobject and assign it to the member
variable for the class (this is the local data member you will use to access the
EStoreoperations).

e) Complete the delegate(...) method to pass control to the correct subroutines based
on the parameters passed in the HTTP POST. Possible choices for subroutines
areadd(...), remove(...), clearsc(...), checkout(...), showsc(...), showinge.).
the JavaDoc comments for info on each of these methods.

f) Using the add(...)subroutine as atemplate, fill in the remove(...pubroutine to
handle a user request to remove an item from their shopping cart.

g) Using the showsc(...subroutine as atemplate, fill in the showinv(...)subroutine
to display the EStore inventory in HTML Table format. The last column in the
table should include a button to add some quantity of that item of inventory.

To submit your code, send your single Java file YourNameEStoreServiet.java to
ssanner @cs.toronto.edu. Also print it out and submit it with Q1 so that | can give



you feedback. | will install your code in the Servlet container on
eill.mie.utoronto.ca. See step (a) for how to access your Servlet viaaweb browser.



