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Abstract—The Mobile Edge-Cloud (MEC) network has emerged as a promising networking paradigm to address the conflict between

increasing computing-intensive applications and resource-constrained mobile Internet-of-Thing (IoT) devices with portable size and

storage. In MEC environments, Virtualized Network Functions (VNFs) are deployed for provisioning network services to users to

reduce the service cost on top of dedicated hardware infrastructures. However, VNFs may suffer from failures and malfunctions while

network service providers have to guarantee continuously reliable services to their consumers to meet the ever-growing service

demands of users, thereby securing their revenues for the service. In this article, we focus on reliable VNF service provisioning in

MECs, by placing primary and backup VNF instances to cloudlets in an MEC network to meet the service reliability requirements of

users. We first formulate a novel VNF service reliability problem with the aim to maximize the revenue collected by admitting as many

as user requests while meeting their different reliability requirements, assuming that requests arrive into the system one by one without

the knowledge of future arrivals, and the admission or rejection decision must be made immediately. We then develop two efficient

online algorithms for the problem under two different backup schemes: the on-site (local) and off-site (remote) schemes, by adopting

the primal-dual updating technique. Both algorithms achieve provable competitive ratios with bounded moderate resource capacity

violations. We finally evaluate the proposed algorithms through experimental simulations. Experimental results demonstrate that the

proposed algorithms are promising, compared with existing baseline algorithms.

Index Terms—Mobile edge computing (MEC), virtualized network function (VNF), virtualized service functions (VNFs), revenue maximiza-

tion, reliability-aware service provisioning, Fault-tolerance, software failure, cloudlet failure, online algorithms, the primal-dual dynamic updat-

ing technique, mobile edge-cloud networks, competitive ratio analysis, resource allocation and optimization
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1 INTRODUCTION

THE recent advancement of Internet of the Things (IoTs)
has further flourished new applications of mobile IoT

devices [23]. However, due to their portable sizes and limited
computing capacities, mobile IoT devices are unable to meet
the demands of both computing and storage resources of
these applications [10]. To meet ever-growing mobile users’
resource demands, MEC as a promising paradigm has been
introduced, which extends cloud computing services to the
edge of mobile networks by utilizing cloudlets (servers, or
clusters of servers) co-located with Access Points (APs)
within the proximity of mobile users [17]. In addition, Net-
work Functions Virtualization (NFV) is a promising tech-
nique that contributes to applications of MEC [19], and the
instances of NFVs are employed to replace dedicated hard-
ware equipment due to not only the cost reduction but also
the advantage of adjusting services with agility to cope with
rapid-changing user demands without the hassle of deploy-
ment andmaintenance of physical infrastructures [25], where
each network function is implemented in a virtual machine

as a piece of software that is referred to as an instance of the
VirtualizedNetwork Function (VNF).

Meeting user service reliability requirements is critical to
any network service provider. A mobile user usually not just
requests a specific VNF service but also has a certain reliability
requirement for the service [21]. The reliability of a network is
defined as the ability of the network to provide stable services
that ensure an agreed level of operational performance facing
the risk of failures of underlying network components [4]. In
other words, the reliability of a network refers to the ability of
the network to recover from failures through some specific
precautionarymeasures. The service reliability of a network is
determined by its hardware and software components, and
the broken down of any its components will result in the
unavailability of the network [20]. Even a temporarymalfunc-
tion of the service can potentially cause the loss of data and
compromise the service security integration [7]. As the service
inMEC is implemented by VNF instances which are pieces of
software running in virtual machines in cloudlets, the soft-
ware cannot be guaranteed to be 100 percent reliable, and
instead they are prone to fail due to bugs. On the other hand,
the cloudlets running VNF instances are also not always reli-
able either, they may fail occasionally. To deal with such fail-
ures efficiently, several prevention and recovery mechanisms
are developed in the past. Among them, a common and prac-
tical approach is utilizing redundancy [2]. Specifically, a sin-
gle VNF instance failure can be mitigated by deploying its
other VNF backup instances in the same cloudlet as its pri-
mary VNF instance [4]. We refer to this recovering scheme as
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the on-site scheme that utilizes the local redundancy tomeet the
required reliability, which guarantees low switching latency
from primary VNF instances to their backups. However, the
VNF reliability under the on-site scheme is restricted by the
reliability of the cloudlet at which the VNF instances located,
because all VNF instances in a cloudlet will not function if the
cloudlet fails. Instead, another recovering scheme - the off-site
scheme, is proposed, which can mitigate this restriction. The
off-site scheme instantiates backupVNF instances at cloudlets
that are physically separated from the cloudlet hosting the pri-
mary VNF instances [24]. Although the off-site scheme can
improve VNF reliabilities, it suffers drawbacks. Since it uti-
lizes geographic redundancy, the recovery time will be
slightly longer, and will incur extra costs of network traffic
between the cloudlets hosting the primary and its backup
VNF instances for each service [10]. In this paper, VNF repli-
cas are deployed as backups to meet the requested reliability
requirements of mobile users. This poses a challenge to maxi-
mize the revenue of network service providers by admitting
as many as user requests through developing efficient online
algorithms for user request admissions.

The novelty of this paper is that we study the VNF service
reliability problem in MEC networks with the aim of maxi-
mizing the revenue collected by network service providers.
We are the first to consider the provisioning of reliable VNF
services in anMECby joint considering both the VNF instance
reliability (software) and the cloudlet reliability (hardware),
and propose the very first online algorithms with provable
competitive ratios for the problem under two different VNF
placement backup schemes: the on-site and off-site schemes.

The main contributions of this paper are as follows.

� We formulate a VNF service reliability problem in an
MEC environment, with the aim to maximize the
revenue collected by network service providers
through admitting as many as user requests with dif-
ferent reliability requirements.

� We show the NP-hardness of the problem, and for-
mulate an Integer Linear Programming (ILP) for the
off-line setting of the problem.

� We devise online algorithms for the problem under
both on-site and off-site schemes. Both online algo-
rithms can achieve provable competitive ratios at the
expense of moderate resource capacity violations.

� We evaluate the performance of the proposed algo-
rithms through experimental simulations. Experimen-
tal results demonstrate that the proposed algorithms
are promising, and outperform baseline algorithms.

The remainder of thepaper is organized as follows. Section 2
reviews the related work. Section 3 introduces the system
model and defines the problem under both on-site and off-site
schemes precisely. The NP-hardness of the defined problem is
also shown in this section. Sections 4 and 5 formulate ILP solu-
tions and devise online algorithms for the problem under both
on-site and off-site schemes, respectively. Section 6 evaluates
the performance of the proposed algorithms through experi-
mental simulations, and Section 7 concludes the paper.

2 RELATED WORK

Previous studies of improving VNF instance reliability are sur-
veyed in [10]. These include statemanagement, VNFmigration,

and rollback recovery. For example, Kanizo et al. [15] addressed
the problem of optimizing the allocation of VNF backups. They
proposed a survivability architecture and adopted the maxi-
mummatching method for resource allocation to VNFs. How-
ever, they assumed only one backup VNF instance for each
primary VNF instance, and did not consider multiple backup
VNF instances for each primary VNFs due to the difference in
their reliabilities to meet reliability requirements. Especially,
infrastructures, where VNF instances run, could also suffer
from failures and malfunctions. Therefore, the awareness of
infrastructure reliability poses challenges on reliability provi-
sioning for VNF instance deployments. Kong et al. [16] pro-
posed a coordinated protection mechanism that employs both
network-layer protection and VNF replicas. They focused on
minimizing the total computing resource consumption.
Ding et al. [4] studied the problem of how to enhance the reli-
ability of Service Function Chains (SFCs) more efficiently, and
proposed the Cost-aware Importance Measure (CIM) in the
selection of qualified backups. Beck et al. [1] jointly considered
reliabilities of both VNFs and dedicated infrastructures, and
focused on the resource cost savings by resource sharing
among the backup VNF instances. Chen et al. [3] developed a
task offloading scheduling utilizing Lyaponuv Optimization
Approach to minimize the energy consumption. Qiu et al. [20]
proposed a stochastic model to enhance the network reliability
and reduce the response time, through leveraging a concurrent
replication mechanism with cancelling. Huang et al. [13] stud-
ied the reliability-aware network services provisioning prob-
lem and proposed an approximation algorithm with a
logarithmic approximation ratio in the off-line setting.
Hu et al. [12] investigated the impacts of extent intermittent con-
nectivity on the MEC network, and proposed a Markov chain
based framework in adiscrete-timemanner to express theproc-
essing time of tasks under various MEC network conditions.
Fan et al. [5] introduced an on-site pooling mechanism which
improves the resource utilization, and thus reduces the
resource consumption in the MEC network. Hmaity et al. [11]
studied the VNF placement problem under the off-site scheme
to provision reliable Service Chains (SCs). Li et al. [17] recently
considered the VNF service reliability problem under both on-
site or off-site schemes by proposed an online algorithm for the
on-site scheme and a heuristic for the off-site scheme. This
paper is an extension of this conference paper.

Unlike the aforementioned studies, in this paper we study
the VNF service reliability problem for IoT applications in
MEC environments, by jointly considering the reliabilities of
both VNF instances and cloudlets. We aim to maximize the
revenue collected by the network service provider through
admitting as many as user requests, assuming that user
requests arrive one by one without the knowledge of future
service request arrivals.Wewill develop performance guaran-
teed online algorithms for this dynamic request problem.

3 PRELIMINARIES

In this section, we first introduce the system model and then
define the problem precisely.

3.1 Network System Model

We consider a Mobile Edge-Cloud (MEC) network consisting
of APs, cloudlets, and links that connect APs. Each cloudlet is
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co-located with an AP while some APs may not be co-located
with any cloudlet. The MEC network is represented by an
undirected graphG ¼ ðV;EÞ, where V is the set of APs andE
is the set of links between APs. Let C be the set of cloudlets in
G and C � V . Mobile users issue their service requests with
reliability requirements to the MEC network through their
nearbyAPs.

Let F ¼ ff1; f2; . . . ; fjF jg be a set of different types of Vir-
tualizedNetwork Functions (VNFs) offered by the networkG,
e.g., Virtualized Load Balancers, Firewalls, Intrusion-Detec-
tion Systems, and so on. We assume that different VNFs need
different amounts of computing resource for their implemen-
tations.Without loss of generality, we assume that the amount
of computing resource demanded by a specific type of VNF,
fi 2 F , is measured by computing units, denoted by cðfiÞ.
Furthermore, different VNFs have different reliabilities, and
denote by rðfiÞ the reliability of fi with 0 < rðfiÞ < 1.

Let C ¼ fc1; c2; . . . ; cjCjg be the set of cloudlets in G with
jCj � jV j. Each cloudlet cj 2 C has a computing capacity capj.
For a specific type of VNF, fi 2 F , the cloudlets can imple-
ment its VNF as a piece of software in a virtual machine with
the demanded computing resource cðfiÞ. In addition, different
cloudlets may have different reliabilities, and denote by rðcjÞ
the reliability of cloudlet cj 2 C with 0 < rðcjÞ < 1. When a
cloudlet cj fails, all VNF instances in it will not be able to offer
their services anymore, and thus become unavailable. Fig. 1
presents an illustration of a mobile edge cloud network con-
sisting of fiveAPs and three cloudlets co-locatedwithAPs.

3.2 The Competitive Ratio of an Online Algorithm

When considering an onlinemaximization problemP, we say
an online algorithm with competitive ratio a for the problem
if the solution delivered by the online algorithm is no less
than OPT ðPÞoff=a, where OPT ðPÞoff is the optimal solution

of the offline version of problemP with a > 1.

3.3 User Request Scheduling

We consider that the MEC network is in a discrete-time
fashion and assume that time is slotted into equal time slots
with each a time unit, and denote by T ¼ f1; 2; . . . ; jTjg the
set of time slots. Consequently, the arrival time of a request

can be represented by a time slot label, while the processing
duration of the request in MEC is expressed by the number
of time slots needed.

We assume that each mobile user requests only one VNF
instance service [14], [18], [22], and each user request ri is
defined by a tuple ðfi; Ri; ai; di; payiÞ, where fi 2 F is the
requested VNF instance, Ri is the reliability requirement of
the request with 0 < Ri < 1, ai 2 T is the arrival time slot
of the request, di is the execution duration of the request,
and payi is the payment received by implementing the
request. We further assume that di is a positive integer.

We assume that requests will be processed (accepted or
rejected) in the beginning of each time slot, and we focus on
a given time horizon T. Denote by R the set of all requests
within the time horizon T. That is, for a request ri arriving
at time slot ai, we treat it as an event lasting di time slots.
For a better presentation of both the arrival time and the
requested execution duration, we introduce Ti, which is a
binary vector with the length of T, and generated by both ai
and di. In a certain time slot t, Ti½t� ¼ 1 represents that the
requested execution duration of request covers time slot t,
and Ti½t� ¼ 0 otherwise, e.g., in the case T ¼ 3, ai ¼ 1 and
di ¼ 2, then we let Ti ¼ ½1; 1; 0�.

Suppose that the admission scheduling of requests is in
an online manner. There is a hypervisor in the system to
deal with incoming requests, where requests arrive one by
one without the knowledge of future request arrivals. If the
hypervisor accepts request ri, it will allocate the resource
from one or multiple cloudlets to accommodate its primary
and backup VNF instances for its requested service and to
find a routing path for its data traffic.

3.4 Problem Definition

We deal with the VNF service reliability problem under both on-
site and off-site schemes. Given anMEC networkGðV;EÞ and
a finite time horizon T, there are a setC of cloudlets with each
cj 2 C having a computing capacity capj and reliability rðcjÞ,
requests arrive one by one without the knowledge of future
arrivals. Assume that each request ri requests a specific net-
work service fi with a reliability requirement Ri and a pay-
ment payi, the VNF service reliability problem is to maximize
the cumulative revenue for the given time horizon, by admit-
ting asmany as requests while meeting the reliability require-
ments of admitted requests, subject to computing capacity on
each cloudlet inG.

To meet the reliability requirement of a request, we place
redundant VNF instances to cloudlets. Depending on differ-
ent VNF instance placements for the request, we have two dif-
ferent placement schemes: the on-site placement in which all
VNF instances of a request must be placed to a single cloud-
lets; and the off-site-placement in which the VNF instances of
a request can be placed to different cloudlets while only one
of its VNF instances can be placed to a cloudlet. This implies
that no more than jCj VNF instances for any request to be
placed in the network tomeet its reliability requirement.

3.5 NP-Hardness of the VNF Service Reliability
Problem

Theorem 1. The VNF service reliability problem in an MEC net-
work G ¼ ðV;EÞ is NP-hard.

Fig. 1. An illustrative example of an MEC network consisting of five APs
and three cloudlets co-located with APs.
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Proof. We prove the NP-hardness of the VNF service reli-
ability problem by a reduction from a well known NP-
hard problem - the knapsack problem, as follows. Given a
bin with a capacity W and n items, item i has a profit pi
with weight wi, 1 � i � n. The knapsack problem aims to
maximize the collected profit through packing as many
as items into the bin, subject to the bin capacityW .

We consider a special case of the VNF service reliability
problem, where there is only one cloudlet with a capacity
W in the MEC network, and one VNF instance for each
request will satisfy its reliability requirement. Also, all
requests arrive at the same time slot with the same execu-
tion duration. Then, if we admit request ri, we can collect
payment pi at the expense of computing resource of wi. To
this end, the VNF service reliability problem aims to maxi-
mize the revenue collected through admitting as many
requests as possible, subject to the cloudlet capacity W . It
can be seen that the special case of the VNF service reliabil-
ity problem is equivalent to the knapsack problem. Hence,
the VNF service reliability problem is NP-hard, due to the
NP-hardness of the knapsack problem. tu

4 ONLINE ALGORITHM FOR THE VNF SERVICE

RELIABILITY PROBLEM UNDER THE ON-SITE

SCHEME

In this section we study the VNF service reliability problem
under the on-site scheme, where all backup VNF instances
and the primary VNF instance of each request must be
placed to a single cloudlet. In the following we first formu-
late an Integer Linear Programming (ILP) for the offline ver-
sion of the problem. We then devise an online algorithm for
the problem, based on the ILP solution by adopting the pri-
mal-dual dynamic updating technique [8].

4.1 Integer Linear Programming Formulation

Let Nij be the minimum number of primary and backup
VNF instances needed to be placed in cloudlet cj 2 C for
request ri to meet its reliability requirement Ri. We have

rðcjÞ � ð1� ð1� rðfiÞÞNijÞ � Ri; (1)

where ð1� rðfiÞÞNij is the failure probability of all primary
and backup VNF instances of request ri, while 1� ð1�
rðfiÞÞNij is the probability of at least one VNF instance sur-
vival. If rðcjÞ > Ri, Nij can be calculated as follows.

Nij ¼ log 1�rðfiÞ 1� Ri

rðcjÞ
� �� �

: (2)

Otherwise ðrðcjÞ � RiÞ, the reliability requirement of ri can-
not be met if the VNF instances of rj sis placed to cloudlet cj.
For the sake of simplicity, in the rest of discussions,we assume
that rðcjÞ > Ri, 8cj 2 C;8ri 2 R, under the on-site scheme.

Let Xi 2 f0; 1g denote whether request ri is admitted,
i.e., Xi ¼ 1 if the request is admitted; and Xi ¼ 0 otherwise.
If request ri is admitted, then the probability of that at least
one of its primary and backup VNF instances is available is
no less than its specified reliability requirement Ri.

Let Yij 2 f0; 1g denotewhether at least oneVNF instance of
request ri will be placed to cloudlet cj 2 C. That is, Yij ¼ 1 if at

least one VNF instance of ri is placed to cloudlet cj; Yij ¼ 0
otherwise. Associatedwith each request ri, we assume that its
payment payi and reliability requirementRi are given, too.

The VNF service reliability problem under the on-site
scheme can be formulated as an ILP with the objective to

P1 : maximize
X
ri2R

Xi � payi;

subject toX
ri2R

Ti½t� �Nij � cðfiÞ � Yij � capj; 8t 2 T; 8cj 2 C: (3)

X
cj2C

Yij ¼ Xi; 8ri 2 R: (4)

Xi 2 f0; 1g; 8ri 2 R; (5)

Yij 2 f0; 1g; 8ri 2 R; 8cj 2 C; (6)

where Constraint (3) is the computing capacity constraint
on each cloudlet in each time slot t, and Constraint (4)
ensures that only one cloudlet is chosen to accommodate all
VNF instances of request ri under the on-site scheme if
request ri is admitted.

4.2 Online Algorithm

We now deal with the VNF service reliability problem
under the on-site scheme, denoted by P1, by devising an
online algorithm for it based on the linear relaxation of the
ILP formulation.

The general strategy for P1 proceeds as follows. We first
perform linear relaxation of P1, and let P2 be the relaxed
Linear Programming (LP) of P1. We then find the dual P3 of
P2. A solution to the online version of P1 can then be
obtained from a feasible solution to P3, which has a prov-
able competitive ratio with moderate resource capacity vio-
lations. Specifically, P2 is obtained by performing the LP
relaxation on P1, which is expressed as follows.

P2 : Maximize
X
ri2R

Xi � payi;

subject to

ð3Þ; ð4Þ;
Xi � 1; 8ri 2 R;

(7)

Xi � 0; Yij � 0; 8ri 2 R; 8cj 2 C: (8)

It is noted that any feasible solution for P1 is a feasible
solution for P2. Recall that P3 is the dual of P2, P3 is formu-
lated as follows.

P3 : Minimize
X

t2T;cj2C
capj � �tj þ

X
ri2R

di; (9)

subject to

bi þ di � payi � 0; 8ri 2 R; (10)

X
t2T

Ti½t� �Nij � cðfiÞ � �tj � bi � 0; 8ri 2 R; 8cj 2 C;

(11)
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�tj � 0; bi � 0; di � 0; 8ri 2 R; 8cj 2 C; 8t 2 T; (12)

where �tj; bi, and di are dual variables for constraints (3), (4)
and (7) in P2, respectively.

Algorithm 1. Algorithm for Reliability-Aware Network
Service Provisioning Under the On-Site Scheme

Input: An MEC network G ¼ ðV;EÞ and requests come one by
one.

Output: An online scheduling of incoming requests for a given
time horizon T.

1: InitializeXi, Yij, �tj, bi =0, 8ri 2 R; 8cj 2 C; 8t 2 T;
2: while Upon arrival of a request ri do
3: for cloudlet cj 2 C do
4: CalculateNij and

P
t2T Ti½t� �Nij � cðfiÞ � �tj for cj;

5: end for ;
6: select cloudlet cj0 such that

P
t2T Ti½t� �Nij0 � cðfiÞ � �tj0 ¼ mincj2C

fPt2T Ti½t� �Nij � cðfiÞ � �tjg;
7: if payi �

P
t2T Ti½t� �Nij0 � cðfiÞ � �tj0 > 0 then

8: Admit request ri;
9: Xi  1; Yij0  1;
10: di  payi �

P
t2T Ti½t� �Nij0 � cðfiÞ � �tj0 ;

11: �tj0  �tj0 � ð1þ Nij0 �cðfiÞ
capj0 Þ Þ þ

Nij0 �cðfiÞ�payi
di�capj0 , according to the cho-

sen cloudlet cj0 and the execution time slot t 2 T0i;
12: else
13: Reject request ri;
14: end if ;
15: end while .

We then rewrite (10) and (11) as follows.

bi � payi � di; (13)

bi �
X
t2T

Ti½t� �Nij � cðfiÞ � �tj: (14)

From Inequality (14), we have

bi � min
cj2C

X
t2T

Ti½t� �Nij � cðfiÞ � �tj: (15)

Combining Inequalities (13) and (15), we have

payi � di � min
cj2C

X
t2T

Ti½t� �Nij � cðfiÞ � �tj: (16)

We now eliminate the dual variable bi by Inequality (15).
We then only consider dual variables di and �tj to ensure
that Inequality (16) holds. We perform a transformation on
Inequality (16) as follows.

di � payi �min
cj2C

X
t2T

Ti½t� �Nij � cðfiÞ � �tj: (17)

The rest is to solve P3, we adopt the primal-dual dynamic
updating technique [8] to update the variables in both primal
and dual LP simultaneously. Specifically, for request ri, the set
of execution time slots is denoted asT0i 	 T, and its duration is
di ¼ jT0ij. Dual variables �tj and bi are 0 initially. Upon the
arrival of request ri, the dual variables are required to be set
properly to satisfy Inequality (17). To this end,wefirst calculate
Nij for each cloudlet cj 2 C. We then calculate the value of

P
t2T Ti½t� �Nij � cðfiÞ � �tj associatedwith each cloudlet cj 2 C.

We finally identify the cloudlet cj with mincj2Cf
P

t2T Ti½t��
Nij � cðfiÞ � �tjg. If payi �mincj2Cf

P
t2T Ti½t� �Nij � cðfiÞ� �tjg �

0, request ri will be rejected. Otherwise, it will be admitted and
all its VNFswill be accommodated in cloudlet cj, and the value
of di is updated as follows.

di :¼ payi �min
cj2C

X
t2T

Ti½t� �Nij � cðfiÞ � �tj

( )
: (18)

The value of �tj associated with the chosen cloudlet
cj 2 Ci and t 2 T0i is updated as follows.

�tj :¼ �tj � 1þNij � cðfiÞ
capj

� �
þNij � cðfiÞ � payi

di � capj : (19)

The proposed online algorithm for P1 under the on-site
scheme is given in Algorithm 1.

Let aij ¼ Nij � cðfiÞ for any ri 2 R and for any cj 2 C,
amax ¼ maxri2R;cj2Cfaijg, and amin ¼ minri2R;cj2Cfaijg.
Lemma 1. Let Pon andDon be the values of the solutions delivered

by the proposed algorithm for P2 and P3, respectively, Then,
ð1þ amaxÞ � Pon � Don, where amax ¼ maxri2R;cj2CfNij�
cðfiÞg.

Proof. It can be seen that Pon ¼ Don ¼ 0 initially.
We now prove the claim by showing that ð1þ amaxÞ�

DPon � DDon when request ri arrives, where DPon and
DDon are the value differences of the objective functions for
P2 and P3 before and after a request arrives.

If request ri is rejected, DPon ¼ DDon ¼ 0, and
ð1þ amaxÞ � DPon � DDon.

Otherwise DPon ¼ payi and DDon ¼
P

t2T0
i
capj � D�tjþ

di, by (9), where D�tj is the difference before and after
updating the value of �tj, which is associated with the
chosen cloudlet cj. By the update function (19) of �tj, we
have

DDon ¼
X
t2T0

i

capj � D�tj þ di

¼
X
t2T0

i

capj � Nij �cðfiÞ
capj

� �tj þNij � cðfiÞ � payi
di � capj

� �
þdi

¼
X
t2T0

i

ðNij � cðfiÞ � �tjÞ þ
X
t2T0

i

Nij � cðfiÞ � payi
di

þ di

¼
X
t2T

Ti½t� �Nij � cðfiÞ � �tj þ di þNij � cðfiÞ � payi

¼ payi þNij � cðfiÞ � payi
(20)

¼ ð1þNij � cðfiÞÞ � payi
� ð1þ amaxÞ � payi
¼ ð1þ amaxÞ � DPon:

(21)

Notice that Inequality (20) holds, because from the
update function (18), �tj is the value derived by identify-
ing a cloudlet cj with min

P
t2T Ti½t� �Nij � cðfiÞ � �tj and

payi ¼
P

t2T Ti½t� �Nij � cðfiÞ � �tj þ di. Hence, the lemma
follows. tu
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Lemma 2. Algorithm 1 delivers a feasible solution for P3.

Proof. Following Algorithm 1, Constraint (17) is satisfied by
the update function of di (18) when request ri arrives.
Notice that the update function (19) of�tj is non-decreasing,
payi �mincj2Cf

P
t2T Ti½t� �Nij � cðfiÞ � �tjg thus is non-

increasing. Constraint (17) still holds when updating the
value of �tj. The lemma then follows. tu
Denote by paymax and paymin the maximum and mini-

mum payments, dmax and dmin the maximum and minimum
execution durations among requests, and capmax and capmin

the maximum and minimum capacities of cloudlets.

Lemma 3.

�tj � paymin

dmax
� 1þ amin

capmax

� �P
ri2R Ti½t��Yij

�1
 !

: (22)

The proof can be found in Appendix A, which can be
found on the Computer Society Digital Library at http://
doi.ieeecomputersociety.org/TPDS.2020.2970048.

Lemma 4.

�tj <
paymax

amin
� 1þ amax

capmin

� �
þ amax � paymax

dmin � capmin
: (23)

The proof can be found in Appendix B, available in the
online supplemental material.

Lemma 5. In the solution delivered by Algorithm 1 for P1, the
capacity constraint violation on each cloudlet is bounded by �,
where � ¼ amax

capmin �lnð1þ amin
capmax

Þ � lnð
paymax�dmax

paymin
� ð 1

amin
þ amax

amin�capmin
þ

amax
dmin�capmin

Þ þ 1Þ.
Proof. Combining Lemmas 3 and 4, we have

paymin

dmax
� 1þ amin

capmax

� �P
ri2R Ti½t��Yij

�1
 !

<
paymax

amin
� 1þ amax

capmin

� �
þ amax � paymax

dmin � capmin
:

Then,X
ri2R

Ti½t� � Yij

<
lnðpaymax�dmax

paymin
� ð 1

amin
þ amax

amin�capmin
þ amax

dmin�capmin
Þ þ 1Þ

lnð1þ amin
capmax

Þ :

(24)

To calculate the capacity violation, we haveX
ri2R

Ti½t� �Nij � cðfiÞ � Yij

�
X
ri2R

Ti½t� � amax � Yij

� amax

lnð1þ amin
capmax

Þ � ln
 
paymax � dmax

paymin
�

1

amin
þ amax

amin � capmin
þ amax

dmin � capmin

� �
þ 1

!
; by (24):

Considering the capacity constraint (3), the capacity
violation in the solution is bounded by �. Hence, the
lemma follows. tu

Theorem 2. Given an MEC network G ¼ ðV;EÞ, there is an
online algorithm Algorithm 1 for the VNF service reliability
problem under the on-site scheme, which delivers a solution with
a ð1þ amaxÞ-competitive ratio at the expense of moderate com-
puting capacity violation on any cloudlet bounded by �. The algo-
rithm takes OðjRj � jCjÞ time, where amax ¼ maxri2R;cj2CfNij�
cðfiÞg, � is defined in Lemma 5, andR is the set of requests arrived
during the monitoring period ofT.

Proof. Let OPT1, OPT2 and OPT3 be the optimal solutions of
P1, P2, and P3, respectively. Following Lemma 1, we have
Pon � Don

1þamax
. By Lemma 2, Don is a feasible solution to P3

and P3 is a minimization problem, thus, Don � OPT3. By

the weak duality property, OPT3 � OPT2. Furthermore,

OPT2 � OPT1 since P2 is the LP relaxation on P1. We thus

have

Pon � Don

1þ amax
� OPT3

1þ amax
� OPT2

1þ amax
� OPT1

1þ amax
:

By Lemma 5, the violation of the computing capacity
of any cloudlet is upper bounded by �.

The time complexity of Algorithm 1 is analyzed as
follows. Since this is an online algorithm, its running time
is proportional to the number of requests it dealt with for
the finite time horizon T. The amount of time of admitting
a request ri is determined by calculating Nij andP

t2T Ti½t� �Nij � cðfiÞ � �tj for each cloudlet cj 2 C. Select-
ing the cloudlet with mincj2Cf

P
t2T Ti½t� �Nij � cðfiÞ � �tjg

takes time of OðjCjÞ. The variable updating takes Oð1Þ
time. As there are jRj incoming requests for the monitor-
ing period, the running time of Algorithm 1 is
OðjRj � jCjÞ. The theorem then follows. tu

5 ONLINE ALGORITHM FOR THE VNF SERVICE

RELIABILITY PROBLEM UNDER THE OFF-SITE

SCHEME

In this section, we deal with the VNF service reliability prob-
lem under the off-site scheme, where the VNF instances of
each request can be placed to different cloudlets, while each
cloudlet can host atmost one VNF instance of the request.

In the following, we first formulate an ILP solution for
the offline version of the problem. We then devise an online
algorithm for the problem, based on the linear relaxation of
the ILP formulation.

5.1 Integer Linear Programming Formulation

To admit request ri, we need to identify which cloudlets
among all cloudlets cj 2 C to accommodate the primary and
backup VNF instances of ri to meet its reliability requirement
Ri, i.e.,

1�
Y
cj2C
ð1� rðfiÞ � rðcjÞ � YijÞ � Ri: (25)

Recall Yij is a binary variable, denoting whether at least
one VNF instance of request ri will be placed to cloudlet
cj 2 C.
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If Yij ¼ 1, the failure probability of a VNF instance of
request ri at cloudlet cj is 1� rðfiÞ � rðcjÞ � Yij ¼ 1� rðfiÞ�
rðcjÞ, or 1� rðfiÞ � rðcjÞ � Yij ¼ 1 otherwise. Thus,

Q
cj2Cð1�

rðfiÞ � rðcjÞ � YijÞ is the probability that both the primary and
backup VNF instances of ri fail, while 1�Qcj2Cð1� rðfiÞ �
rðcjÞ � YijÞ is the reliability of ri to be admitted. However, if ri
is rejected, Yij should be 0 for each cloudlet cj 2 C, i.e., no
VNF instance of request ri will be placed to any cloudlet cj,
and Inequality (25) does not hold.

We now modify Inequality (25) through a transforma-
tion, using the following technique,

Ri �Xi � 1�
Y
cj2C
ð1� rðfiÞ � rðcjÞ � YijÞ � Xi: (26)

Lemma 6. Inequality (26) meets the reliability requirement of
request ri if it is admitted.

Proof. If Xi ¼ 1, request ri is admitted, Inequality (26) is
shown as follows.

Ri � 1�
Y
cj2C
ð1� rðfiÞ � rðcjÞ � YijÞ � 1: (27)

As 0 < 1� rðfiÞ � rðcjÞ � Yij � 1, it can be seen that
inequalities (27) and (25) are equivalent, satisfying the
reliability requirement of request ri. Otherwise (Xi ¼ 0),
request ri will be rejected and

1 �
Y
cj2C
ð1� rðfiÞ � rðcjÞ � YijÞ � 1: (28)

It can be seen that
Q

cj2Cð1� rðfiÞ � rðcjÞ � YijÞ ¼ 1, since

0 < rðfiÞ < 1 and 0 < rðcjÞ < 1, we have Yij ¼ 0 for

each cloudlet cj 2 C, i.e., if request ri is rejected, none of its

VNF instances will be placed in any cloudlet. The lemma
thus follows. tu
Unlike the solution to the problem under the on-site

scheme, it is noted that the primal-dual dynamic updating
technique cannot be applied to the problem under the off-
site scheme directly due to the fact that Inequality (26) is
nonlinear. However, we will convert this nonlinear inequal-
ity into an equivalent linear one through the following non-
trivial equivalent transformation. We then formulate an ILP
solution for the VNF service reliability problem under the
off-site scheme. Specifically, from Inequality (25), we have

Y
cj2C
ð1� rðfiÞ � rðcjÞ � YijÞ � 1�Ri; (29)

since 0 < rðciÞ < 1, 0 < rðcjÞ < 1, 0 < Ri < 1 and Yij 2
f0; 1g, thenQcj2Cð1� rðfiÞ � rðcjÞ � YijÞ > 0, and 1�Ri > 0.

Inequality (29) can then be transformed to the following

Inequality.

ln
Y
cj2C
ð1� rðfiÞ � rðcjÞ � YijÞ � ln ð1�RiÞ: (30)

Lemma 7. Let Yij 2 f0; 1g, we have

ln ð1� rðfiÞ � rðcjÞ � YijÞ ¼ lnð1� rðfiÞ � rðcjÞÞ � Yij:

Proof. Because 0 < 1� rðfiÞ � rðcjÞÞ < 1 and Yij is the deci-
sion variable, i.e., Yij 2 f0; 1g, we have two cases to deal
with. That is,

if Yij ¼ 0, we have

ln ð1� rðfiÞ � rðcjÞ � YijÞ ¼ ln 1 ¼ 0

¼ lnð1� rðfiÞ � rðcjÞÞ � 0 ¼ lnð1� rðfiÞ � rðcjÞÞ � Yij:

Otherwise (Yij ¼ 1), we have

lnð1� rðfiÞ � rðcjÞ � YijÞ ¼ lnð1� rðfiÞ � rðcjÞÞ
¼ lnð1� rðfiÞ � rðcjÞÞ � Yij:

Hence, the lemma follows. tu
By Lemma 7 and Inequality (30), we haveX

cj2C
lnð1� rðfiÞ � rðcjÞÞ � Yij � ln ð1�RiÞ: (31)

Inequality (31) then can be rewritten as follows.

L �Xi �
X
cj2C

lnð1� rðfiÞ � rðcjÞÞ � Yij � ln ð1�RiÞ �Xi;

(32)

where L ¼ minri2Rf
P

cj2C lnð1� rðfiÞ � rðcjÞÞg is negative,

which is a lower bound on
P

cj2C lnð1� rðfiÞ � rðcjÞÞ � Yij.

Lemma 8. Inequality (32) meets the reliability requirement Ri if
request ri is admitted; otherwise, no VNF instance of the request
will be placed to any cloudlet, where L ¼ minri2Rf

P
cj2C ln ð1�

rðfiÞ � rðcjÞÞg.
Proof. We show the claim as follows.

If Xi ¼ 1, request ri is admitted, Inequality (32) can be
rewritten as follows.

L �
X
cj2C

lnð1� rðfiÞ � rðcjÞÞ � Yij � lnð1�RiÞ:

It can be seen that L �Pcj2C lnð1� rðfiÞ � rðcjÞÞ � Yij

always holds, and
P

cj2C lnð1� rðfiÞ � rðcjÞÞ� Yij � ln ð1�
RiÞ by Inequality (31).

Otherwise (Xi ¼ 0), request ri is rejected. We have

0 �
X
cj2C

lnð1� rðfiÞ � rðcjÞÞ � Yij � 0

)
X
cj2C

lnð1� rðfiÞ � rðcjÞÞ � Yij ¼ 0:

Since 0 < rðfiÞ < 1 and 0 < rðcjÞ < 1, we have Yij ¼
0 for each cloudlet cj 2 C, i.e., no VNF instance of ri will
be placed to any cloudlet in C. The lemma then follows.tu
The VNF service reliability problem under the off-site

scheme thus can be formulated as an ILP with the optimiza-
tion objective to

P4 : maximize
X
ri2R

Xi � payi;
subject toX

ri2R
Ti½t� � cðfiÞ � Yij � capj; 8t 2 T; 8cj 2 C; (33)
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X
cj2C

lnð1� rðfiÞ�rðcjÞÞ�Yij� lnð1�RiÞ�Xi; 8ri 2 R; (34)

X
cj2C

lnð1� rðfiÞ � rðcjÞÞ � Yij � L �Xi; 8ri 2 R; (35)

Xi 2 f0; 1g; 8ri 2 R; (36)

Yij 2 f0; 1g; 8ri 2 R; 8cj 2 C; (37)

where Constraint (33) is the computing capacity constraint
on each cloudlet. Constraints (34) and (35) are the reliability
constraints on each request by Inequality (32).

5.2 Online Algorithm

Recall that P4 is referred to as the VNF service reliability prob-
lem under the off-site scheme. The strategy adopted for solv-
ing P4 is similar to the one for P1. That is, we first perform the
LP relaxation on P4, and denote this linear relaxation as P5.
Let P6 be the dual of P5. A feasible solution to P6 ultimately
returns a feasible solution toP4with performance guarantees.

The LP relaxation P5 of P4 is expressed as follows.

P5 : Maximize
X
ri2R

Xi � payi;

subject to

ð33Þ; ð34Þ; ð35Þ;
Xi � 1; 8ri 2 R;

(38)

Yij � Xi; 8ri 2 R; 8cj 2 C (39)

Xi � 0; Yij � 0; 8ri 2 R; 8cj 2 C: (40)

Notice that Constraint (39) always holds, because if request
ri is admitted (Xi ¼ 1), we could choose to place a VNF
instance in cloudlet cj or not (i.e.,Yij could be 0 or 1); otherwise
(request ri is rejected and Xi ¼ 0), no VNF instance of ri will
be placed to cloudlet cj, i.e., Yij must be 0. Also, Constraint (39)
implicitly ensures that Yij � 1with Constraint (38).

The rest is to solve P5, and any feasible solution for P4 is
a feasible solution for P5. Let P6 be the dual of P5, which
can be written as follows.

P6 : Minimize
X

t2T;cj2C
capj �Atj þ

X
ri2R

Ki; (41)

subject to

� ln ð1�RiÞ�Bi þ L�Hi þKi �
X
cj2C

Mij � payi; 8ri 2 R;

(42)

X
t2T

Ti½t��cðfiÞ�Atjþln ð1�rðfiÞ�rðcjÞÞ�ðBi�HiÞþMij�0;

8ri 2 R; 8cj 2 C;

(43)

Atj � 0; Bi � 0; Hi � 0; Ki � 0;Mij � 0;

8ri 2 R; 8cj 2 C; 8t 2 T;
(44)

where Atj; Bi; Hi; Ki and Mij are the dual variables for
constraints (33), (34), (35), (38) and (39) in P5, respectively.

Let us examine Constraint (42) first. Because L is a lower
bound of

P
cj2Cðln ð1� rðfiÞ � rðcjÞÞÞ � Yij, it can be treated as

�1 in an extreme case.
To satisfy Constraint (42), with Hi � 0, we set Hi ¼ 0,

8ri 2 R. Then, constraints (42) and (43) can be rewritten as
follows.X

cj2C
Mij � � ln ð1�RiÞ �Bi þKi � payi; (45)

Mij � �
X
t2T

Ti½t��cðfiÞ�Atj�ln ð1�rðfiÞ�rðcjÞÞ�Bi: (46)

From Inequality (45), withMij � 0, we have

� ln ð1�RiÞ � Bi þKi � payi � 0: (47)

Then,

Bi � payi �Ki

� ln ð1�RiÞ : (48)

Similarly, with Bi � 0 and � ln ð1�RiÞ > 0, ð0 < Ri <
1Þ, we have

Ki � payi: (49)

From Inequality (46), we haveX
cj2C

Mij � �
X
cj2C;
t2T

Ti½t��cðfiÞ�Atj�
X
cj2C

ln ð1�rðfiÞ�rðcjÞÞ�Bi:

(50)

Combining Inequalities (45) and (50), we have

Ki � payi �
X
cj2C;
t2T

Ti½t��cðfiÞ�Atj

þ ðln ð1�RiÞ �
X
cj2C

ln ð1�rðfiÞ�rðcjÞÞ�Bi:
(51)

As we assume that the service reliability of any request
can be met with at most jCj VNF instances it requested (i.e.,
ln ð1�RiÞ �

P
cj2C ln ð1�rðfiÞ�rðcjÞÞ � 0, 8cj 2 C), by

Inequalities (48) and (51), we have

Ki�payi� ln ð1�RiÞ�cðfiÞP
cj2C ln ð1�rðfiÞ�rðcjÞÞ�

X
cj2C;
t2T

Ti½t��Atj: (52)

Lemma 9. If Inequalities (49) and (52) hold, there always exist
feasible values for Bi and Mij to ensure that constraints (42)
and (43) hold.

Proof. Because Ti½t� � 0; cðfiÞ > 0; Atj � 0; 0 < rðfiÞ < 1,
0 < rðcjÞ < 1 and c < Ri < 1, 8ri 2 R; 8cj 2 C; 8t 2 T,

then payi� lnð1�RiÞP
cj2C lnð1�rðfiÞ�rðcjÞÞ

�Pcj2C;
t2T

Ti½t��cðfiÞ�Atj � payi.

Thus, Inequality (49) and (52) complieswith each other.

As mentioned above, if Inequality (49) holds, the feasi-
ble values for Bi, can be found with Inequality (48). Then,
combining (52), the feasible value for Mij can be found to
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satisfy Inequalities (45) and (46). Thus, Constraints (42)
and (43) hold, the lemma then follows. tu

Algorithm 2. An Online Algorithm for the VNF Service
Reliability Problem Under the Off-Site Scheme

Input: An MEC network G ¼ ðV;EÞ and requests arrive one by
one without the knowledge of future arrivals.
Output: An online scheduling of the incoming requests.
1: Xi  0; Yij  0; Atj  0;Ki  0, 8ri 2 R; 8cj 2 C; 8t 2 T;
2: while Upon arrival of a request ri do

3: if payi� ln ð1�RiÞ�cðfiÞP
cj2C ln ð1�rðfiÞ�rðcjÞÞ

�P t2T;
cj2C

Ti½t��Atj > 0 then

4: Admit request ri;
5: Xi  1;
6: Ki  payi� ln ð1�RiÞ�cðfiÞP

cj2C ln ð1�rðfiÞ�rðcjÞÞ
�P t2T;

cj2C
Ti½t��Atj;

7: Sort cloudlets in C in non-decreasing order of
P

t2T Ti½t��
Atj;

8: SðiÞ  ;; /* SðiÞ is the chosen set of cloudlets for hosting
its VNF instances of request ri */

9: while consider cloudlet cj in the sorted cloudlet sequence
do

10: SðiÞ  SðiÞ [ fcjg;
11: Yij  1;
12: Atj  Atj � 1þ ln ð1�RiÞ�cðfiÞ

capj�
P

cj2C ln ð1�rðfiÞ�rðcjÞÞ

 !

þ ln ð1�RiÞ�cðfiÞ�payi
capj�di�

P
cj2C ln ð1�rðfiÞ�rðcjÞÞ

;

13: if the VNF instance placements in cloudlets of SðiÞ is
no less than Ri then

14: EXIT;
15: end if ;
16: end while ;
17: else
18: Reject request ri;
19: end if ;
20: end while .

By Lemma9,we consider Inequalities (49) and (52), and the
twodual variablesAtj � 0 andKi � 0 in order to solveP6.We
then update the variables in both the primal and dual LP
simultaneously, by adopting the primal-dual updating tech-
nique in the previous section.

The detailed online algorithm for P4 is given in Algo-

rithm 2. Specifically, for an incoming request ri, if payi�
ln ð1�RiÞ�cðfiÞP

cj2C lnð1�rðfiÞ�rðcjÞÞ
�Pt2T;cj2C Ti½t� �Atj � 0 for any cloudlet

cj, request ri will be rejected; otherwise, it will be admitted,
and the value ofKi is updated as follows.

Ki :¼ payi� ln ð1�RiÞ � cðfiÞP
cj2C lnð1�rðfiÞ � rðcjÞÞ�

X
t2T;
cj2C

Ti½t��Atj: (53)

The rest is to deal with the placements of the
PjCj

j¼1 Yij

VNF instances for request ri to which cloudlets assumingPjCj
j¼1 Yij � jCj.
To this end, we first sort the cloudlets in non-decreasing

order of
P

t2T Ti½t� �Atj. We then identify a set of cloudlets
for hosting the VNF instances of request ri in their sorted
order until there exists a scheduling such that the reliability
requirement of the request is met. We finally put one VNF
instance to each of the chosen cloudlets and update the

value of Atj of each chosen cloudlet cj 2 C and t 2 T0i as
follows.

Atj :¼ Atj � 1þ ln ð1�RiÞ � cðfiÞ
capj �

P
cj2C ln ð1� rðfiÞ � rðcjÞÞ

 !

þ ln ð1�RiÞ � cðfiÞ � payi
capj � di �

P
cj2C ln ð1� rðfiÞ � rðcjÞÞ ;

(54)

where T0i is the set of the execution time slots of request ri
and di is the execution duration. Denote by SðiÞ the set of the
chosen cloudlets when request ri is admitted, and let bi ¼

ln ð1�RiÞ�cðfiÞ�jSðiÞjP
cj2C ln ð1�rðfiÞ�rðcjÞÞ

, bmin ¼ minri2Rfbig, and bmax ¼ maxri2R

fbig, respectively.
Lemma 10. Let Poff and Doff be the values of the objective func-

tions delivered by the proposed algorithm for P5 and P6,
respectively, Then, ð1þ bmaxÞ � Poff � Doff .

Proof. We show the claim as follows. Poff ¼ Doff ¼ 0 ini-
tially, the claim holds.

Weprove the claimby showing that ð1þ bmaxÞ � DPoff �
DDoff still holds after a request ri arrives, where DPoff and

DDoff are the value differences of the objective functions
for P5 and P6 before and after the request arrives, as

follows.
If request ri will be rejected, DPoff ¼ DDoff ¼ 0, and

ð1þ bmaxÞ � DPoff � DDoff . Otherwise, DPoff ¼ payi and
DDoff ¼

P
t2T0

i
;cj2SðiÞ capj � DAtj þKi, by (41), where DAtj

is the difference before and after the update to Atj, which

is associated with the chosen cloudlet cj. From the update

function (54) of Atj, we have

DDoff ¼
X

t2T0
i
;cj2SðiÞ

capj � DAtj þKi

¼
X
t2T0

i
;

cj2SðiÞ

capj �
 

ln ð1�RiÞ � cðfiÞ �Aij

capj �
P

cj2C ln ð1� rðfiÞ � rðcjÞÞ

þ ln ð1�RiÞ � cðfiÞ � payi
capj � di �

P
cj2C lnð1� rðfiÞ � rðcjÞÞ

!
þKi

¼
 

lnð1�RiÞ � cðfiÞP
cj2C lnð1� rðfiÞ � rðcjÞÞ �

X
t2T;

cj2SðiÞ

Ti½t��Atj

þ
X
t2T0

i
;

cj2SðiÞ

ln ð1�RiÞ � cðfiÞ � payi
di �
P

cj2C lnð1� rðfiÞ � rðcjÞÞ

!
þKi

¼ ln ð1�RiÞ � cðfiÞP
cj2C ln ð1�rðfiÞ � rðcjÞÞ�

X
t2T;

cj2SðiÞ

Ti½t��Atj

þKi þ ln ð1�RiÞ � cðfiÞ � jSðiÞjP
cj2C lnð1� rðfiÞ � rðcjÞÞ � payi

� payi þ bi � payi
� ð1þ bmaxÞ � payi
¼ ð1þ bmaxÞ � DPoff :

(55)
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Notice that Inequality (55) holds, because we have
lnð1�RiÞ�cðfiÞP

cj2C lnð1�rðfiÞ�rðcjÞÞ
�Pt2T;cj2CTi½t��Atj þKi ¼ payi from the

update function (53), and SðiÞ � C. Hence, the lemma

follows. tu
Lemma 11. Algorithm 2 delivers a feasible solution for P6.

Proof. Following Algorithm 2, Inequalities (49) and (52)
hold, by the update function (53) of Ki when a new
request ri arrives. Since the update function (54) of Atj is

non-decreasing, payi � lnð1�RiÞ�cðfiÞP
cj2C lnð1�rðfiÞ�rðcjÞÞ

�P t2T;
cj2C

Ti½t��Atj

is non-increasing. Inequalities (49) and (52) will still hold

when updating the value ofAtj. The lemma then follows. tu
Denote by zi ¼ ln ð1�RiÞ�cðfiÞP

cj2C lnð1�rðfiÞ�rðcjÞÞ
, zmin ¼ minri2Rfzig, and

zmax ¼ maxri2Rfzig.
Lemma 12.

Atj � paymin

dmax
� 1þ zmin

capmax

� �P
ri2R Ti½t��Yij

 !
� 1Þ:

(56)

The proof can be found in Appendix C, available in the
online supplemental material.

Lemma 13.

Atj <
paymax

zmin
� 1þ zmax

capmin
þ zmax � paymax

dmin � capmin
:

��
(57)

The proof can be found in Appendix D, available in the
online supplemental material.

Lemma 14. In the solution for P5 delivered by Algorithm 2,
the violation on the capacity constraint of each cloudlet is upper

bounded by L, where L ¼ cðfÞmax

capmin �lnð1þ zmin
capmax

Þ � lnð
paymax�dmax

paymin
�

ð 1
zmin
þ zmax

zmin�capmin
þ zmax

dmin �capmin
Þ þ 1Þ, and cðfÞmax ¼ maxri2R

fcðfiÞg.
Proof. Combining Lemmas 12 and 13, we have

paymin

dmax
� 1þ zmin

capmax

� �P
ri2R Ti½t��Yij

�1
 !

<
paymax

zmin
� 1þ zmax

capmin

� �
þ zmax � paymax

dmin � capmin

We then have

X
ri2R

Ti½t� � Yij

<
ln paymax�dmax

paymin
� 1

zmin
þ zmax

zmin�capmin
þ zmax

dmin�capmin

� �
þ1

� �
ln 1þ zmin

capmax

� � :

(58)

To calculate the capacity violation, we have

X
ri2R

Ti½t� � cðfiÞ � Yij

�
X
ri2R

Ti½t� � cðfÞmax � Yij

� cðfÞmax

lnð1þ zmin
capmax

Þ � ln
 
paymax � dmax

paymin
�

1

zmin
þ zmax

zmin � capmin
þ zmax

dmin � capmin

� �
þ 1

!
; by (58):

Considering the capacity constraint (33), the capacity
violation on any cloudlet is upper bounded by L. Hence,
the lemma follows. tu

Theorem 3. Given an MEC network G ¼ ðV;EÞ, there is an
online algorithm, Algorithm 2, for the VNF service reliabil-
ity problem under the off-site scheme, which delivers a solution
with a ð1þ bmaxÞ-competitive ratio while the violation of the
computing capacity on any cloudlet is upper bounded by L.
The algorithm takes OðjRj � jCj � log jCjÞ time, where bmax ¼
maxri2R;cj2Cf ln ð1�RiÞ�cðfiÞ�jSðiÞjP

cj2C ln ð1�rðfiÞ�rðcjÞÞ
g, R is the number of requests

arrived during a finite monitoring period of T, and L is defined
in Lemma 14.

Proof. Let OPT4, OPT5 and OPT6 be the optimal solutions to

P4, P5, and P6, respectively. By Lemma 10, Poff � Doff

1þbmax
.

Meanwhile, By Lemma 11, Doff is a feasible solution to

P6, and P6 is a minimization problem, thus, Doff � OPT6.

By the weak duality, OPT6 � OPT5. Also, OPT5 � OPT4

because P5 is the LP relaxation of P4. We then have

Poff � Doff

1þ bmax
� OPT6

1þ bmax
� OPT5

1þ bmax
� OPT4

1þ bmax
:

The violation of the computing capacity of any cloud-
let is upper bounded by L, following Lemma 14.

The time complexity of Algorithm 2 is analyzed as
follows. Since this is an online algorithm, its running
time is proportional to the number of requests dealt with
for the finite monitoring period T. The amount of time
taken for admitting a request ri is dominated by sorting
cloudlets in non-decreasing order of

P
t2T Ti½t� �Atj,

which is OðjCj � log jCjÞ, where C is the set of cloudlets in
G. Selecting the cloudlet with the sorted cloudlet
sequence takes time of OðjCjÞ. The updating of variables
takes Oð1Þ time. As there are jRj incoming requests, the
running time of Algorithm 2 is OðjRj � jCj � log jCjÞ. The
theorem then follows. tu

6 PERFORMANCE EVALUATION

In this section, we study the performance of the proposed
algorithms for the VNF service reliability problem under
both on-site and off-site schemes. We also investigate the
impact of important parameters on the performance of the
proposed algorithms.
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6.1 Environment Settings

We consider an MEC network G ¼ ðV;EÞ consisting of 100
APs and 10 percent of APs are co-located with cloudlets [18].
Each network is generated by the widely used tool GT-
ITM [9]. The computing capacity of each cloudlet is ran-
domly drawn from 2 GHz to 6 GHz [14]. while the reliability
of each cloudlet is a value randomly drawn from 0.99999 to
0.999999 [10]. We assume that there are 10 types of VNFs
offered by the network service provider with each having a
reliability between 0.9 and 0.99 and the amounts of comput-
ing resource demanded for the implementation of a VNF
is ranged from 40 MHz to 400 MHz [13]. For an incoming
request, a random VNF in F is requested, and its reliability
requirement is randomly drawn from 0.9999 to 0.99999 [10].
The running time of each algorithm is obtained based on a
desktop with a 3.4 GHz quad-core Intel i7 CPU and 16 GB
RAM. These parameters are adopted as the default setting
unless otherwise specified.

To evaluate the performance of the proposed algorithms,
Algorithm 1 and Algorithm 2 under on-site and off-site
schemes, respectively, we introduce one benchmark against
the proposed algorithms, which is a greedy algorithm that
always admits incoming requests by placing their VNF instan-
ces to the cloudlets with high reliabilities. We refer to this
algorithm as algorithms Greedy-ON and Greedy-OFF,
respectively. Also, we formulated the Integer Linear Program-
ming (ILP) solution to the problem under both on-site and off-
site schemes, and we refer to these algorithms as algorithms
ILP-ON and ILP-OFF, respectively. The exact solutions deliv-
ered by these ILP algorithmswill be used for the benchmark of
the proposed algorithmswhen the problem size is small.

6.2 Performance Evaluation of Different Algorithms

We first evaluate the performance of Algorithm 1 against
algorithm Greedy-ON and the optimal solution ILP-ON for
the problem under the on-site scheme, by varying the num-
ber of requests from 100 to 1,000. We also evaluate the per-
formance of Algorithm 2 against algorithm Greedy-OFF

and the optimal solution ILP-OFF for the problem under
the off-site scheme, by varying the number of requests from
100 to 1,000. Figs. 2 and 3 depict the accumulated revenues
and running times of different algorithms under both on-
site and off-site schemes, respectively. Fig. 4 depicts the
maximum computing resource violation ratios of Algo-

rithm 1 and Algorithm 2, where the computing resource
violation ratio is the ratio of the over-consumed computing
resource of a cloudlet in a time slot to its computing
resource capacity. From Fig. 2a, we can see that the revenue

collected by algorithm Greedy-ON is 68.5 percent of that of
Algorithm 1 when the number of requests is 1,000. From
Fig. 3a, we can see that the revenue collected by Greedy-

OFF is 54.7 percent of that of Algorithm 2 when the num-
ber of requests is 1,000. It can be seen from Figs. 2a and 4
that Algorithm 1 achieves 94.6 percent of the optimal one
by algorithm ILP-ON, but causes the maximum computing
resource violation ratio of 8.6 percent when the number of
requests is 700. While Fig. 3a indicates that Algorithm 2
can achieve 95.1 percent of the optimal one by algorithm
ILP-OFF but causes the maximum computing resource vio-
lation ratio of 10.4 percent when the number of requests is
500. However, from Fig. 2b, we can see that algorithm ILP-

ON takes a prohibitively long time while Algorithm 1 takes
a much shorter time. And when the number of requests
reaches 800, algorithm ILP-ON fails to deliver any solution
within a reasonable time. The similar performance behav-
iors can be found in Fig. 3b, too. From Figs. 2a and 3a, it can
be seen that Algorithm 1 under the on-site scheme
achieves only 93.9 percent of the performance compared
with the performance by Algorithm 2 under the off-site
scheme when the number of requests is 1,000. However, it
can be seen from Fig. 4 that Algorithm 2 causes more com-
puting resource violation than Algorithm 1. The rationale
behind is that the off-site scheme utilizes multiple cloudlets
to meet the reliability requirements of incoming requests
which facilitates the corporation of different cloudlets to
maximize the collected revenue at the expense of more com-
puting resource violation.

6.3 Impact of Parameters on the Performance of
Different Algorithms

We then evaluate the impact of important parameters on the
proposed algorithms by fixing the number of requests at
1,000. We first investigate the impact of various network

Fig. 2. Performance of different algorithms under the on-site scheme by
varying the number of requests from 100 to 1,000.

Fig. 3. Performance of different algorithms under the off-site scheme by
varying the number of requests from 100 to 1,000.

Fig. 4. The maximum computing resource violation ratios of Algo-

rithm 1 and Algorithm 2 by varying the number of requests from 100
to 1,000.
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sizes on the performance of the proposed algorithms. We
then investigate the impact of various request payments on
the performance of the proposed algorithms. Denote by

k ¼ paymax
paymin

the ratio of the maximum payment paymax to the

minimum payment paymin. We finally study the impact of
the maximum execution duration dmax among requests on
the performance of the proposed algorithms as follows.

We start with evaluating the impact of the network size on
the performance of the proposed algorithms against the
benchmarks Greedy-ON and Greedy-OFF under the on-
site scheme and off-site scheme, respectively, by varying the
network size from 100 to 500 while fixing the number of
requests at 1,000.We also fix the ratio of the number of cloud-
lets to the network size at 0.1. Fig. 5 depicts the accumulated
revenues and running times of different algorithms for the
problem under the on-site scheme. While Fig. 6 depicts the
accumulated revenues and running times of different algo-
rithms for the problem under the off-site scheme. From
Fig. 5a, it can be seen that Greedy-ON achieves 79.3 percent
of the solution delivered by Algorithm 1 with the network
size of 500, while Greedy-ON achieves 68.5 percent of the
solution delivered by Algorithm 1 with the network size
of 100. This can be justified that with a small number of
network size (i.e., limited computing resource), a smarter
scheduling strategy is supposed to be deployed to deal with
a large number of incoming requests to maximize the col-
lected revenue. The similar performance behaviors can be
found in Fig. 6b.

We then study the impact of parameter k on the perfor-
mance of the proposed algorithms. Fig. 7 shows the perfor-
mance impact of k on the proposed algorithms Algorithm 1
and Algorithm 2, by varying k from 1.5 to 3 and the number
of requests from 100 to 1,000. As k is the ratio of themaximum
payment paymax to the minimum payment paymin. We varies
k by varying paymin but fixing paymax. E.g., with k ¼ 1:5, the

payment of each request is randomly drawn from 100 dollars
to 150 dollars. While with k ¼ 2, the payment of each request
is randomly drawn from 75 dollars to 150 dollars. It can be
seen from Fig. 7a that when the number of requests is 100,
Algorithm 1 with k ¼ 3 achieves 63.8 percent of the perfor-
mance of itself with k ¼ 1:5. While when the number of requ-
ests is 1,000, Algorithm 1 with k ¼ 3 achieves 84.4 percent of
the performance of itself with k ¼ 1:5. The rationale behind is
that when the number of requests is large, Algorithm 1 has
better performance in admitting the requests with high pay-
ments but low computing resource consumption. The similar
performance behaviors can be found in Fig. 7b.

We finally investigate the impact of parameter dmax on
the performance of the proposed algorithms. The execution
duration of each incoming request is randomly drawn from
½1; dmax�. Fig. 8 shows the performance of the proposed algo-
rithms, by varying dmax from 4 to 32 and the number of
requests from 100 to 1,000. It can be seen from Figs. 8a and
8b that the accumulated revenue decreases with the growth
of the value of dmax. This is because users request more exe-
cution duration (i.e., more computing resource) while the
payments do not change. The similar performance behav-
iors can be found in Fig. 8b.

7 CONCLUSION

In this paper, we studied reliability-aware VNF service pro-
visioning for IoT applications in an MEC environment to
meet the service reliability requirements of mobile users.
We first formulated a novel VNF service reliability problem
with the aim to maximize the revenue collected for a given

Fig. 5. Performance of different algorithms under the on-site scheme by
varying the network size from 100 to 500.

Fig. 6. Performance of different algorithms under the off-site scheme, by
varying the network size from 100 to 500.

Fig. 7. Performance impact of parameter k on the proposed algorithms,
where k is the ratio of the maximum payment to the minimum payment
among requests.

Fig. 8. Performance impact of parameter dmax on the proposed algo-
rithms, where dmax is the maximum requested execution duration among
requests.
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time horizon by admitting as many as user requests, assum-
ing that user requests arrive one by one, and each incoming
request must be responded by admitting or rejecting it
immediately. We then developed online algorithms with
provable competitive ratios for the problem at the expense
of moderate computing resource violations, through adopt-
ing the primal-dual dynamic updating technique. We
finally evaluated the proposed algorithms through experi-
mental simulations. Experimental results demonstrated that
the proposed algorithms are promising, and outperform the
mentioned benchmark.
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