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Abstract—Data transfer in contemporary networks usually
is associated with strict policy enforcement for data trans-
fer security and system performance purposes. Such a policy
is represented by a service chain consisting of a sequence of
network functions such as firewalls, intrusion detection systems,
transcoders, etc. Due to the high cost and inflexibility of managing
hardware-based network functions, network function virtualiza-
tion (NFV) has emerged as a promising technology to meet the
stringent requirement imposed on the service chain of each data
transfer request in a low-cost and flexible way. In this paper,
we study policy-aware unicast request admissions with and with-
out end-to-end delay constraints in a software defined network.
We aim to minimize the operational cost of admitting a sin-
gle request in terms of both computing resource consumption
for implementing the NFVs in the service chain and bandwidth
resource consumption for routing its data traffic, or maximize
the network throughput for a sequence of requests without the
knowledge of future request arrivals. We first formulate four
novel optimization problems and provide a generic optimization
framework for the problems. We then develop efficient algorithms
for the admission of a single NFV-enabled request with and with-
out the end-to-end delay constraint, where NFV-enabled requests
are defined as the requests with policy enforcement requirements.
We also devise online algorithms with a guaranteed performance
for dynamic admissions of requests without the knowledge of
future arrivals. In particular, we provide the very first online
algorithm with a provable competitive ratio for the problem
without the end-to-end delay requirement. We finally evaluate
the performance of the proposed algorithms through experi-
mental simulations. Experimental results show that the proposed
algorithms are promising and outperform existing heuristics.

Index Terms—Policy-aware unicasting, operational cost
minimization, online algorithms, service chains, software defined
networks, network function virtualization, algorithm design and
analysis.

I. INTRODUCTION

TO ENSURE data transfer security, system performance,
and data integrity, modern communication networks rely
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on a wide spectrum of hardware middleboxes such as fire-
walls, intrusion detection systems, and traffic compression.
Data transfer in such networks often have associated policy
enforcement requirements, which are represented as a speci-
fied sequence of network functions such as firewalls, intrusion
detection systems (IDSs), deep packet inspection (DPI), and so
on. Network Function Virtualization (NFV) that implements
network functions as software running in a virtual machine
has emerged as a promising technique to meet network pol-
icy enforcement requirements introduces a new dimension for
cost savings on hardware, and enables flexible, faster deploy-
ments of new network functions. As network functions can
be agilely and dynamically initiated and reused by different
users, this allows network operators to meet users require-
ments in a cost-effective way. Along with the NFV technology,
Software-Defined Networking (SDN) has also been envisioned
as another disruptive technology for network virtualization,
which separates the network control plane from the data plane.
SDN offers easy network management and simplified network
configurations. In particular, data transfers can be performed
efficiently and effectively through automatic route rearrange-
ments, allowing network operators to dynamically adjust the
route of traffic. Considering that unicasting is a primitive func-
tionality of networks, in this paper we study the admissions
of unicast requests with policy-enforcement in an SDN, by
implementing the policies through virtual machines in data
centers, and we refer to such a request as an NFV-enabled
request.

Admitting NFV-enabled requests in an SDN poses great
challenges. First, for each NFV-enabled request, we must
determine not only a routing path for its data traffic but also
which data centers to be included in the routing path. Second,
since NFV-enabled requests arrive into the system dynamically
and unpredictably, the response to each incoming request by
either admitting or rejecting it is crucial in order to maximize
the network throughput. If a request is admitted, a routing
path and a set of data centers on the path should be found for
the request immediately. The dynamic nature of resource allo-
cation in SDNs and unpredictability of future request arrivals
further increases the difficulty in tackling this dynamic request
admission problem.

Several efforts on implementing NFV-enabled requests in
SDNs have been taken recently [14], [15], [21]–[23]. Most of
these studies however either considered computing resource
at nodes [23], assuming that only one VM is associated to a
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service chain of each request [3], [14], [15], [22] by consoli-
dating all network functions of the service chain into a single
data center (server), or found a cost-inefficient routing path
(rather than a routing walk) in which a data center (server) or
link appears only once [20], [21].

We distinguish our work in this paper from the afore-
mentioned work as follows. (i) We assume that the VMs
for different network functions of the service chain of each
NFV-enabled request can be implemented at different data
centers (servers), rather in a single data center; and (ii) we
not only make use of existing VMs but also create new VMs
for implementing network functions in data centers, depend-
ing on which option leads to further cost savings. It must
be mentioned that this is an extended version of a confer-
ence paper in [16]. The main difference between this extended
version and its conference counterpart are listed as follows.
(1) We provide a general optimization framework for NFV-
enabled request optimization problems. (2) We consider the
operational cost minimization problem for a single request
admission by exploring the sharing of VNF instances of differ-
ent network functions among different requests. (3) In addition
to developing online algorithms for dynamic NFV-enabled
request admissions in the conference version, we also con-
ducted a detailed analysis on the competitive ratio of the
proposed online algorithm for the problem without the end-
to-end delay constraint. (4) In the performance evaluation,
we conducted extensive experiments to evaluate the perfor-
mances of all proposed algorithms against the benchmarks.
We also investigate the impact of important parameters on the
performance of the proposed algorithms.

To the best of our knowledge, we provide the very first
generic optimization framework for NFV-enabled unicasting
with and without end-to-end delay constraints, by implement-
ing the service chain of each NFV-enabled request in multiple
data centers to either minimize the implementation cost of the
request, or maximize the network throughput of a sequence of
NFV-enabled requests without the knowledge of future request
arrivals.

The main contributions of this paper are as follows.
• We first formulate novel optimization problems for NFV-

enabled unicasting in SDNs, and propose a generic
optimization framework for the admissions of NFV-
enabled requests with and without end-to-end delay
constraints.

• We then devise efficient algorithms for minimizing the
implementation cost of each NFV-enabled request in
terms of computing and bandwidth resource consump-
tions.

• We also deal with the admissions of dynamic NFV-
enabled requests without the knowledge of future arrivals,
and devise the very first online algorithm with a provable
competitive ratio for the problem without the end-to-
end delay constraint; otherwise, we develop a fast online
algorithm.

• We finally evaluate the performance of the proposed algo-
rithms through experimental simulations. Experimental
results demonstrate that the proposed algorithms are
promising and outperform existing heuristics.

The rest of the paper is organized as follows. Section II
will review existing studies. Section III will introduce the
system model and problem definitions. Section IV will propose
a novel optimization framework for NFV-enabled unicast-
ing. Section V will devise efficient algorithms that admit
a single NFV-enabled request with and without the end-to-
end delay constraint. Section VI will develop online algo-
rithms for dynamic admissions of a sequence of NFV-enabled
requests without the knowledge of future arrivals. Section VII
will provide experimental results on the performance of
the proposed algorithms, and Section VIII concludes the
paper.

II. RELATED WORK

There are recent studies on implementing NFV-enabled uni-
casting in SDNs. For example, under an ideal model with the
assumption that each data center (server) can accommodate
only one VM and different VMs for different network func-
tions have the same amount of computing resource, Lukovszki
and Schmid [23] showed that for a request with a service
chain of length 3, finding a minimum cost routing walk for the
request in an SDN is NP-hard, and there is no approximate
solution with a constant approximation ratio for it, i.e., the
problem is APX-hard, where a walk may not be a simple path,
in which a node and/or an edge can appear multiple times.
Furthermore, they provided an O(log l)-competitive online
algorithm under the assumption that each node capacity are at
least logarithmic in l, where l is the maximum length of any
NFV-enabled request. However, they only considered the com-
puting cost at servers without taking the bandwidth demand
of each request into consideration when identifying a routing
walk for the request. Lukovszki et al. [22] recently consid-
ered middlebox placements in a n-node network so that each
source-destination pair in a set has a path of length at most L
with one middlebox in it. And each middlebox can be used by
at most k pairs. They devised an approximation algorithm with
an approximation ratio of O(log min{n, k}) for the problem,
assuming that only one VM or one network function asso-
ciated with each request and each server can accommodate
no more than k VMs. This assumption however is over sim-
plified as the length of a service chain of a request may be
far larger than one. Huang et al. [14], [15] considered con-
solidating all NFVs of a service chain into a single VM and
placed the VM into one of the data centers in the network.
Li et al. [21] considered requests from a single tenant with
the end-to-end delay constraint in a data center, for which they
considered routing the packets from the tenant by partitioning
the service chain into different server racks in a data center,
and provided a solution by adopting the dynamic program-
ming strategy. Kuo et al. [20] studied the NFV-enabled request
routing problem in an SDN by fully utilizing existing VMs
for network functions at different servers attached to SDN-
enabled switches. They developed a heuristic algorithm by
incorporating the bandwidth requirement into consideration.
They also made use of the dynamic programming strategy.
However, there is an important assumption in [20] and [21].
That is, they find a routing path, rather than a routing walk,
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for each request. This implies that a server and a link in the
routing path can only appear once, which may not be cost-
effective in practice if a server contains the VMs of multiple
NFVs that are not consecutive in the service chain of the
request. Clearly, significant costs could potentially be saved by
visiting the server multiple times. In fact, realizing an NFV-
enabled request in an SDN with the minimum implementation
cost is to strive for a fine tradeoff between the computing
resource usage and the bandwidth resource usage in the SDN.
Sometimes, it is very costly to make use of an existing VM
of an NFV that is far from the source and the destination of a
request. Instead, creating a new VM for the NFV in a server
nearby the source and/or the destination of the request can be
much cheaper, as far less bandwidth will be consumed on its
routing path. Xu et al. [29] recently generalized the online
NFV-enabled unicasting problem to the online NFV-enabled
multicasting problem in SDNs. They proposed a novel online
algorithm with performance guarantee for online NFV-enabled
multicasting. Eramo et al. [6] studied the offline and online
throughput maximization problems in NFV-enabled networks,
by proposing efficient heuristics. Bari et al. [3] investigated
the virtualized network function orchestration problem, by
determining the required number and placement of VNFs that
optimizes network operational costs and utilization, without
violating service level agreements. An integer linear program-
ming (ILP) based solution is proposed for small problem sizes,
and a dynamic programming-based heuristic is used for large
network sizes.

There are studies on virtual network embedding (VNE)
that aim to embed a set of virtual networks with computing
resource demand on nodes and network bandwidth demand
on links to a substrate network with node and link resource
capacities [8], [30], [31], this problem is termed as the Virtual
Network Embedding problem (or VNE for short). At first sight,
the problem in this paper is similar to the VNE problem.
However, the problem of NFV-enabled unicasting is essen-
tially different from the VNE problem, due to the following
reasons. First, the VNE problem deals with a virtual network
denoted as a graph, whereas the service chain of each request
is a sequence of network functions denoted as a chain. Second,
in the VNE problem, resources allocated to a user are exclu-
sive to that user whereas allocated resources in the admission
of NFV-enabled requests can be shared by multiple users.
Specifically, different virtual networks do not share comput-
ing and bandwidth resources with the other virtual networks
embedded in the same substrate network, while the VNF
placement of different network functions service chains is to
explore the VNF instance sharing among different requests or
creating new VNFs for some requests. Third, there are no
node ordering requirements in the VNE problem; the traf-
fic of a service chain however is required to pass through
the network functions in the specified order of the service
chain.

III. PRELIMINARIES

In this section, we first introduce the system model and
notations, and then define the problems precisely.

Fig. 1. A software-defined network G with a set V = {v1, v2, v3, v4, v5, v6}
of SDN-enabled switch nodes and a subset VS = {v1, v4, v5, v6} (VS ⊆ V) of
switch nodes attached with data centers.

A. System Model

We consider a software-defined network G = (V, E) with
a set V of SDN-enabled switch nodes and a set E of links
between SDN-enabled switch nodes. To implement various
network functions as Virtual Machines (VMs), some of the
switch nodes are attached with data centers that host the
VMs for the network functions. Without loss of generality,
we assume that implementing network functions at data cen-
ters incur costs and delays. Similarly, data transfers at each
link e ∈ E incur communication costs and transmission delays.
We further assume that the communication delay and the cost
between a switch node and the data center attached to it are
negligible in comparison with the communication delay and
the cost of other nodes in the network, as they are connected
by a high-speed optical fiber. We thus denote by VS (⊆ V)
the subset of switch nodes attached with data centers. Notice
that each node v ∈ VS is treated like a switch node without
an attached data center if its data center will not be used for
implementing network functions of an NFV-enabled request.
Otherwise, the processing cost and delay of implementing a
VM at the data center attached to v must be taken into account.
Following the same model as [2] and [26] and the obser-
vation that additional computing and storage resources can
be added to the network by purchasing and installing new
hardware in data centers, whereas adding additional network
bandwidth resources via building communication cables that
connect data centers in different cities or continents is beyond
the capacity of most network service providers, we primarily
deal with bandwidth capacity of links in this paper. Denote
by Be the bandwidth capacity of a link e ∈ E in G. In this
paper, we assume that each data center in VS has rich comput-
ing and storage resources for implementing network functions.
There is an SDN controller in G that controls both the com-
puting and bandwidth resources of G and performs resource
allocations to meet the resource demands of each admitted
NFV-enabled request, where an NFV-enabled request is admit-
ted if its demanded resources can be met. Figure 1 is an
example of an SDN, where switch nodes v1, v4, v5, and v6
are attached with data centers, while the rest of its nodes are
not.
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We here consider an NFV-enabled request that transfers its
data from a source to a destination such that the traffic passes
through a sequence of network functions in a specified order.
Such a request requires not only bandwidth resource demands
to transfer data traffic but also computing resource demands
to implement its sequence of network functions in VMs.

Consider the kth request ρk = (sk, tk; SCk, bk) with band-
width requirement bk and the service chain SCk, where SCk =
〈SCk,1, SCk,2, . . . , SCk,l〉 is a sequence of network functions
for which each packet from its source sk to its destination
tk must pass through one by one in order. Recall that some
switches are attached with data centers, while others are not. If
a switch is not attached to any data center, it only serves as a
routing switch; otherwise, the switch can serve two roles: one
serves as a routing switch; another serves not only as a routing
switch but also as its attached data center for implementing
some (or all) of the network functions in SCk. If a switch has
this latter role, the switch and its attached data center can be
interchangeably used in the rest of this paper. Furthermore,
if there is a VM (or an instance) for implementing a spe-
cific network function in a data center, then the VM will be
used; otherwise (if no such VM exists), a new VM can be
created in the data center if needed. Some users may impose
stringent end-to-end delay constraints Dk on their requests ρk

while others do not. We will consider both cases in this paper.

B. Problem Definitions

Given a software-defined network G = (V, E), a sub-
set VS ⊂ V of switches attached with data centers each
of which has unlimited computing resource, and a request
ρk = (sk, tk; bk, SCk), we assume that G has sufficient com-
puting resource to meet the computing resource demands of
any NFV-enabled request while the bandwidth capacity at each
link is limited. We further assume that the network operator
of G charges each admitted request on a pay-as-you-go basis,
and it focuses on minimizing its operational cost which is the
sum of computing and bandwidth resource consumption costs
for implementing the requests. Assuming that ce and cv repre-
sent the costs of using one unit of bandwidth and computing
resources at link e ∈ E and data center v ∈ VS, respectively,
we define the following four optimization problems in the
SDN G.

Definition 1: The NFV-enabled unicasting problem in an
SDN G = (V, E) with a set VS of data centers for an NFV-
enabled request ρk (= (sk, tk; SCk, bk)) is to find a routing
walk for ρk such that its implementation cost, in terms of
both computing and bandwidth resource consumption, is min-
imized, subject to the bandwidth capacity constraint at each
link in G, assuming that computing resource at data centers
are unlimited.

Definition 2: The delay-aware NFV-enabled unicasting
problem in an SDN G = (V, E) with a set VS of data cen-
ters for an NFV-enabled request ρk (= (sk, tk; SCk, bk, Dk))
is to find a routing walk for ρk such that its implementation
cost is minimized while the end-to-end delay of the walk is no
greater than a given end-to-end delay constraint Dk, subject to
the bandwidth capacity constraint at each link in G, assuming
that the computing resource at data centers are unlimited.

Definition 3: The online NFV-enabled unicasting problem
in an SDN G = (V, E) with a set VS of data centers is
to admit as many NFV-enabled requests as possible without
the knowledge of future request arrivals, subject to the band-
width capacity constraint at each link in G, assuming that the
computing resource at data centers are unlimited.

Definition 4: The online delay-aware NFV-enabled unicas-
ting problem in an SDN G = (V, E) with a set VS of data
centers is to admit as many NFV-enabled requests as possi-
ble without the knowledge of future request arrivals, while
meeting the end-to-end delay requirement of each admitted
request, subject to the bandwidth capacity constraint at each
link in G, assuming that the computing resource at data centers
are unlimited.

Notice that both the delay-aware NFV-enabled unicasting
problem and the online delay-aware NFV-enabled unicast-
ing problem are both NP-hard, as the well known delay-
constrained shortest path problem is NP-hard [17], which is a
special case of these two problems where each node has an
attached data center. Even if G is a directed acyclic graph,
both the problems are still NP-hard [28].

IV. A GENERIC OPTIMIZATION FRAMEWORK

In this section, we propose a generic framework for solving
the four mentioned optimization problems.

A. Overview

There are two important issues for solving the problems.
One is the resource availability. Given an NFV-enabled request
ρk, whether it can be admitted or rejected will be deter-
mined by the availability of its demanded resources in G.
Another is which data centers should be used to implement
its service chain, considering that the network functions in the
service chain can be implemented in different data centers.
These two issues are critical for delivering efficient and high-
quality solutions to the problems, since careless admissions of
requests can significantly increase their implementation costs,
violate their end-to-end delay requirements, and heavily affect
the admissions of future requests. We address these issues
by proposing a novel optimization framework that efficiently
reduces each of the four problems into a problem of finding a
(delay-constrained) shortest path in an auxiliary acyclic graph
Hk = (Nk, Ak) for each incoming request ρk. Specifically,
if there is no such path in Hk, this implies there are insuf-
ficient resources in G to meet the demands of the request,
and the request should be rejected. Otherwise, a routing walk
(sometimes a path) for ρk then will be derived from the found
(delay-constrained) shortest path Hk. The construction of Hk

is as follows.

B. The Construction of the Auxiliary Directed Acyclic Graph
Hk for Request ρk

Recall that there may have multiple candidate data centers
that have the VMs for the jth network function SCk,j of the
service chain SCk or the VM that can be created from the data
centers. For clarity, let Vj be the set of data centers that can
implement SCk,j. The node set Nk of Hk consists of all such
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Fig. 2. A constructed auxiliary graph Hk , where V1, . . . , Vl represent the
sets of candidate nodes for each service layer in the service chain.

sets of data centers and the source, destination of request ρk,
i.e., Nk = ∪l

j=1Vj ∪{sk, tk}. To guarantee network functions of
SCk are traversed in its specified order, we connect nodes in
Nk according to the specified order. Specifically, we first add
a directed edge from sk to each node v ∈ V1 and the weight of
this edge is the cost of the shortest path in G between sk and v
if such a path exists. We then add a directed edge from a node
v ∈ Vl to tk and assign its weight as the cost of the shortest
path in G between v and tk if the path exists. We thirdly add
a directed edge from a node u ∈ Vj to a node in u ∈ Vj+1 and
assign its weight to be the cost of the shortest path between
them in G if the shortest path exists. Notice that, if nodes
u and v for implementing different network functions are in
the same data center, the weight of the edge is zero. Thus,
Ak = {〈sk, v〉 | v ∈ V1} ∪ {〈v, tk〉 | v ∈ Vl} ∪l−1

j=1{〈u, v〉 | u ∈
Vj & v ∈ Vj+1}. Figure 2 gives an example of the auxiliary
graph.

C. Operational Cost and Transmission Delay Models

Realizing NFV-enabled requests in an SDN consumes its
computing and bandwidth resources which incur the oper-
ational cost. To minimize the implementation cost of each
request ρk, we strive for the fine tradeoff between the com-
puting resource consumption at data centers for implementing
the service chain of the request and the bandwidth resource
consumption for routing the packets of the request along a
routing path (or walk) from nodes sk to tk. If such a request
also has an end-to-end delay requirement, we consider not only
the processing delay of each VM in data centers but also the
data transmission delays at links in G. Specifically, consider
implementing the network function SCk,j of service chain SCk

in a switch node v (∈ VS) with an attached data center, the
implementation cost cv(k, j) of SCk,j at v is the cost of using
a VM resource for SCk,j if the VM already exists in v; other-
wise, the implementation cost will consist of the setup cost of
the VM for SCk,j and the cost of using the VM in v. That is,
for each node v ∈ Vj ⊂ Nk, the cost cv(k, j) of implementing
the network function SCk,j of service chain SCk for all j with
1 ≤ j ≤ l is

cv(k, j) =
{

cv(SCk,j) if there is a VM of SCk,j in v,
cv(SCk,j)+ Inv(SCk,j) otherwise,

(1)

where Inv(SCk,j) is the setup cost of a VM at v for SCk,j.

The processing delay dv(k, j) by running the VM for SCk,j

at a data center v ∈ Vj ⊂ Nk can be defined similarly. That is,
for all j with 1 ≤ j ≤ l,

dv(k, j) =
{

dv(SCk,j) running duration of the VM of SCk,j at v,
dv(SCk,j)+ din

v otherwise,

(2)

where din
v is the VM setup delay for SCk,j at node v. Notice that

there usually is a queuing delay for processing each admitted
request at a data center. As we assume that each incoming
request must be responded by either rejecting or admitting it
immediately, and each data center has enough resource to meet
the request computing demands, such a queuing delay in the
data center assigned to it can be ignored, compared with its
processing delay in the data center.

For each directed edge e = 〈u, v〉 ∈ Ak, the cost of admitting
an NFV-enabled request ρk is proportional to the accumulated
amount of bandwidth consumed at links by the request, i.e.,

ce(k) = cu,v(k) =
∑

e′∈Pu,v

ce′ · bk, (3)

where Pu,v is the shortest path in G from u to v, and ce′ is the
cost of unit bandwidth at link e′ ∈ Pu,v.

Similarly, the transmission delay de(k) on link e ∈ Ak is

de(k) = du,v(k) =
∑

e′∈Pu,v

de′ (4)

where Pu,v is the shortest path in G from u to v, and de′ is the
delay on link e′ ∈ Pu,v.

V. ALGORITHMS FOR DELAY-AWARE NFV-ENABLED

UNICASTING PROBLEM

In this section we devise efficient algorithms for the NFV-
enabled unicasting problem with and without the end-to-end
delay constraint. We start with the problem without the end-to-
end delay constraint. We then consider the delay-aware NFV-
enabled unicasting problem.

A. Optimal Algorithm Without the End-to-End Delay
Constraint

The basic idea behind the proposed algorithm is that the
routing walk in G for a request ρk must pass through l VMs on
the walk with each VM corresponding to a network function
in SCk in its specified order. The VM for a specific network
function may already exist in a data center, or can be dynami-
cally created in that data center or the other data centers. Thus,
any data center (or a subset of data centers if there are restric-
tions on the use of other data centers) can be a candidate data
center for the implementation of that network function.

To this end, we first construct an auxiliary directed acyclic
graph Hk = (Nk, Ak; cv(k), ce(k)) for each request ρk, as
detailed in the previous section, where costs cv(k, j) and
ce(k, j) are the usage costs of implementing SCk,j at node
v ∈ Vj and an edge 〈u, v〉 ∈ (Vi × Vi+1) ∩ Ak, which have
been defined in Eqs. (1) and (3), respectively.

We then find a shortest path P′ in Hk from node sk to node
tk. If P′ exists, a routing walk P in G from sk to tk can then
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Algorithm 1 Finding a Minimum-Cost Routing Path for an
NFV-Enabled Request ρk

Input: An SDN G = (V, E) with a set VS of data centers and
installed VMs implementing network functions, a request
ρk = (sk, tk; SCk, bk) with source node sk, destination
node tk, bandwidth resource demand bk and the service
chain SCk = 〈SCk,1, SCk,2 . . . , SCk,l〉.

Output: Admit or reject request ρk. If it is admitted, find a
minimum cost routing walk in G for it, in which some
existing VMs will be utilized while the VMs for other
network functions in SCk can be created at data centers
on the walk.

1: Denote by G = (V, E) the resulting graph after the
removal of links with residual bandwidth less than � · bk

from G, assign each link in G a cost of using the amount
bk of bandwidth, where � = |SCk|;

2: Compute all pairs shortest paths in G(V, E);
3: Construct the auxiliary directed acyclic graph Hk =

(Nk, Ak; cv(k), ce(k)) and assign a weight to each of its
nodes and edges by Eqs.(1) and (3);

4: Find a shortest path P′ in Hk from sk to tk in terms of the
weighted sum of edges and nodes in the path;

5: If P′ exists, a routing walk (or a pseudo-routing path) P in
G for ρk is derived by replacing each edge in P′ with its
corresponding shortest path in G; otherwise, reject request
ρk.

be derived, by expanding each edge in the shortest path in
Hk to the set of edges in the corresponding shortest path of
G. Notice that the derived walk P in G may not be a simple
path, because a node and/or an edge in G can appear multiple
times in P. Thus, for each incoming request ρk, it is either
admitted or rejected, depending on the resource availabilities.
If it is admitted, a routing walk P in G with the minimum
operational cost will be delivered.

The detailed algorithm for NFV-enabled unicasting problem
without the end-to-end constraint is given in Algorithm 1.

The rest is to show the correctness and analyze the time
complexity of the proposed algorithm, Algorithm 1. We
start with the following lemma.

Lemma 1: Given an SDN G = (V, E), a set VS of data
centers, an NFV-enabled request ρk can be admitted by the
system if the destination node tk is reachable in Hk from the
source node sk.

Proof: We show the claim by contradiction. Following the
construction of Hk, Hk is a layered directed acyclic graph,
node sk is at layer zero, each node v ∈ V1 is at layer one, and
node tk at layer �+ 1 if |SCk| = �.

Let v ∈ Vj be a reachable node in Hk from sk and the
layer number j is the maximum value. Clearly, 1 ≤ j ≤ l.
Otherwise, there is a directed edge in Hk from v to tk, and tk
is reachable from sk. As there is no directed edge in Hk starting
from v ∈ Vj, this implies that there is insufficient bandwidth
resource in any path in G from v to tk, and the request ρk will
be rejected.

Lemma 2: Given an SDN G = (V, E) and an NFV-enabled
request ρk with the bandwidth demand bk, and a service chain
SC with |SCk| = �, to ensure that there is a feasible solution
by Algorithm 1, for any admitted request ρk, the amount
of available bandwidth at each link in G when implementing
ρk is no less than � · bk.

Proof: The amount of available bandwidth l · bk at each
link for the admission of ρk is the most conservative esti-
mation. To show this claim, we consider an extreme case
where the SDN consists of nodes v1, v2, . . . , vn, and there
is an edge between vi and vi+1 with 1 ≤ i < n. We
assume that v1 = sk and vn = tk, and only two nodes vi

and vi+1 in the SDN are attached with data centers. We fur-
ther assume that vi contains the VMs of network functions
SCk,1, SCk,3, SCk,5, . . . , SCk,�−1 while node vi+1 contains the
VMs for network functions SCk,2, SCk,4, SCk,6, . . . , SCk,� of
the service chain SCk of request ρk, and l is even. We assume
that the cost of creating a new VM or migrating an existing
VM between vi and vi+1 is much higher than the cost of for-
warding a packet to the data centers. In order to implement
the service chain SCk of ρk, the routing walk for request ρk

must traverse link (vi, vi+1) at least �/2 times with each direc-
tion, and each traversal on the link consumes the amount bk

of bandwidth. Thus, the amount of bandwidth consumed for
implementing SCk in link (vi, vi+1) is at least � · bk if the link
is undirected. The lemma thus follows.

Theorem 1: Given an SDN G = (V, E) with a set VS of
data centers (VS ⊆ V), there is an algorithm, Algorithm 1,
for the NFV-enabled unicasting problem, which takes O(|V|3)
time and delivers an optimal solution for the problem.

Proof: Following Lemma 1, if sk is reachable in Hk from
sk, then request ρk is admissible.

We first show the solution obtained by Algorithm 1 is
feasible. Let P′sk,tk be a shortest path in Hk from sk to tk. It
can be seen that there is a corresponding routing walk in G
from sk to tk that passes through the data centers implementing
network function Sk,j in service chain SCk in order due to the
fact that Hk is a layered directed acyclic graph, 1 ≤ j ≤ l.
Since P′sk,tk is the shortest path, the cost of realizing ρk is the
minimum one.

We then analyze the time complexity of Algorithm 1.
The construction of Hk = (Nk, Ak) takes O|V|3) time, as
|Nk| = ∑�

i=1 |Vi| + 2 ≤ |V|2 and |Ak| = O(
∑�

i=1(|Vi| ×
|Vi+1|)) = O(|V|3). The edge and node assignments in Hk can
be implemented through computing all pairs of shortest paths
in G that take O(|V|3) time. Since Hk is a directed acyclic
graph, it takes a linear time to find a shortest path in it [5].
Thus, finding a shortest path P′sk,tk in Hk from sk to tk takes
O(|Nk|+|Ak|) = O(|V|2) time. The routing walk for request ρk

in G then can be derived from P′sk,tk in O(|V|+|SCk|) = O(|V|)
time. Algorithm 1 thus takes O(|V|3) time.

B. Heuristic Algorithm With the End-to-End Delay
Constraint

We then deal with the delay-aware NFV-enabled unicast-
ing problem that is NP-hard, as the well-known NP-complete
problem - the delay-constrained shortest path problem [9], is
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one of its special cases. In the following we focus on devising
a heuristic algorithm for the problem.

The technique adopted is similar to the one for the problem
without the end-to-end constraint. The only difference lies in
finding a delay-constrained shortest path, instead of a shortest
path, in Hk. Specifically, we first construct a directed acyclic
graph Hk = (Nk, Ak; cv(k), ce(k), dv(k), de(k)) as defined in
the previous section, and now associated with each edge e ∈
Ak, in addition to its cost ce(k), a delay de(k) is assigned
too, which is the delay sum of all edges in the shortest path
of G from one endpoint to another endpoint of e. Similarly,
associated with each data center v for implementing SCk,j,
the running time delay dv(k, j) is assigned in addition to the
processing cost cv(k, j).

We then find a delay-constrained shortest path in Hk from
sk to tk in terms of the usage costs of both computing and
bandwidth resources while meeting the end-to-end delay of
request ρk. In other words, the problem is to find a delay-
constrained shortest path P′ in Hk(Nk, Ak;we(k), dv(k), de(k))
from sk to tk in terms of its edge cost while d(P) =∑

v∈V(P) dv(k) + ∑
e∈P de ≤ Dk, where Dk is the given

end-to-end delay bound for request ρk. We find the delay-
constrained shortest path P′ in Hk, by adopting the algo-
rithm due to Juttner et al. [17] whose description is as
follows.

Given a directed, connected graph G = (V, E), a non-
negative cost ce and a non-negative delay de for each link
e ∈ E, a source node s, a destination node t, and a positive
delay constraint �delay, the algorithm by Juttner et al. [17]
finds an approximate solution to a delay-constrained shortest
path problem with an objective to minP′∈P ′(s,t)

∑
e∈P′ ce, where

P ′(s, t) is the set of paths in G from s to t while the end-to-
end-delay of each path is bounded by �delay. The details are
described in Algorithm 2.

We finally find a routing walk P in G for request ρk, which
is derived from the shortest path P′ in Hk. The heuristic for
the delay-aware NFV-enabled unicasting problem is proposed
in Algorithm 3.

We now show that Algorithm 3 delivers a feasible solu-
tion to the delay-aware NFV-enabled unicasting problem by
the following theorem.

Theorem 2: Given an SDN G = (V, E) with a set VS of
data centers, there is an algorithm for the delay-aware NFV-
enabled unicasting problem, Algorithm 3, which delivers a
feasible solution in O(|V|3) time.

Proof: The solution delivered by Algorithm 3 does
not violate bandwidth capacity constraints on links, because
the links without sufficient residual bandwidths to accom-
modate request ρk will not be contained in the resulting
graph G. In addition, the found path P′ in Hk meets the
end-to-end delay requirement Dk of ρk, by the algorithm
due to Juttner et al. [17], since the end-to-end delay of the
derived routing walk P in G from P′ equals the end-to-end
delay of P′.

The dominant time of Algorithm 3 is the time of finding
a delay-constrained shortest path in Hk, while the construc-
tion of Hk takes O(|V|3) time. In addition, the running time
of Algorithm 2 in Hk(Nk, Ak) is O(|Nk|2 log4 |Nk|) =

Algorithm 2 Finding a Delay-Constrained Shortest Path in
Hk [17]
Input: Hk = (Nk, Ak; cv(k), ce(k), dv(k), de(k)), a request ρk.
Output: Admit or reject request ρk. If it is admitted, find

an approximate delay-constrained shortest path P′ while
d(P′) ≤ Dk.

1: Find a shortest path Pc in Hk from sk to tk by applying
Dijkstra’s algorithm, using only the edge weights we for
all e ∈ Ak in Hk;

2: if
∑

e∈Pc
de(k) ≤ Dk then

3: return path Pc

4: else
5: Find a shortest path Pd in Hk from sk to tk by applying

Dijkstra’s algorithm, using only the edge delays de in
Hk;

6: if
∑

e∈Pd
de(k) > Dk then

7: return no solution, reject ρk.
8: else
9: boolean← false;

10: while boolean = true do
11: λ ← c(Pc)−c(Pd)

d(Pd)−d(Pc)
, where c(P) and d(P) are the

sums of costs and delays on the edges in P,
respectively;

12: Find a shortest path Pr in Hk from sk to tk by apply-
ing Dijkstra’s algorithm, using a modified edge
weights cλ(e) = ce + λ · de;

13: if cλ(Pr) = cλ(Pc) then
14: boolean← true;
15: else
16: If d(Pr) ≤ Dk, Pd ← Pr; otherwise Pc ← Pr;
17: end if
18: end while
19: return path Pd;
20: end if
21: end if

O(|VS|2 log4 |VS|) = O(|V|2 log4 |V|). As a result, the running
time of Algorithm 3 is O(|V|3).

VI. ONLINE ALGORITHM FOR DYNAMIC ADMISSIONS OF

NFV-ENABLED REQUESTS ROUTING

In this section, we deal with dynamic admissions of NFV-
enabled requests with and without end-to-end delay require-
ments, assuming that requests arrive one by one without the
knowledge of future request arrivals. Each arrived request
must be responded by either admitting or rejecting it immedi-
ately, depending on the availabilities of its demanded resources
at that moment. The objective is to maximize the network
throughput, i.e., to maximize the number of requests admitted
for a given monitoring period.

The general strategy for dynamic admissions of NFV-
enabled requests still makes use of the proposed frame-
work in Section IV. However, the cost (or weight) assigned
to each node and edge in G will be different from
the ones in Eqs. (1) and (3) but we will incorporate
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Algorithm 3 Finding a Delay-Constrained Routing Path for
Request ρk

Input: Hk = (Nk, Ak; cv(k), ce(k), dv(k), de(k)) with a set
VS of nodes attached data centers and installed VMs
implementing network functions, a request ρk =
(sk, tk; SCk, bk, Dk) with source node sk, destination node
tk, bandwidth resource demand bk and the service chain
SCk = 〈SCk,1, SCk,2 . . . , SCk,l〉, and the end-to-end delay
constraint Dk.

Output: Admit or reject request ρk. If it is admitted, find a
routing walk in G for the request while meeting its end-
to-end delay constraint.

1: Denote by G = (V, E) the resulting graph after the
removal of edges with residual bandwidth less than � · bk

from G, assign each edge in G a cost of using the amount
bk of bandwidth, where � is the number of network
functions in SCk;

2: Compute all pairs shortest paths and the delays of the
shortest paths in G;

3: Construct an auxiliary graph Hk =
(Nk, Ak; cv(k), ce(k), dv(k), de(k)) and assign a weight to
each of its nodes and edges by Eqs.(1), (2), (3), and (4);

4: Find an approximate delay-constrained shortest path P′ in
Hk from sk to tk, in terms of the weighted sum of the cost
of edges and nodes while meeting the end-to-end delay of
ρk, by invoking Algorithm 2;

5: If P′ exists, a routing walk P in G for ρk is derived, by
replacing each edge in P′ with its corresponding shortest
path in G; otherwise, reject request ρk.

the resources demands of future requests into consider-
ation when we assign weights (cost/delay) to links and
nodes in G.

A. Online Algorithm With a Guaranteed Competitive Ratio
for the Online NFV-Enabled Unicasting Problem

The construction of the auxiliary directed acyclic graph Hk

for each request ρk is identical to the one in the previous sec-
tion. The cost (or weight) assignment to each node or edge will
be jointly determined by its current workload (or the utilization
ratio) and capacity of the resource dynamically. Specifically,
let Hk = (Nk, Ak) be the auxiliary graph for the kth NFV-
enabled request ρk. We define the potential cost of each node
or edge in Hk as follows.

For each node v ∈ Vj ⊂ Nk where Vj is the set of nodes at
layer j of Hk, if the VM for SCk,j is implemented at node v,
then the cost assigned to node v is

cv(k, j) = C(v)

(
α

1−Cv(k)
C(v) − 1

)
if v is a data center, (5)

where α is a constant with α > 1, Cv(k) = Cv(k − 1) −
c(VMj) is the amount of available computing resource at data
center v, and VMj is the VM for the specific network function
SCk,j implemented in data center v, and Cv(0) = C(v) is the
computing resource capacity at node v ∈ VS. As we assume
that the capacity C(v) at each data center v ∈ VS is unlimited,

its resource consumption (or the cost) for SCk,j can be ignored.
In the rest of the discussions, we only focus on the bandwidth
constraint.

For each edge e = 〈u, v〉 ∈ E in G, the cost assigned to it is

cu,v(k) = B(u, v)

(
β

1− Bu,v(k)
B(u,v) − 1

)
, (6)

where β is a constant with α > 1, Be(k) = Be(k − 1)− bk is
the residual amount of bandwidth at link e when ρk arrives,
and Be(0) = B(e) is the bandwidth resource capacity at link
e ∈ E.

We now define the weight of each edge e′ = 〈u′, v′〉 ∈ Ak

of Hk as the normalized cost of the shortest path in G from u′
to v′. Let Pu′,v′ be a shortest path in G from u′ to v′ in terms
of the cost defined in Eq. (6). Then, the normalized cost of
edge e′ is defined as

we′(k) =
∑

e∈Pu′,v′
ce(k)/Be. (7)

Similarly, we take into account the end-to-end delay of edge
e′ ∈ Ak, then the delay weight of edge e′ ∈ Ak is

de′(k) =
∑

e∈Pu′,v′
de. (8)

To ensure that there is a competitive ratio of an online
algorithm for the online NFV-enabled unicasting problem, we
introduce an admission policy as follows. If the length (cost)
of a shortest walk P in G derived from a shortest path P′ in Hk

from sk to tk is no greater than a given threshold σ > 0, the
request will be admitted; otherwise, it will be rejected, where
both the values of σ and β will be determined later in the
analysis of the competitive ratio of our proposed algorithm.

The algorithm for the online NFV-enabled unicasting
problem thus is given in Algorithm 4.

The rest is dedicated to the analysis of the competitive ratio
and time complexity of Algorithm 4.

Denote by S(k) and OPT the sets of admitted requests by
Algorithm 4 and an optimal offline algorithm when request
ρk arrives, respectively. Meanwhile, let R (k) be the set of
requests that are rejected by Algorithm 4 while admitted by
the optimal offline algorithm. Denote by B(k) the accumulative
amount of bandwidth being occupied by the admitted requests
in S(k), respectively.

We first show an upper bound on the accumulative band-
width being occupied by the requests in S(k) in the following
lemma.

Lemma 3: Given an SDN G = (V, E) with link bandwidth
capacity Be for each link e ∈ E, When request ρk arrives, the
cost sum of all links in E is∑

e∈E

ce(k) ≤ 2 · B(k) · log β · �2
max · (|V| − 1), (9)

if bk′ ≤ mine∈E Be
�max·log β

for all k′ < k, and the threshold is
σ = �max · (|V| − 1), where �max = max{ |SCk′ | | 1 ≤ k′ ≤ k}.

Proof: Consider any request ρk′ ∈ S(k) admitted by the
online algorithm, its data traffic is routed via a routing walk
psk,tk in G.
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Algorithm 4 Finding a Scheduling to Maximize the Network
Throughput by Admitting or Rejecting Each Incoming NFV-
Enabled Request, Assuming Requests Arrive One by One
Input: An SDN G = (V, E) with a set VS of data centers for

implementing network functions, a sequence of requests
with the kth request represented by ρk = (sk, tk; SCk, bk).

Output: a solution to maximize network throughput, by
admitting or rejecting each incoming request immediately.
If a request ρk is admitted, a routing walk for it will be
found.

1: Let G be the subgraph of G = (V, E) after the removal
of its edges with residual bandwidth less than bk · �;

2: Assign each edge in G with a normalized weight (or a
normalized cost) we(k) which is defined in Eq. (6) divided
by its bandwidth capacity;

3: Compute all pairs shortest paths in G;
4: Construct Hk = (Nk, Ak;we(k), dv(k), de(k)), by assigning

each edge with the normalized length of the shortest path
in G;

5: Find a shortest path P′sk,tk in Hk from sk to tk if it exists,
by an algorithm due to Juttner et al. [17]; otherwise reject
ρk;

6: A routing walk Psk,tk in G is then derived from P′sk,tk ,
determine whether Psk,tk should be accepted by the admis-
sion policy σ , if not, request ρk is rejected.

If edge e ∈ E is in the walk of G for ρk, then

ce
(
k′ + 1

)− ce(k
′) ≤ Be

(
β

1− Be(k′+1)
Be − β

1− Be(k′)
Be

)

= Beβ
1− Be(k′)

Be

(
β

Be(k′)−Be(k′+1)
Be − 1

)

≤ Beβ
1− Be(k′)

Be

(
β

�max·bk′
Be − 1

)
(10)

= Beβ
1− Be(k′)

Be

(
2

�max·bk′ ·log β

Be − 1

)

≤ Beβ
1− Be(k′)

Be

(
�max · bk′ · log β

Be

)
(11)

= β
1− Be(k′)

Be · �max · bk′ · log β, (12)

where Inequality (10) holds, because link e is used for at most
�max times for the admission of request ρk′ , and Inequality (11)
holds because 2x−1 ≤ x for 0 ≤ x ≤ 1. Notice that ce(0) = 0
for every edge e ∈ E initially.

If an NFV-enabled request ρk′ is admitted, then

we(k
′) = β

1− Be(k′)
Be − 1 ≤ σ = �max · (|V| − 1). (13)

We now calculate the cost sum of all edges in the walk
when admitting request ρk′ (∈ S(k′)). Notice that if an edge
in E is not in Psk′ ,tk′ for ρk′ , its cost does not change after the
admission of request ρk′ . We hence have∑

e∈E

ce(k
′ + 1)− ce(k

′) =
∑

e∈Psk′ ,tk′

ce(k
′ + 1)− ce(k

′)

≤
∑

e∈Psk′ ,tk′

β
1− Be(k′)

Be · �max · bk′ · log β due to inequality (12),

= �max · bk′ · log β
∑

e∈Psk′ ,tk′

(
β

1− Be(k′)
Be − 1+ 1

)

= �max · bk′ · log β
∑

e∈Psk′ ,tk′

(
β

1− Be(k′)
Be − 1

)

+ �max · bk′ · log β
∑

e∈Psk′ ,tk′

1 (14)

≤ �2
max · bk′ · log β(|V| − 1)+ �2

max · bk′ · log β(|V| − 1) (15)

≤ 2 · �2
max · bk′ · log β · (|V| − 1), (16)

where the derivation from Eq. (14) to inequality (15) follows
from inequality (13) and the fact that the number of edges in
a path Psk′ ,tk′ is no more than �max · (|V| − 1). Thus,

∑
e∈E

ce(k) =
k−1∑
k′=1

∑
e∈E

(
ce(k
′ + 1)− ce(k

′)
)

≤
∑

k′∈S(k)

2 · �2
max · bk′ · log β

× (|V| − 1) due to inequality (16),

= 2 · �2
max · log β · (|V| − 1)

∑
k′∈S(k)

bk′

= 2 · �2
max · B(k) · log β · (|V| − 1). (17)

We then show the lower bound on the implementation cost
of a request that is rejected by Algorithm 4 but admitted
by an optimal offline algorithm.

Recall that R (k) is the set of requests that are rejected by
Algorithm 4 but accepted by the optimal offline algorithm
until the arrival of request ρk.

Lemma 4: For each NFV-enabled request ρk′ ∈ R (k), i.e.,
ρk′ is rejected by Algorithm 4 yet admitted by an offline
optimal algorithm, if β = 2|V|, then

w(P′k′) ≥ �max(|V| − 1), (18)

where P′k′ is the path found by the optimal offline algorithm to
route the traffic of ρk′ and �max = max{ |SCk′ | | 1 ≤ k′ ≤ k},
assuming that

bk′ ≤ mine∈E Be

log β · �max
for all k′ < k. (19)

Proof: A request ρk′ will be rejected by Algorithm 4
in either of the following two cases: (1) there is insufficient
bandwidth resource for routing the traffic of the request; (2)
the weighted sum of the edges in the routing path for the
request is too high.

Case 1: If request ρk′ is rejected, there exists an edge
e′ ∈ P′k′ that does not have enough bandwidth resource to
be included in the auxiliary graph. This implies that Be′(k′) <

bk′ · �max for edge e′. We then have

1− Be′(k′)
Be′

> 1− bk′ · �max

Be′

≥ 1− 1

log β
by inequality (19). (20)
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Similarly,

w(P′k′) ≥
∑

e∈P′
k′

(
β

1− Be(k′)
Be − 1

)
≥ β

1− Be′ (k′)
Be′ − 1

≥ β
1− 1

log β − 1 = β

2
− 1 = �max · (|V| − 1). (21)

Case 2: Let Psk′ ,tk′ be the routing path delivered by
Algorithm 4 for request ρk′ . Since the proposed online
algorithm rejected the request, we have w(Psk′ ,tk′ ) > σ .
Meanwhile, each edge in Psk′ ,tk′ represents a shortest path,
and Psk′ ,tk′ is a shortest path from sk′ to tk′ in the auxiliary
graph Hk. As a result, the weight of P′k′ cannot be less than
that of Psk′ ,tk′ , i.e., w(P′k′) ≥ w(Psk′ ,tk′ ) > σ = �max · (|V|−1).
The lemma thus holds.

We finally analyze the competitive ratio of Algorithm 4
by the following theorem.

Theorem 3: Given an SDN G = (V, E) with bandwidth
capacity Be for each link e ∈ E, a sequence of NFV-
enabled requests with the kth request ρk being represented
by a quintuple (sk, tk; SCk, bk, Dk), there is an online algo-
rithm, Algorithm 4, with a competitive ratio of O(log |V|)
for the online NFV-enabled unicasting problem, where the
admission control threshold σ = �max · (|V| − 1) and
�max = max{ |SCk′ | | 1 ≤ k′ ≤ k}. The algorithm takes
O(k(|V|3+ �max|V|2)) time if the request sequence contains k
requests.

Proof: The competitive ratio of Algorithm 4 is analyzed
as follows. Let P∗k′ be the optimal unicasting walk by an
optimal offline algorithm for request ρk′ ∈ R (k).

�max · (|V| − 1) · |R (k)| ≤
∑

ρk′ ∈R (k)

(|V| − 1)

≤
∑

ρk′ ∈R (k)

∑
e∈P∗

k′

(
β

1− Be(k′)
Be − 1

)
by Lemma 4,

=
∑

ρk′ ∈R (k)

∑
e∈P∗

k′

ce(k′)
Be
≤

∑
ρk′ ∈R (k)

∑
e∈P∗

k′

ce(k)

Be
, (22)

≤
∑

e∈P∗
k′

ce(k)
∑

ρk′ ∈R (k)

1

Be

≤
∑
e∈E

ce(k) because Be ≥ 1 for each edge e ∈ E, (23)

where inequality (22) follows because resource utilization is
non-decreasing.

Following inequalities (23) and (9), we have

�max · (|V| − 1) · |R (k)| <
∑
e∈E

ce(k)

≤ 2B(k) · log β · �2
max · (|V| − 1)

≤ 2|S(k)| · bmax · log β · �2
max · (|V| − 1), (24)

where bmax is the maximum bandwidth resource demand of
all requests, i.e., bmax = max{bk′ | 1 ≤ k′ ≤ k}.

We have

|R (k)|
|S(k)| ≤ 2 · �max · bmax · log β. (25)

The competitive ratio of Algorithm 4 thus is

|S(k)|
|OPT| =

|S(k)|
|R (k) ∪ (OPT ∩ S(k))| ≥

|S(k)|
|R (k) ∪ S(k)|

≥ |S(k)|
|R (k)| + |S(k)| =

1
|R (k)|
|S(k)| + 1

≥ 1

1+ 2 · �max · bmax · log β
by inequality (25),

≥ 1

c′ log |V| when β = 2|V| and bmax is constant,

where c′ > 0 is a positive constant. The competitive ratio of
Algorithm 4 thus is O(log |V|) when β = 2|V|.

The time complexity of Algorithm 4 is analyzed as fol-
lows. Computing all pairs shortest paths in G takes O(|V|3)
time, while the construction of the auxiliary graph Hk takes
O(|Vk| + |Ek|) = O(�max|V| + �max|V|2) = O(�max|V|2) time.
It takes O(|Nk| + |Ak|) = O(�max|V|2) time to find a shortest
path in Hk from sk to tk, since Hk is a directed acyclic graph.
Algorithm 4 thus takes O(k(|V|3 + �max|V|2)) time if the
request sequence contains k requests.

B. Online Algorithm for the Online Delay-Aware
NFV-Enabled Unicasting Problem

We now study the online delay-aware NFV-enabled unicast-
ing problem. Note that Algorithm 4 can be easily extended
to this online problem with end-to-end delay constraints.

Given a network G and the kth request ρk in a sequence
of requests which arrive one by one without knowledge
of future arrivals, we construct an auxiliary directed graph
Hk = (Nk, Ak;we(k), dv(k), de(k)) which is similar to the one
in the previous subsection. The only difference between these
two online algorithms for dynamic request admissions with
and without end-to-end delay constraints lies in the delay con-
straint. In Algorithm 4, we assign each edge e = 〈u, v〉 ∈ Ak

in Hk a weight we(k), which is the sum of the normalized costs
of the edges in the shortest path Pu,v in G from u to v. We now
assign this edge another metric - the delay, in addition to its
cost weight, which is the delay sum of the edges in Pu,v, i.e.,

de(k) =
∑

e′∈Pu,v

de′ .

Having constructed Hk with each edge e that has a cost
we(k) and delay de(k), we then can find a delay-constrained
shortest path in Hk from sk to tk for request ρk, using the
algorithm due to Juttner et al. [17], i.e., changing Step 5
of Algorithm 4. The detailed algorithm thus is omitted.
We term this algorithm for the delay-aware online unicasting
problem as Algorithm 4.

VII. PERFORMANCE EVALUATION

In this section, we evaluate the performance of the proposed
algorithms. We also investigate the impacts of important
parameters on the performance of the proposed algorithms.
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Fig. 3. The performance of algorithms UNICAST, UNICAST_DELAY, ONE_DC, and ONE_DC_DELAY.

A. Experimental Environmental Setting

We adopt a commonly used tool GT-ITM [11] to generate
network topologies. The bandwidth of each link varies from
1,000 Mbps to 10,000 Mbps [18]. The number of data centers
and the number of VMs in the generated networks are 10% of
the network size and 50% of the servers, respectively, which
are adopted from [27]. The delay of an Internet link is between
2 milliseconds (ms) and 5 ms [18], [19]. We consider six types
of middleboxes: Firewall, Proxy, NAT, IDS, Load Balancing,
and gateways, and their operational cost are 3, 1, 1, 5, 2, and 4,
respectively [4], [12], [24]. The running time is obtained based
on a machine with a 4 GHz Intel i7 Quad-core CPU and 32
GiB RAM. The unit of running time shown is nanoseconds.
Unless otherwise specified, these parameters will be adopted in
the default setting. Each request ρi = (si, ti; bi, SCi, Di) ∈ S(t)
is generated as follows. Given a network G = (V, E), two
nodes from V are randomly drawn as the source switch si and
the destination switch ti of request ρi. The bandwidth demand
bi varies from 10 to 120 Mbps [1] and the delay is from 40 ms
to 400 ms [25].

We compare the performance of the proposed algorithms for
the NFV-enabled unicasting problem with and without end-
to-end delay constraints with that of one heuristic that places
all network functions of each service chain SCk into a sin-
gle data center in the network. Namely, the heuristic finds a
data center in VS of G that achieves the minimum implemen-
tation cost of all network functions of SCk. For simplicity, we
refer to this algorithm for the NFV-enabled unicasting problem
with and without end-to-end delay constraints as algorithms
ONE_DC and ONE_DC_DELAY. In addition, we compare the
performance of the proposed online algorithms against that of
a benchmark algorithm that uses a linear cost model where
the cost is proportional to the actual amount of resource con-
sumed in each data center or link, which is referred to as
algorithm LINEAR. We also refer to the proposed algorithms
for the NFV-enabled unicasting problem, the delay-aware NFV
enabled unicasting problem, the online NFV-enabled unicas-
ting problem, and the online delay-aware NFV-enabled uni-
casting problem as algorithms UNICAST, UNICAST_DELAY,
ONLINE, and ONLINE_DELAY, respectively.

B. Performance Evaluation of the Proposed Algorithms for a
Single Request

We first evaluate the performance of algorithms UNICAST
and UNICAST_DELAY against algorithms ONE_DC and

ONE_DC_DELAY, respectively, by varying the network sizes
from 10 to 200 while fixing lmax at 4, which is the maximum
length of any service chain.

Fig. 3 shows the average operational costs and running times
of the mentioned algorithms of admitting 500 requests. From
Fig. 3(a), we can see that the operational cost by algorithm
UNICAST is only 50% of that by algorithm ONE_DC. The rea-
son is that algorithm UNICAST allows the network functions
of each service chain to be implemented in multiple data cen-
ters, which creates the oppoortunity to place network functions
at data centers with low costs. However, algorithm ONE_DC
places all network functions of each service chain into a single
data center, which significantly increases the initialization cost
of network functions if not all of them are in the data center.
Furthermore, Fig. 3(b) plots the running time curves of algo-
rithms UNICAST and ONE_DC, where algorithm UNICAST
has less running time than that of algorithm ONE_DC in
networks with sizes greater than 50. Similar results can be
seen for algorithms UNICAST_DELAY and ONE_DC_DELAY
in Fig. 3(c) and Fig. 3(d).

C. Performance Evaluation of the Proposed Online
Algorithms

We then evaluate the performance of online algorithms
ONLINE and ONLINE_DELAY against a benchmark online
algorithm LINEAR that uses a linear cost function. It can be
seen from Fig. 4(a) and Fig. 4(b) that algorithms ONLINE and
ONLINE_DELAY achieve higher network throughput than that
by algorithm LINEAR, and the gap between their performance
becomes larger with the increase of network size. In partic-
ular, when the network size is 200, the number of requests
admitted by algorithm LINEAR is only 60% of that by algo-
rithms ONLINE and ONLINE_DELAY. The main reason is
that algorithm LINEAR does not take into account the uti-
lization of resources at each data center and each link, thus
leading to overloads on some links and data centers. On the
other hand, algorithms ONLINE and ONLINE_DELAY take
into account both resource capacities and their utilization
together, thereby utilizing resources more evenly. It can be
seen from Fig. 4(c) and Fig. 4(d) that the running times of
algorithms ONLINE and ONLINE_DELAY is longer than that
of algorithm LINEAR. This is because algorithms ONLINE
and ONLINE_DELAY admit much more requests than that by
algorithm LINEAR.
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Fig. 4. The performance of online algorithms ONLINE, ONLINE_DELAY, and LINEAR.

Fig. 5. The impact of lmax on the performance of algorithms UNICAST, UNICAST_DELAY, ONE_DC and ONE_DC_DELAY.

Fig. 6. The number of requests admitted by online algorithms ONLINE and ONLINE_DELAY with different values of β.

D. Impact of Different Parameters

The rest of this section is to study the impact of important
parameters: lmax, β and σ on the performance of the proposed
algorithms in this paper.

We start with investigating the impact of the maximum
number lmax of network functions in a service chain on
the performance of algorithms UNICAST, UNICAST_DELAY,
ONE_DC, and ONE_DC_DELAY in terms of the operational
costs, by varying lmax from 3 to 6 while fixing the network size

at 200. It can be seen from Fig. 5(a) and Fig. 5(b) that the oper-
ational costs of algorithms UNICAST and UNICAST_DELAY
increase with the growth of lmax, because more network func-
tions mean more computing resource demands and higher
computing resource usage cost.

We then evaluate the impact of parameter β on the
performance of the two proposed online algorithms ONLINE
and ONLINE_DELAY, by varying the value of β from 2|V| to
8|V|. It can be seen from Fig. 6(a) and Fig. 6(b) that algorithms
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Fig. 7. The number of requests admitted by online algorithms ONLINE and ONLINE_DELAY with and without the admission control threshold σ .

ONLINE and ONLINE_DELAY will admit less requests with
the increase of β. For instance, the number of requests admit-
ted when β = 8 is no greater than 70% of the number of
requests admitted when β = 2. This is due to the fact that
the larger the value of β, the higher the cost of using an over-
loaded resource will be, leading to more conservative resource
usage.

We finally evaluate the impact of the admission threshold
σ on the performance of the two proposed online algorithms
ONLINE and ONLINE_DELAY with and without adopting the
threshold, to highlight the importance of admission control.
It can be seen from Fig. 7 that both algorithms ONLINE
and ONLINE_DELAY will admit less requests if no admis-
sion control is applied. In addition, the larger the network
size, the greater the impact of the admission control thresh-
old σ on the number of requests admitted. This is because in
large networks, the distance between the source and the des-
tination of a request can be very large, thus requiring much
more bandwidth resources to admit the request. With a given
threshold, the proposed online algorithms are able to reject
such a request, thereby being able to admit future requests
and achieving higher network throughput.

VIII. CONCLUSION

In this paper we first studied NFV-enabled unicasting in a
Software-Defined Network (SDN) with and without the end-
to-end delay constraints, for which we proposed a generic
optimization framework. We then devised efficient algorithms
for the admission of a single NFV-enabled request with the
aim to minimize its implementation cost in terms of both
computing and bandwidth resource consumptions. We also
investigated the dynamic admissions of NFV-enabled requests
without the knowledge of future request arrivals, with the
objective of maximizing the network throughput, for which
we devised efficient online algorithms. We finally evaluated
the performance of the proposed algorithms through exper-
imental simulations. Simulation results demonstrate that the
proposed algorithms are promising, and outperform other
heuristics. In our future work, we will investigate whether
the proposed optimization framework can be extended for

NFV-enabled multicasting with and without the end-to-end
delay constraints; the latter is more challenging compared to
NFV-enabled unicasting as the former is a special case of the
latter.
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