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Abstract

Record linkage is the process of identifying which records in two or more databases correspond to the same
real-world entity. Three major challenges of this process are (1) achieving high linkage quality, (2) scalability
to linking very large databases, and (3) protecting the privacy and confidentiality of personal identifying
data that are used in the linkage process.

This presentation provides an overview of the various techniques that have been developed to facilitate
the linking of data across organisations in such ways that no private or confidential information is being
revealed. We then characterise such privacy-preserving record linkage techniques along fifteen dimensions.
This provides us with a taxonomy that allows us to highlight shortcomings of current techniques and discuss
future research directions.

Background

Over the past decade there has been an increased interest in research domains that deal with the manage-
ment, processing, and analysis of increasingly large data collections. A particular direction of research has
focused on algorithms and techniques that allow the sharing and analysis of large data collections in such
ways that the privacy and confidentiality of the shared and analysed data, as well as the knowledge gained
from them, is maintained [2| [5].

Sharing, integrating, and linking disparate databases is an important aspect in the initial stages of many
data analysis projects. This process is commonly known as record linkage, data matching, entity resolution
or duplicate detection [Il[3]. The aim of this process is to identify which records in these databases refer to
the same real-world entities. This allows improvements of data quality (for example by removing duplicate
records that refer to the same entity) and facilitates data enrichment (by combining complementary infor-
mation stored in different databases).

When record linkage is conducted between different organisations, then the privacy and confidentiality
of the data required for the linking become a major concern. Often, it is not permissible to exchange iden-
tifying information (such as people’s personal details) across different organisations, either because of legal
regulations or because the data are of confidential nature.

Record linkage poses several major challenges [3]. The lack of common unique entity identifiers means
that the identification of common entities needs to be based on the available information that is shared
among records, such as the names, addresses, and dates of birth of individuals. The challenge here is poor
data quality, which is tackled by the development of advanced similarity functions that try to distinguish
different forms of the same information from actual different information. The second major challenge is
the complexity of the linkage process when each record from one database is compared with all records
from another database. This challenge is addressed by sophisticated searching and indexing techniques
that reduce the large space of record comparisons through blocking, clustering or sorting of the databases.
Research is conducted to address both these challenges to record linkage [11 [3].

Privacy-preserving record linkage

The third major challenge of record linkage, privacy and confidentiality, is addressed by the research area
of privacy-preserving record linkage (PPRL). PPRL aims to develop algorithms and techniques that can
identify records that refer to the same real-world entities from two or more databases owned by different
organisations, such that besides the matched records no private or confidential information is revealed. A
challenging aspect of PPRL is that it needs to deal with the previously described two challenges as well.



This presentation starts with providing the necessary background on record linkage, including a short
history, its applications, and challenges. It then moves on to describe the record linkage and PPRL process,
and illustrates the importance of PPRL using two example scenarios.

The second part of the presentation consists of an overview of our recently developed taxonomy for
PPRL [4], where we characterised PPRL techniques along fifteen dimensions grouped into the following five
topics:

e Privacy aspects: The number of parties involved in a PPRL protocol, the adversary model assumed
(malicious or honest-but-curious), and which of the many available privacy technologies are employed.

e Linkage techniques: The approaches used for indexing (blocking), matching (comparisons), and clas-
sification.

e Theoretical analysis of a PPRL protocol: Scalability, linkage quality, and privacy vulnerabilities (with
regard to different types of attack).

e (Experimental) evaluation: Scalability, linkage quality, and privacy.
e Practical aspects: Implementation, data sets (used for experiments), application area.

Each of these five topics is briefly presented and discussed. The interested reader is referred to [] for more
details. The presentation concludes with a summary of the current state of PPRL and a description of
open research questions and directions. The main research directions we have identified are (1) improved
classification techniques for PPRL; (2) assessing linkage quality and completeness for PPRL; (3) a framework
for PPRL (to facilitate comparative experimental evaluations); and (4) enabling efficient PPRL on multiple
large databases.
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